
The WannaCry ransom attack that happened in May 2017 affected users worldwide. In the UK, specifically the NHS was affected. 
1. Who were the victims of the attack?
Although not targeted, the NHS were a victim of the WannaCry attack. Hospitals and Surgeries had to cancel thousands of appointments.
 
2. What technologies were used in the attack?
Ransomware was used to encrypt data, the attackers requested BitCoin payment to de-encrypt the data – eternal blue vulnerability.

3. When did the attack happen within the network?
12th May 2017

4. What systems were targeted?
Clinical systems, corporate systems.

5. What was the motivation of the attackers in this case? What did they hope to achieve?
Financial Gain, notoriety. The group that orchestrated the attack are referred to as the Lazarus Group with links to North Korea.

6. What was the outcome of the attack?
The NHS spent £92million to combat the ransomware. 80 of the 236 local trusts were affected. Nobody paid the Ransom. A “killswitch” was discovered in the coming weeks, that eased the attacks.

7. What was the vulnerability and who might exploit it?
Windows XP devices that were not patched would be used to spread the malware within the network.

8. Why does the vulnerability exist?
Unpatched Microsoft Windows XP operating systems not being supported anymore.

9. What could be done to limit the vulnerability?
Bring all systems up to date and ensure that the organisation is prepared at least for another attack by inheriting standard operation procedures.

Top certification and provider results:
	CISSP
	ISA

	CompTIA Security+
	CompTIA

	CISM
	ISA

	CCNA Security
	Cisco

	CRISC
	ISA



A number of vacancies are available – entries are 26K basic to 70K + experience

The certifications required are a mix of what is listed above for work in the Cyber security field.
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