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Abstract
There are several types of tools that are applied in the topic of Computer Forensics, each falling under a specific category. One must bear in mind the advantages and drawbacks of a tool, as well as how extract evidence for a court case without violating UK law. 
Introduction
There are two main objectives; the first is to extract a list of computer forensic tools and complete an analysis of the tools, and the second is to provide justification of how an investigation would proceed based on a given case study, applying both knowledge and opinion to the forensic investigation.
Forensic tools
There are several types of computer forensic tools that serve a variety of purposes. Their purpose determines which category they are put into; examples include tools which allow for access to files, tools that contain data, tools performing analysis’s, and more broad tools which cover a more specific range of data. [1] The following section details examples of these tools, and the author’s opinion into how useful they can be overall.	
Disk analysis tools			
Disk Savvy	
Product overview
• Allows for a scanning of a hard drive
• Data can be transferred from one device to another without being tampered with
Advantages and disadvantages
• Data can be stored on several disks, providing more space but leaving more area for vulnerability
• Lists results in detail but several functions are hidden in the free version of the product
Conclusion
Disk Savvy can be considered one of the more stronger tools in terms of forensics. The ability to store more data and transfer it benefits the product overall. The author would score this product 8/10.	
WinDirStat
Product overview
• Splits data up by amount stored on a drive, with the ability to scan multiple drives at once
• Allows the user to delete or limit data if the size is considered too large
Advantages and disadvantages
• Has the capability to scan an entire selected folder, though it must be from a Windows device
• While files can be deleted within the tool, any changes made need processing
Conclusion
Overall, WinDirStat is a strong forensic tool due to its detailed analysis. While it is limited to Windows systems only, it is judged to be an expansive and therefore useful tool with an established reputation, as evidenced by authors such as Wallen, who calls it a tool that one can be “thankful” to have on hand. [2] The author would score this product 9/10. 
Of the two listed disk analysis tools, the author would recommend WinDirStat over Disk Savvy due to it being concluded to have more functionality and freedom to edit data but would still highly recommend Savvy.
Internet analysis tools			
Xplico
Product overview
• The ability to list all Internet traffic for future reference, including any protocols used	
Advantages and disadvantages
• Applies protocols from both the IPV4 and IPV6 system, which improves product range but weakens focus
• The product is a small storage size overall, but this results in limitations when compared to other tools	
Conclusion
While Xplico can be considered a useful tool due to its ability to show Internet protocols, smaller overall size and therefore higher limitation holds it back. The author would score this product 7/10.			
Browser History Viewer
Product overview
• A tool that allows for the recording of Internet browsing history
• Can filter data according to criteria and display graph to show most visited locations	
Advantages and disadvantages
• While dates can be provided to give a range, the data itself cannot be edited
• The full webpage titles are provided, and any deleted data can still be accessed, but the tools requires users to consistently have the most updated version of their browser
Conclusion	
While the functionality of the tool is limited, it is the more useful of the two Internet analysis tools due to the large amount of detail and the recording of how often sites are visited. The author would score this product 8/10.	
Of the two listed Internet analysis tools, the author would recommend Browser History Viewer over Xplico, due to it being concluded to have a lower limitation risk and higher amount of detail.	
File analysis tools			
Madiant Redline
• Performs an overall scan on a device’s files by listing them in a timeline
· Can import data through several varieties of collection tools (standard or advanced)
Advantages and disadvantages
• Lists findings in detail, though the software takes longer to access in a remote location, which improves security but consumes time	
· Is able to help an investigator track when a device is under threat from an attack, though further steps must be taken elsewhere from outside the application
Conclusion
Madiant Redline is the more useful file analysis tool. While the fact that it has a slower overall speed when accessed elsewhere does hinder it, the high amount of detail results in it being a recommendable tool. The author would score this product 8/10.		
Shadow Explorer
Product overview
• A tool that records backups of files in case a user wishes to restore said file	
· Records the accurate point-in-time data of a file, which makes tracking of it simpler
Advantages and disadvantages
• While a file can be recreated, it cannot be if it has already been deleted
• The tool can store all the work within a disk, but it cannot recreate the disk from scratch if it is deleted	
Conclusion
While the process of Shadow copying can be considered a useful technique, the detail of the tool is uncertain compared to the other listed ones and are unsure if it would be as commonly used as a result. The author would score this product 6/10.	
Of the two listed file analysis tools, the author would recommend Madiant Redline over Shadow Explorer due to being more flexible and detailed in its collections but bear the technique of shadow copying in mind for future reference.
General tools				
Stellar Phoenix
Product overview
• Recovers lost files and restores any stolen data from tools such as USB’s and CD’s
• Can clone data in the case of a disaster
Advantages and disadvantages
• Scans are performed quickly but no quick previews are permitted, limiting data access
• Data can be duplicated but any RAID storage cannot recover it if is deleted
Conclusion	
It can be concluded that Stellar Phoenix is a useful software in managing files but appears to lack focus and reputation compared to the other listed tools. The author would score this product 7/10.
File Signatures
Product overview
• A tool that attempts to locate files based on their signatures and the file type	
Advantages and disadvantages
• Makes data harder to steal a copy of due to more restrictions, but not useful if a user does not know the file type or signature
• While a user can trace a file back according to date criteria, it is the oldest tool being investigated here, which could limit it in terms of updates	
Conclusion
While the benefits of the tool can be clearly displayed, the conclusion is that a user would be more likely to use a different type of tool that has less restrictions and being more current. The author would score this product 6/10.
Of the two described general tools, the author would recommend Stellar Phoenix over File Signatures, due to a chance that restrictions would put an investigator off using it, and it would save an investigator having to remember the file type or signature.
Overall tool analysis conclusion
After analysing the selected tools, the conclusion is that while the author personally finds a select few more useful than the others, particularly WinDirStat, the argument of use for all eight tools can be justified, and one must consider carefully before deciding which one to apply. [3]
Case study
An incident handler is someone who details how an organisation responds to any incidents. Based on this, forensic investigators are tasked with scanning devices and checking for evidence. 
It is important that any original data is not altered in any way to avoid breaking the rules of the UK Court of Law or the Chain of Custody. [4] It is stressed than an investigator attempt to remain as skilled and as recent as possible on areas such as volatile and non-volatile data. 
This ensures sufficient knowledge and lowers the risk of law being broken. [5] Examples of case law to abide by is the Criminal Procedure Rules Act of 2015, which expresses how evidence should be presented when the court case comes to fruition. [6]
Besides taking photos and identifying the status of the devices under investigation, Mr. Wales would be required to check for any applications which could threaten the preservation of information, to prevent information from being deleted via a system attack such as a virus, worm, or Trojan horse.
 A strategy of how to obtain and record evidence on his part would then be required, to ensure that any work he does will not end violating law. [7] If unsure about what steps to take, one must consult with another before proceeding, such as a Forensic data analyser.
After performing his system analysis and retrieving data considered to be important, Mr. Wales would record a summary of any important evidence. Any evidence highlighted as key to the investigation, such as videos, would require an explanation as to why they were chosen as evidence.
To retrieve any important data, Mr. Wales would use a forensic tool that allows for the extraction of data without altering the device in question overall. He would use a disk analysis tool such as Disk Savvy to enable the investigation of activity on a disk and allow it to be investigated and recorded. 
Forensics report
Dear Mr. Wales,
Please find below the report detailing my overall analysis of this forensic case, as well as the overall invoice.
	Quantity
	Product

	1
	Cannon digital camera

	1
	Pack of photographs taken of Heathrow and Mason International Airports

	3
	Immigration visas

	3
	Bank documents

	4
	Personal documents

	1
	Group of videos selected as evidence

	1
	Any other important files highlighted for investigation



Case synopsis: A plan by a terrorist to detonate a bomb at Mason International Airport was successfully foiled at Heathrow Airport. After the identity of the terrorist was confirmed and he was shot, a laptop in his possession was seized for investigation and has since been analysed by myself.
Analysis background: The analysis began after fingerprints confirmed the suspect’s identity and photos were provided to help in the process of retrieving evidence. 
Analysis content: The laptop was retrieved in Stand-by mode. After photographs of the laptop screen were recorded as evidence, the operating system was identified as Windows XP. A system check ensured that data could not be lost in the process of retrieval.
I was tasked to ensure that important documents (e.g. important images or emails) were not deleted and extracted for review. 	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
To accomplish this, access would have been needed to the suspect’s outlook, which was done by being granted permission via Microsoft Exchange Contacts connecting to the suspect’s address. Any other important information, such as Excel sheets, were copied onto a local USB and remained intact on the original device.
It was at this point that attention was turned to video evidence. There were several important files that highlighted the suspect’s intention. The first was related to the 9/11 attack, which would have likely been his main source of inspiration. 
Following on, there are clips of individuals practicing at a base, hinting that the suspect’s skills are being transferred between people and motivating their actions, expressed further by another showing people being executed after being taken hostage. 
We can then delve further into the suspect, via videos of inspirational talks and a conversation with his family, again there as motivation. Rounding off the evidence is him performing a tour of the Heathrow and Mason International Airport, seemingly to devise a strategy before carrying out his plan, and conversing with 6 teammates at a hotel, seemingly to finalise what steps to take.
Looking further into the suspect’s possessions, it was clear that this was a terror attack due to him having logos of the group he was a member of, as well as photographs of his tour of the two airports in question. 
However, what really caught attention is the fact that he was researching how to construct a chemical bomb, as well as tips on how to handle any opponents and become a successful suicide bomber, all displaying his desires.
The final pieces of evidence that can be taken into consideration are Microsoft Excel documents which detailed the suspect’s transactions, a helpful piece of evidence for figuring out what was bought, when, and item quantities.
Finally, in what can arguably be considered the most important piece of evidence, the bag holding the laptop also contained written documents and visas to travel aboard as an immigrant. These would allow the suspect to travel to his desired destination and list his goals, making them vital pieces of evidence.
That concludes my report. I believe that there is sufficient evidence prior to a possible court case and hope you find the report itself satisfactory.
Yours Sincerely,
John
Conclusion
Overall, there are a wide variety of tools a forensic investigator can apply in their line of work, all of whom can function in different methods. It is important that an investigator applies their work as safely as possible to follow the Chain of Custody, and bear in mind the positive factors and drawbacks in any tools they choose to use.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Referencing convention evident though not always applied consistently.  However, try to use peer review articles other than websites. (Grade mark: 50.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS][bookmark: _GoBack]The basic knowledge and understanding of the relevant concepts and underlying principles were demonstrated. (Grade mark: 53.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your introduction need improvement.  You have discuss the tools satisfactorily. The case study could be evaluated more by outlining more process/steps that John would have taken. Instead of having conclusion at the end of each section just do a final conclusion summarising the key aspects from each section. Overall good report.  (Grade mark: 56.67%)
	[bookmark: totalANA]60
	[bookmark: markANA]34

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Report need formatting and alignment. Labelled your table and avoid using first person writing example "I". (Grade mark: 60.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]55%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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