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[bookmark: _Toc57974320]Introduction
BYOD (Bring your own device) is the workplace trend in which employees use their own personal devices in order to connect to their organizational networks and access work-related systems. [1] An analyst at Ovum, Richard Absalum, believes that BYOD will happen whether a company plans for it or not. “Trying to stand in the path of consumerised mobility is likely to be a damaging and futile exercise.” [2] BYOD has many advantages. However, it also comes with many security risks and therefore requires the introduction of many security-based policies and procedures.

[bookmark: _Toc57974321]Advantages of BYOD
There are many advantages of using BYOD in the workplace, including cost savings due to reduced hardware spend, software licencing and device maintenance. [2] A successful, well-controlled BYOD environment can:
[bookmark: _Toc57974322]Reduce Costings
According to a study released by Cisco’s Internet Business Solutions Group, companies saved an estimated $3,150 (£2363) per employee per year with BYOD. [3] However, this does depend on how much the company usually spends on devices, data plans, training, software licenses, etc.
[bookmark: _Toc57974323]Increase Productivity of Employees
BYOD allows employees to use a device they know and are familiar with instead of using a device forced upon them by the company. This could potentially mean that a task that would usually take seconds to do on their own device, now takes minutes to do. This could be because they don’t know where the thing is, they are trying to find. A research study, undertaken by Frost and Sullivan, says that employees that bring their own devices to work save their employer 58 minutes per day. Which in total, turns out to be a 34% increase in productivity. [4] Some employees are also likely to spend more on a laptop for themselves if it is for both work and personal use. Again, enabling them to work faster due to the use of more advanced hardware.
[bookmark: _Toc57974324]Offer Greater Flexibility and Workforce Mobility
BYOD makes the workflow mobile, instead of being stuck to a desk or office hours, employees have the option to work from various mobile devices in various locations. [5] As explained by Disterer and Kleiner in their article ‘BYOD Bring Your Own Device’ the offer of flexible working and mobile working is very valuable to potential employees / job seekers. [6] This is shown by the research done by the ‘Hillary’s’ website, it shows that almost half of workers within the UK would be happy to take up to a 20% pay cut if they were allowed some sort of flexible working. [7]
[bookmark: _Toc57974325]Reduce Required Device Management
BYOD reduces the required device management of companies in one main way. Employees treat their own personal devices better than they do their work devices. Thus, less likely to run into any physical problems such as a cracked screen or any software / malware related issues.

[bookmark: _Toc57974326]Disadvantages of BYOD
Although, there are a few significant advantages to BYOD, there are also some significant disadvantages that could occur if it is not implemented properly:
[bookmark: _Toc57974327]Security Risks
Security risks go both ways when talking about BYOD. There are security risks for both the employee and the company. The user may be worried about having work software installed or having their company be able to access and monitor what is happening on their device. They would be worried about the security of their personal data and may feel as though someone could get a hold of it if the company were to be hacked or shut down. However, there are more security risks for the company. It is possible that the device the employee is working on does not have a sufficient antivirus software or password protection. Thus, making them more susceptible to malware attacks, hackers and more. If the employee was working on an unsecure and unencrypted public network, such as in a coffee shop, it can leave the user vulnerable to MIM (Man in the Middle) attacks. These attacks are when hackers can find information that passes between your device and the websites you visit. [8] If an employee is leaving the company, this could cause a problem for the company. It may be necessary to remove the company’s private information and data from the employee’s device in order to prevent any potential misuse of information. [9] 
[bookmark: _Toc57974328]Software Difficulties
In some companies, specific software may be required to allow the employee to undertake and complete certain tasks and jobs. This could potentially lead to problems in the installation or usage processes required for this software. [9] When a company that is not using BYOD needs to use specific software, this can be easy, they can find the best software that is compatible with the devices they supplied their employees with and use that. Whereas, when a company that uses BYOD need specific software this is much more difficult. Due to the wide variety of devices that may be used with BYOD, it is much harder to guarantee compatibility with certain software. The best software tends to be different depending on the operating system in use. With BYOD, some employees may be using MacOS whereas some may be using Microsoft Windows, this makes it hard to find a good software package that is compatible with both.

[bookmark: _Toc57974329]Evaluation
Although, BYOD has a few glaring disadvantages, the advantages more than make up for it. However, an effective security method, policy and procedures will need to be put in place for it to be executed well. With a large staff base, Coffee Capulus will benefit hugely from the introduction of BYOD. The large cost of supplying devices, training, software licencing and much more will be significantly reduced. According to MarketWatch, the market size of BYOD is on the rise with it hitting USD 194760 million in 2020 and is projected to hit USD 393940 million by 2026 at a CAGR of 12.5% during the forecast period 2021-2026. [10] This is up from just USD 30 million in 2014 and a CITO research report concurs, finding that around 53% of all workers polled, feel that they are more productive when they have their own devices. [11] The introduction of BYOD would be largely beneficial to both the Coffee Capulus customers and the company.

[bookmark: _Toc57974330]Implementation
The basis of almost every network consists of routers and switches, both of which will be needed for Coffee Capulus to connect all company devices. A wireless router will be required on the network, this is because the Coffee Capulus company operates 95% wirelessly. Having a wireless router, will enable employees to connect to the network wirelessly and without the use of an ethernet cable. A gateway will be needed on the network for employees to be able to connect their personal devices to the network. The wireless router has the function to be able to be used as a gateway. Almost all networks need some form of redundancy, to reduce downtime of its supported service if something goes wrong. Due to the large online and social media client base of Coffee Capulus, having redundancy on the network would be essential. Redundancy can be achieved in this scenario by having at least one redundancy switch. This will minimise the risk of a network outage by allowing the redundancy switch to take over from the primary switch with no loss of service. [12] Diagram of the network can be found in Appendix A.

[bookmark: _Toc57974331]Backup Strategy
Many IT professionals argue that network backups are the most important part of any IT department’s backup and recovery plan. In modern times, there are so many threats which is why backups are so important. These threats can range from malware or viruses, all the way to hardware failures. Nicole, from UniTrends claims that hardware failures account for around 42% of all data loss and that 93% of businesses that had outages for 10 days or more, filed for bankruptcy within a year. [13] Both of these could have been avoided with a simple backup plan and/or redundancy on the network. In order to achieve guaranteed results, the plan needs to be tested before any future problems occur. Some of the best backup plans have daily monitoring tools and continuous backup software. The monitoring tools help to ensure the backups were successful and are being done continuously throughout the day. The backup storage device needs to be in a separate location to the primary, this will help mitigate the effects of natural disasters, power outages, etc.

[bookmark: _Toc57974332]Security and Prevention
According to Accenture, security breaches have increased by 11% since 2018 and 67% since 2014. [14] This shows that there is a large need for network security in order to avoid any attacks on both the company and the personal devices of employees at Coffee Capulus. A recent study undertaken by the University of Maryland reveals, on estimate, that a hacker attacks every 39 seconds on average 2,244 times per day. [14] These statistics show that both company and employee data is at high risk without any substantial security measures on the network.
[bookmark: _Toc57974333]Viruses
A computer virus is a type of malicious code or program written to alter the way a computer operates and that is designed to spread from one computer to another. [15] These are the most well-known types of security attacks.
[bookmark: _Toc57974334]Malware
Malware is a harmful software that seeks to invade, damage or disable devices and networks. [16] According to SafetyDetectives.com, the global cost of malware was at 500 Billion USD in 2015, which has grown fourfold to 2 trillion USD in 2020. At its current trajectory, the total cost could triple by 2021, reaching 6 trillion USD. [17]
[bookmark: _Toc57974335]Ransomware
Ransomware is a form of malware. It is sent by the attacker to the victims device, encrypts their data and then the attacker asks for a ransom in order to allow the user access to the data again. [18] Ransomware was thought to be slowly becoming less prevalent, however, the Beasley Group, found that this form of attack has increased by more than 130% in 2020 and some surveys showed that businesses can average losses of around 2500 USD per attack. [19]
[bookmark: _Toc57974336]Worms
Internet worms are very similar to viruses except it spreads across the internet by replicating itself on computers via their network connections. Worms are often used to infiltrate large amounts of broadband connected computers with the use of remote-control software.
[bookmark: _Toc57974337]Anti-Virus Software
Anti-virus is a program or group of programs that are designed to prevent, detect and remove any malicious programs, code, trackers from your computer. [20] These will be crucial to have installed on all Coffee Capulus employee devices due to the need for the data they are accessing to be secure.
[bookmark: _Toc57974338]Firewalls
Forcepoint explain a firewall as being “a network security device that monitors incoming and outgoing network traffic and permits or blocks data packets based on a set of security rules”. [21] Having one or multiple firewalls will benefit Coffee Capulus, it will establish a barrier between the internal network and the internet. Any unwanted traffic, e.g.: spam, malware, etc has a high chance of being blocked before even getting a chance to harm your network.
Firewalls have plenty of advantages and disadvantages, these can be seen below:
Advantages:
· Less impact on network performance – Firewalls significantly reduce the impact on the networks performance by reducing the amount of data it handles. The firewall stops the unwanted data from entering the network, making it so that the switches and routers on the network have less data to sort.
· More privacy – Hackers often try to find out information about the user before trying to figure out their passwords, this information can be found out by commonly used sites, personal information, etc. A firewall can block the unsecure sites that hackers commonly use to bait their victim into typing their personal information.
· Traffic monitoring – Data travels through the network in the form of packets. Firewalls inspect these packets as they pass through to see if they should be allowed into the network, their conclusion is based on a set of rules set by their administrator. Any suspicious packets are immediately blocked from the system. [22]
· Trojan protection – Trojans are a type of malware, its sits on your computer and spies on all the work you do. The information they gather will be sent to a web server which is then sold on. A firewall, when monitoring for suspicious packets, blocks trojans. [22]
Disadvantages:
· User restriction – In most cases, a firewall is very advantageous for the average user but in some cases, if the security is strict enough it can prevent some users from doing certain operations. [22]
· Malware attacks – Although firewalls block most attempts from suspicious packets, some types of malware can still creep through. These types of malware enter through the firewall, acting as a piece of trusted data. Therefore, it is still recommended to have an anti-virus software installed on your computer. [22]
[bookmark: _Toc57974339]Password Protection
Passwords are a very simple way to boost your defence against many internet ills. According to Brian from WIRED, the ideal password length is 12 characters or more. He states that once you get into the 12-15 character range, its becomes way harder for hackers to guess or brute force through. [22] In the network diagram found in Appendix A, a password has been added to every switch and router. A second password has also been added on these switches and routers, to allow users access to further controls over the switch (privileged EXEC mode). These passwords form a hard to breach barrier around the switch, only if you have access to both passwords will you be able to make any significant changes to the device.

[bookmark: _Toc57974340]Mobile Device Management Software
MDM (Mobile Device Management Software is a management tool that can be implemented by companies and businesses to manage personal devices. MDM has seen a massive rise in buyers due to the rise in popularity of BYOD. MDM manages personal devices by implementing security measures when they are accessing business applications. If an employee has malware on their personal device, MDM has the ability to find and wipe all corresponding files linked to that malware before it spreads across company data. According to a study by Kensington, a laptop is stolen every 53 seconds and around 70 million smartphones are lost every year. [23] Due to the highly sensitive data that Coffee Capulus is holding, such as bank details, addresses, etc, they require a high level of security. They will require software that is widely compatible with android, IOS, windows, MacOS, etc. 

[bookmark: _Toc57974341]Security Policy
If BYOD is going to be implemented onto the Coffee Capulus network, a security policy will be needed in order to protect both the company and its employees. This policy will detail how each user should go about using their device and should be applied to all relevant employees within the company. The security policy can be found in Appendix B.

[bookmark: _Toc57974342]Conclusion
Overall, BYOD would be hugely beneficial to both the company and its employees mostly down to its allowing of flexible working. There are some major security risks when implementing BYOD, but with advanced security measures, an MDM and a security policy these risks will be significantly reduced. With this all-in place, Coffee Capulus will be in a great position to keep providing to their large online and social media client base.

[bookmark: _Toc57974343]Future Work
For future work, more information on the different types of security measures could be useful. Such as the advantages and disadvantages of password protection, anti-virus software, etc. A deeper look into what MDM software would be useful in this scenario could also be very beneficial. Below are links to resources that could be used for this:

https://www.ipl.org/essay/Advantages-And-Disadvantages-Of-Password-PCVBACAZ2R 
https://www.online-sciences.com/computer/the-advantages-and-disadvantages-of-anti-virus-software/ 
https://www.techradar.com/uk/best/best-mdm-solutions 
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Coffee Capulus BYOD Security Policy
Author: Ethan Needham
Approval Date: 03/12/2020
Review Date: 03/12/2021
Purpose
Coffee Capulus is required to protect customer and employee personal data as well as their own intellectual properties. This policy will provide a set of guidelines all users must obey in order to guarantee the safety of all data when being accessed either within or outside the workplace.
Scope
This policy applies to all using their own personal devices to access Coffee Capulus data or completing any work requirements.
Objectives
The aim of this policy is to reduce the risk of any potential security threat, resulting from the implementation of BYOD. This will allow flexible working to employees of Coffee Capulus and provide a more enjoyable working platform.
Requirements
· All devices used must be protected by at least one password containing more than 12 characters and must be a mix of special characters, upper and lower-case letters and numbers.
· After 4 failed logon attempts the device will lock and support will need to be contacted in order to access the device again.
· Coffee Capulus have the right to restrict access to any applications or services.
· Devices believed to be lost or stolen will be wiped from the network using MDM.
· All devices used are required to connect to the network via VPN if they want to access company data.
· The most up-to-date versions of all operating systems must be used.
· Devices will either be locked or blocked under suspicion of suspicious activity.
Employee Obligations
· Employees will only have access to applications and services needed to complete work requirements. If further access is needed a requirements form will need to be filled out and passed onto the team manager.
· Any lost / stolen devices must be reported immediately.
· If access is no longer needed, employees need to report it to their team manager.
· Illegal content / access to unsecure sites is strictly prohibited.
· Passwords under no circumstances can be shared. If a user requires a password reset, contact IT support.
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