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[bookmark: _Toc129924401]Abstract
This coursework presents an overview of building, deploying, configuring, and managing a Type 2 Hypervisor platform-based virtualized network. The virtualized network is a network infrastructure that enables multiple virtual machines to run on a single physical machine, allowing for increased flexibility and efficiency in resource allocation. It outlines the steps involved in building and deploying the virtualized network, including configuring the virtual machines, setting up networking, and configuring the host system. Overall, this coursework provides a comprehensive guide for building, deploying, configuring, and managing a Type 2 Hypervisor platform-based virtualized network.
[bookmark: _Toc129924402]Introduction
Virtualization has become an essential technology for modern IT infrastructures, enabling organizations to optimize resource utilization, enhance flexibility, and reduce costs. One of the most popular virtualization technologies is the Type 2 Hypervisor platform, which allows multiple virtual machines to run on a single physical machine. This type of virtualization platform has become increasingly important for building virtualized networks, which provide a flexible, scalable, and cost-effective way to manage network resources.
In this coursework, we will provide a comprehensive guide to building, deploying, configuring, and managing a Type 2 Hypervisor platform-based virtualized network. We will outline the steps involved in building and deploying the virtualized network, including configuring the virtual machines, setting up networking, and configuring the host system. We will also cover best practices for managing the virtualized network, such as monitoring and troubleshooting, security considerations, and backup and recovery strategies.
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Task 1 – VM creation and Operating System installation
[image: A screenshot of a computer

Description automatically generated]
Here the user has started to create a virtual machine, named the VM to Server1 leaving the next couple fields as they are, changing the type of the VM to Microsoft Windows and finally changing the version to Windows 2019 (64-bit) the same will be done when the user creates Server2, Client1 and Client2.
[image: A screenshot of a computer

Description automatically generated]
Next the user gets to set how much Memory will be allocated to the VM. The user sets it to 4096MBs which is 4GB of RAM. The user sets the processor to 4 cores so that the VM runs quicker, that can be left as it is at 1 core the user just prefers a little more cores. These same options will be selected when creating Server2, Client1 and Client2.


[image: Graphical user interface, application

Description automatically generated]
Next the user will set how much virtual hard disk space will be allocated to the VM, the user sets the hard disk type to VDI (Virtual Disk Image) and then sets the size value to 25GBs. The user will do the same for Server2, as for Client1 and Client2 the size value will be set to 20GBs.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Here the user is getting ready to install the ISO for the VM, first the user selects Server1 and presses on the settings button that is highlighted in the above screenshot. The user will do the same for Server2 as for Client1 and Client2, the process is quite like the first part.
[image: A screenshot of a video game
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After the user presses on the settings button, this above window will pop up, the user navigates to the storage category the user the click of the empty CD icon, on the right side of the window under the attributes right next to the optical drive there is a blue CD icon, the user will press on it and select the ISO that they’ve installed beforehand for the VM. The user will do the same when it comes to creating Server2 however, Client1 and Client2 will have a different ISO installed onto them.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
In the screenshot above, the user goes back into the settings, into the system category, processor and selects the tick box next to Extended Features this will enable the physical address register of the host system CPU to be more readily accessible to each VM then the user presses on OK. The user will do the same for the other VMs as shown and explained above.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Next the user will navigate to the display category to set the video memory to 128MBs this should be the default depending on what GPU the user has. The same will be done for the other VMs.
[image: A computer screen with a blue background

Description automatically generated with low confidence]
The user will the start the installation of the first VM which is named Server1. Upon starting the above option will pop up asking the user to select the language, time and date and keyboard layout. Language can be left as it is as for the other 2 options, the user will look for ‘English (United Kingdom)’ then presses on Next. An option to install now will pop up, the user will press on that to start installing the windows server 2019.
[image: A picture containing text, screenshot, monitor, indoor

Description automatically generated]
A windows setup window will pop up asking for the user’s product key, the user will press on ‘I don’t have a product key.’ Then a window will pop up with the license terms, the user ticks the box to accept the terms and presses on next.
[image: A picture containing text, screenshot, monitor, screen

Description automatically generated]
After doing that the user is greeted with this above option, the user needs to select the Custom installation to ensure that the previously selected ISO is going to be downloaded.
[image: A screenshot of a computer

Description automatically generated]
Next the user is greeted with the option to select which drive they would like to have the ISO installed on, the user clicks on the only option displayed then presses on Next.
[image: A computer screen with a blue background

Description automatically generated with low confidence]
The above shows the user waiting for the installation of their ISO on their VM.
[image: Graphical user interface, website

Description automatically generated]
After the installation is complete, the system will ask the user to type in a password, the user will use ‘AccA@5023’ as the password and press on Finish.
[image: Graphical user interface

Description automatically generated]
Upon the logon screen the user will have to select the input option in the top left corner of the VM and hover over the keyboard setting and select ‘Insert Ctrl-Alt-Del’
Now the user will do the same steps for Server2 and as for the Client1 and Client2 VMs the steps are nearly identical, but the only difference is that the user will be installing Windows 10 instead.
Upon installation of the windows 10 client1 and client2 VMs the user will be greeted with a bunch of many different options the user will skip all the unnecessary options and only change the necessary ones such as the language, date and time and keyboard layout.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
As for creating a password/pin the user will make sure to tick the option that says ‘Include letters and symbols’ this is to ensure that the system allows the user to create a password/pin that includes letters and symbols not only numbers. The user will make the password the same (AccA@5023) as they’ve done so for the server1 and server2.
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Task 1 – Virtual Network Configurations
[image: Graphical user interface

Description automatically generated]
Here the user goes into settings of Server1 and into the network category to configure a connection between Server1 and Client1.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Here the user changes the attached to internal network and changes the name to ‘PublicNet’ and presses OK. The user will do the same for Adapter 2 but the name of the adapter will be set to ‘PrivateNet1.’
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Now to configure the network the user clicks on start then control panel (highlighted in red)
[image: Graphical user interface, text, application, chat or text message

Description automatically generated]
The user then navigates to ‘View network status and tasks.’ 
[image: A screenshot of a computer

Description automatically generated]
The user selects ‘Change adapter settings.’
[image: Graphical user interface, application, Word

Description automatically generated]
The user selects ‘Rename the connection’ and names it PublicNet.
[image: Graphical user interface, text, application

Description automatically generated]
The user right clicks on the renamed network and presses on properties, the above box pops up, the user then double clicks on ‘Internet Protocol Version 4 (TCP/IPv4)’
[image: Graphical user interface

Description automatically generated]
The user selects the 2nd option to use the following IP address, then presses OK. The same will be done for the PrivateNet1 adapter but the IP address will be different (172.16.1.1).
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Here the user does the same for the Client1 as they’ve done for the Server1 but with a different IP address as shown above.
Now the user will have to disable the firewalls on both Server1 and Client1 to get a successful ping with the Client1 VM.
[image: A screenshot of a computer
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Then the user pings the 172.16.1.2 IP or the Client1 VM the above screenshot shows the successful connection between Server1 and Client1. Now the user will do the same as stated above to both Server2 and Client2.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Here the user tested the ping from Client1 to Server1, this also shows as a successful ping.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Here is the user’s successful ping from Server2 to Client2.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Here is the user’s successful ping from Client 2 to Server2.
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Task 2 – Pre-requisite
[image: A screenshot of a computer
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Screenshot above shows that the IP of the Server1 is statically defined and that there is no DNS setup.
[image: A screenshot of a computer

Description automatically generated]
Firewall is switched off.
[image: A screenshot of a computer

Description automatically generated]
Computer name changed to DMC1-NT.
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Task 2 – Deploying Active Directory as a role or feature based installation
[image: Graphical user interface, text
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Selecting role or feature-based installation.
[image: Graphical user interface, text, application

Description automatically generated]
Selecting the correct server in the server selection window.
[image: Graphical user interface, text

Description automatically generated]
Selected Active Directory Domain Services option.
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[image: Graphical user interface, text
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[image: Graphical user interface, text, application

Description automatically generated]
Installation of the domain controllers.
[image: A screenshot of a computer screen

Description automatically generated] 
User navigates to administrative tools and then double clicks on Active Directory Users and Computers.
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]
User take a screenshot of the evidence in the domain controllers to verify that the server  ‘DMC1-NT’ is listed.
[image: A screenshot of a computer

Description automatically generated]
Here the user is going to create a new user.
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Task 2 – Creating user account objects using Active Directory Users and Computers snap-in console
[image: A picture containing text, computer, screenshot, indoor
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Here the user is asked to enter their first name, last name and initials. Then the user can create their user logon name which is shown in the above screenshot.
[image: A picture containing text, screenshot, computer, indoor
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Here the user is creating a password, the user also made sure to uncheck to change password on next logon and check password never expires. 
[image: A picture containing text, screenshot, monitor, computer

Description automatically generated]
The above screenshot displays the information of the newly created user.
[image: A screenshot of a computer

Description automatically generated]
Here the user is adding the newly created account as one of the admins.



[bookmark: _Toc129924408]Part 1 – Group work
Task 2 – Object attributes of interest
[image: A picture containing text, screenshot, indoor, monitor
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Here the user is showing that the new user account has been created as it resides within the domain users group.
[image: Graphical user interface, application

Description automatically generated]
Here the user is restricting logon hours for the new user, the white rectangles show the restricted times.
[image: A screenshot of a computer

Description automatically generated]
Here the user selects the tick box to disable the new user from changing their password.
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Task 2 – Adjoining the domain and testing user logins
[image: Graphical user interface, text

Description automatically generated]
Here the user is verifying that there are no computer accounts created in the computers folder.
[image: A picture containing text, screenshot, monitor, computer

Description automatically generated]
The user right clicks the empty white space and selects to create a new computer.
[image: A screenshot of a computer

Description automatically generated]
Here the user opens the Client1 VM and changes the name of the computer to ‘WC1-NT.’
[image: Graphical user interface, text, application

Description automatically generated]
Here the user goes into the internet settings of the Client1 VM and changes the DNS server address to 10.10.10.1 so that it matches the Server1 DNS created IP address.
[image: Graphical user interface, application

Description automatically generated]
Here the user changes the domain to match the group of the Server1 DNS. This will allow for the DNS to store the information of this VM on the Server1 machine.
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Task 1 – Observational tasks
Type 2 hypervisors are commonly used in situations where users need to run multiple operating systems on a single physical machine. These hypervisors are installed on top of a host operating system, and they enable multiple guest operating systems to run simultaneously.
One of the main benefits of using a Type 2 hypervisor is its ease of installation and setup. Since it is installed on top of an existing operating system, users do not need to modify their system partition or perform any complex configurations. Instead, they can simply install the hypervisor and start running multiple guest operating systems.
Another advantage of Type 2 hypervisors is their ability to run on a wide range of hardware configurations. Since they do not require direct access to hardware, they can run on a variety of computer systems, including laptops and desktops.
Type 1 hypervisors are often used in enterprise-level data centres, cloud computing, and virtualization environments where high levels of security, performance, and reliability are required. They are also known as bare-metal hypervisors because they run directly on the host machine's hardware, without the need for a separate underlying operating system.
Here are some scenarios where Type 1 hypervisors could be used:
Server virtualization: Type 1 hypervisors are commonly used to create virtual servers, allowing multiple virtual machines to run on a single physical server. This can help to reduce costs and increase efficiency by consolidating workloads onto fewer servers.
Cloud computing: Type 1 hypervisors are used in cloud computing environments to provide Infrastructure as a Service (IaaS) to clients. This allows customers to create and manage their own virtual machines, while the hypervisor manages the underlying physical resources.
Benefits of Type 1 hypervisors:
High performance: Type 1 hypervisors run directly on the host machine's hardware, providing direct access to physical resources, and delivering high performance.
Security: Type 1 hypervisors are often used in enterprise-level data centres, cloud computing, and virtualization environments where high levels of security are required. They provide strong isolation between virtual machines, preventing malware or other threats from spreading.
Drawbacks of Type 1 hypervisors:
Complexity: Type 1 hypervisors can be more complex to configure and manage than Type 2 hypervisors, as they require a deep understanding of the underlying hardware and software architecture.
Limited hardware compatibility: Type 1 hypervisors are often designed to run on specific hardware configurations, which can limit their flexibility.
Cost: Type 1 hypervisors can be more expensive than Type 2 hypervisors, as they require specialized hardware and software.
Benefits of Type 2 hypervisors:
Ease of use: Type 2 hypervisors are easy to install and use, as they run on top of an existing operating system.
Hardware compatibility: Type 2 hypervisors are designed to run on a wide range of hardware configurations, making them more flexible than Type 1 hypervisors.
Cost: Type 2 hypervisors are often less expensive than Type 1 hypervisors, as they do not require specialized hardware.
Drawbacks of Type 2 hypervisors:
Performance: Type 2 hypervisors may have lower performance than Type 1 hypervisors, as they run on top of an existing operating system and do not have direct access to physical resources.
Security: Type 2 hypervisors may be less secure than Type 1 hypervisors, as they run on top of an underlying host operating system and are potentially vulnerable to security threats on the host.
Resource inefficiency: Type 2 hypervisors may be less efficient in allocating resources to virtual machines, as they rely on the host operating system to manage hardware resources.
DHCP (Dynamic Host Configuration Protocol) is a network protocol used to automatically assign IP addresses and other network configuration settings to devices on a network. It works by allowing a DHCP server to dynamically assign IP addresses and other network configuration parameters to devices that connect to the network, rather than requiring them to be configured manually by a network administrator.
Here is how DHCP works:
When a device connects to a network, it sends out a DHCP broadcast request, asking for an IP address and other configuration information.
The DHCP server receives the request and assigns an IP address and other configuration settings to the device.
The device then uses the assigned IP address and other configuration settings to communicate on the network.
The significance of DHCP lies in its ability to simplify network administration and management. Without DHCP, network administrators would need to manually assign IP addresses and other configuration settings to every device on the network. This can be a time-consuming and error-prone process, especially in large networks with many devices. DHCP automates this process, making it faster and more efficient to configure devices on the network. 
[image: Diagram
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Active Directory (AD) is a Microsoft technology that provides a centralized database for managing users, computers, and other resources on a network. It is a powerful and widely used technology that offers several key benefits, including:
Centralized management: Active Directory provides a centralized database that allows administrators to manage users, computers, and other network resources from a single location. This can help to simplify network management and reduce administrative overhead.
Security: Active Directory provides a robust security infrastructure that allows administrators to control access to network resources based on a user's identity and role. This can help to prevent unauthorized access and protect sensitive data.
Scalability: Active Directory is designed to scale to support networks of all sizes, from small businesses to large enterprises. It can handle thousands of users, computers, and other network resources, making it a flexible and powerful technology.
Integration with other Microsoft technologies: Active Directory is closely integrated with other Microsoft technologies, such as Exchange Server, SharePoint, and Office 365. This makes it easy to manage and integrate these technologies with a network.
Group policy management: Active Directory allows administrators to define and enforce policies across the network using group policy management. This can help to ensure consistent configuration and settings across all network resources.
Streamlined authentication and authorization: Active Directory provides a centralized authentication and authorization mechanism, which can streamline the login process for users and provide granular control over access to network resources.
[image: Graphical user interface, application
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Windows Server 2019 is a popular server operating system from Microsoft, which provides a wide range of features and functionalities for managing network resources. Some of the key terminologies and their purposes in Windows Server 2019 are as follows:
Active Directory: Active Directory is a centralized database that provides a way to manage users, computers, and other network resources.
Hyper-V: Hyper-V is a virtualization platform that allows administrators to create and manage virtual machines (VMs) on a server.
Remote Desktop Services (RDS): RDS is a feature that allows users to access applications and desktops remotely from anywhere, using any device.
Windows Admin Centre: Windows Admin Centre is a web-based management console that provides a single pane of glass for managing Windows Server and other Microsoft technologies.
Windows Server 2019 and macOS are two very different operating systems that are designed for different purposes. While Windows Server 2019 is primarily used as a server operating system for managing network resources, macOS is designed as a desktop operating system for use on Apple's Mac computers.
User interface: Windows Server 2019 is designed to be used by administrators and IT professionals and has a user interface that reflects this. It is optimized for managing servers and network resources and is generally not as user-friendly as macOS. In contrast, macOS has a user-friendly interface that is designed for use on desktop and laptop computers.
Security: Both Windows Server 2019 and macOS are designed to be secure operating systems, but they approach security in different ways. Windows Server 2019 includes features such as Active Directory, which provides a centralized database for managing users and access to network resources, as well as built-in security features like Windows Defender. macOS, on the other hand, includes security features such as Gatekeeper, which helps to prevent the installation of malicious software, and FileVault, which provides full disk encryption.
Compatibility: Windows Server 2019 is designed to run on a wide range of hardware and is compatible with a wide range of software and applications. However, it is primarily used in a business environment, and may not be as compatible with consumer-oriented software and applications. macOS, on the other hand, is designed to run exclusively on Apple hardware, and is optimized for use with Apple software and applications.
Pricing: Windows Server 2019 is a commercial product that requires a license to use, and pricing can vary depending on the version and the number of users or devices being managed. In contrast, macOS is included with Apple's hardware, and does not require a separate license to use.





	To reflect on what I’ve done during this coursework is that a lot of the parts were quite new to me so at first, I thought that this would be rather difficult to get through but as I’ve read and followed through it felt quite relaxing and very well paced. It felt quite nice to be able to work somewhat as part of a group although we barely communicated during the making of the assignment it still felt nice to get together with people to discuss a new topic. Working in a group also allowed me to finally start talking with more people even if it was for a short amount of time. There were also parts that I felt were very poorly explained, some stuff I had to properly research myself to understand how it was done otherwise I would’ve been stuck for ages on 1 part and not be able to continue with the progression unless I completed skipped that part of the coursework. I also felt that a couple of the parts in the tasks were a little rushed so it made things rather harder to get the grasp of.

[bookmark: _Toc129924411]Conclusion
In conclusion this coursework was a representation of an overview of building, deploying, configuring, and managing a Type 2 Hypervisor platform-based virtualized network while working as part of a group. It outlined the steps involved in building and deploying the virtualized network, including configuring the virtual machines, setting up networking, and configuring the host system. 
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