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[bookmark: _Toc101905578]Introduction

[bookmark: _Toc101905579]Part 1
This research essay will be discussing the security technologies such as firewalls, access controls, VPNs, etc. and how modern organizations use them to safeguard their IT systems and infrastructure.

[bookmark: _Toc101905580]Part 2
This report will detail the steps that the company FlowTech will need to comply with the data protection regulations such as ICO, ISO standards and GDPR. Also, to detail how FlowTech can keep their information secure in the event of disaster.


[bookmark: _Toc101905581][bookmark: _Toc101833643]Part 1 Research Essay
[bookmark: _Toc101905582]Protection

[bookmark: _Toc101833644][bookmark: _Toc101905583]Firewalls 
Firewalls started out in the late 1980s as packet filters which would examine data transferred between computers. [1] Firewalls are essential focus on blocking any malware that could pose a threat to an organizations IT system. Using firewalls allows you to set policies that can better defend the network and detect any suspicious activity on a network.

Rules are created to take account the sender IP address, destination IP address, port numbers and protocols to decide whether or not to allow a packet through the firewall.

There are different types of firewalls available, these are:
· Packet filtering – data is analysed according to the filters pre-set standards.
· Proxy service – filters messages at the application layer
· Stateful inspection – monitors active connections which decide what packets to allow through the firewall
· Next Generation Firewall (NGFW) – deeply inspects packets.

Examples of firewalls available to businesses:
· Bitdefender Total Security
· Avast Premium
· Cisco NGFW
· SonicWall
· Fortinet

Why are firewalls necessary? Firewalls protect against unauthorised access to the network by an intruder who could cause damage to an organisation. They can react quickly to threats to the organisation and combat these attacks across the entire network. They make it seamless for the user to defend a network and comply with the relevant legislation. 

[bookmark: _Toc101833645]


[bookmark: _Toc101905584]Antivirus 
Antivirus software is designed to scan and detect viruses on a computer. They can also remove the malware from the computer. These software’s help protect data and files from malware such as Trojan horses, spyware, worms etc. Antivirus also allows you to set filters, firewalls, and block certain websites. [2]

Most antivirus software’s will provide real time protection which can inform you of threats as and when they appear.

Most antiviruses use three detection types:
· Specific detection – this identifies known malware.
· Generic detection – looks for common malware or patterns.
· Heuristic detection – scans for unknown viruses by searching for suspicious file patterns.

Most software’s will store the virus definitions straight onto the device, but it is becoming common for the definitions to be stored on the cloud which takes up less space and can scan more quickly.

Antivirus examples: 
· Mcafee
· Kaspersky
· Verizon
· AVG
· Bitdefender
· Norton

To ensure antivirus software is kept working reliably, it is recommended that the software is updated regularly so it can continue to protect the IT systems.

Benefits of using antivirus software include:
· Detecting and removing malware
· Preventing phishing fraud
· Warning users about suspicious links 
· Password encryption
· Keeping devices running smoothly

[bookmark: _Toc101905585]VSRisk

VSRisk allows the organisation to conduct step by step risk assessments, customise settings, and it has ISO 27001 libraries integrated so the organisation can be sure its security is up to the standard. VSRisk was specifically designed to help organisations comply with the ISO standard.



[bookmark: _Toc101905586]Email Gateway Security

A large number of attacks originate through emails. Secure gateways are available as a local system or a cloud service. These gateways are able to detect and prevent access to malicious links, embedded code, phishing and fraud emails. Users must also have the relevant training to spot any suspicious email activity, as this is the most common way these attacks are carried out.

[bookmark: _Toc101905587]DNS Protection

DNS is used so widely when connecting to the internet that it is important that it is securely protected. DNS protection allows the user to be confident that they are not communicating with an illegitimate network target or another user that has been compromised.

[bookmark: _Toc101905588]Data Loss Prevention

Data loss prevention tools provide these features to keep the network secure:
· Analysis of network traffic
· Ability to identify sensitive data
· Controls data flow between devices
· Locates any unauthorised data
· Monitors archived data
· Monitors data in use
· Monitors data being transferred 

[bookmark: _Toc101905589]Mobile Device Management

When using mobile devices, it is useful to employ an MDM tool to enforce the following features:
· Passwords
· Encryption
· Block unknown devices
· Distribute antivirus software
· Manage devices remotely
· Secure browsers
· Remote communication
· VPN services

[bookmark: _Toc101905590]Security Information and Event Management

These systems provide a real time analysis of security logs recorded by network devices, servers, and software. These tools are useful when in the event of an incident, real time analysis can help identify threats, where they’ve originated and what is at risk.
· 

[bookmark: _Toc101833646][bookmark: _Toc101905591]Detection 
[bookmark: _Toc101833647]
[bookmark: _Toc101905592]Intrusion Detection
Intrusion detection software can monitor network traffic for any suspicious activity, violations of company policy and will alert the user when any malicious activity is detected. [3]

Certain detection software’s can be helpful in an organisation as it can provide readable reports to management to prove that the IT systems are being kept secure.

The benefits of using one of these software’s is that it allows the organisation to save on manual network intrusion detection and can save them from employing more staff than necessary. These software’s can improve the detection of threats to the network, as it has a large log of known intrusion methods and can pick up unknown methods by monitoring common intrusion techniques.

Examples of software:
· Solarwinds
· Kismet
· Zeek
· Open DLP
· Sagan



[bookmark: _Toc101833648][bookmark: _Toc101905593]React 
[bookmark: _Toc101833649][bookmark: _Toc101905594]Intrusion Prevention

An intrusion prevention software is a tool that continuously monitors for malicious activity and will take action to prevent any threats. [4] The prevention system is more advanced than a detection system as unlike the detection system, the prevention system will take action. Intrusion prevention systems are commonly included with next generation firewall solutions.

Prevention systems work in three different ways:
· Signature-based – matches known signatures of well-known threats.
· Anomaly-based – monitors and detects abnormal behaviours in network activity.
· Policy-based – uses security policies pre-set by the organisation to block anything that violates them. 

Types of prevention systems:
· Network intrusion prevention system
· Host intrusion prevention system
· Network behaviour analysis
· Wireless intrusion prevention system

Benefits of using these systems include, saving time as it is all automated, these systems are customisable to suit the organisational needs, and it provides additional security to the IT systems.

[bookmark: _Toc101905595]Antivirus

Antivirus software can be used to remove malicious software or files in the event of a cyber-attack, therefore protecting any data that may be put at risk.


[bookmark: _Toc101833650][bookmark: _Toc101905596]Safeguard 

[bookmark: _Toc101833651][bookmark: _Toc101905597]VPNs 
VPNs work by establishing a protected private network connection whilst using public networks. The VPN encrypts any data sent over this network so intruders cannot read it. This is useful for remote access connections as it guarantees a secure and encrypted connection to the company network. [5]

Some VPNs will have an automatic kill switch feature so when a connection is interrupted, the VPN will detect the downtime and terminate any programs using the connection to prevent data becoming compromised.

Types of VPN
· SSL VPN – private devices can connect to a network; access is guarded by username and password.
· Site-to-site VPN – private network designed to hide private intranets and allow users to access resources over the network.
· Client-to-server VPN – clients can connect to a company network from home as if they were in the office.


Examples of VPN
· Norton
· ExpressVPN
· NordVPN
· CyberGhost
· Surfshark
· Proton
· Mozilla



[bookmark: _Toc101905598]Network Access Controls

These allow an organisation to implement policies for users and devices attempting to connect to the company network. It helps the company track who is logging in to the network and where they are connecting from. This type of software also allows the organisation to ensure that devices connecting to the network have the required security updates and antivirus software before they connect to the network.

[bookmark: _Toc101905599]Endpoint Protection

Endpoint protection tools allow an organisation to protect their end devices such as PCs, laptops etc. against malware and malicious activity. These tools combine a variety of antivirus and antimalware software’s to protect devices.

[bookmark: _Toc101905600]Bring your own device policies

Employees who may bring their own devices could cause a weak spot in the network. By having policies in place that will secure the device and inform the employee on what is and isn’t acceptable in the workplace, this can turn the security risk into a more productive method of working.



[bookmark: _Toc101905601]Examples of Data Breaches

To prove why securing data is a must, here are a few examples of past data breaches and the costs that occurred as a result.

[bookmark: _Toc101905602]Yahoo
In August of 2013, the cyber-attack on yahoo had exposed details on 3 billion customer accounts. When investigated, it was revealed that hackers had accessed information such as security questions and answers, unencrypted passwords, payment information and bank data.

[bookmark: _Toc101905603]LinkedIn
In June 2021, data associated with 700 million users was posted on the dark web, more than 90% of its users. A hacker used data scraping techniques to acquire email addresses, phone numbers, location information and other social media details.

[bookmark: _Toc101905604]Facebook
In April 2019, 533 million Facebook users had account information such as phone numbers and account ID leaked onto the internet. The scale of the data leaked showed the real danger of cybercrime.

[bookmark: _Toc101905605]Microsoft
In January 2020 250 million customer records had been exposed online without password protection. This shows how necessary it is to have password access on sensitive data.

[bookmark: _Toc101905606]Twitter
330 million records were lost as a result of a glitch causing passwords to be displayed as unencrypted text in May 2018.

[bookmark: _Toc101905607]Contact Tracing
In August 2021 38 million contact tracing details were mistakenly exposed from web apps.

This shows how common data breaches can be and how even simple mistakes such as no password protection and not encrypting data can have such a huge backlash. It also shows that even big companies can struggle to comply with data protection regulations and legislation.



[bookmark: _Toc101833652][bookmark: _GoBack][bookmark: _Toc101905608]Conclusion 
To conclude the research section of this report, there are many tools out there available for organisations to keep their IT systems and data secure.

These tools allow the organisation to detect, react and safeguard their data from external and internal threats to their IT systems.

The implementation of these tools means that the organisation can more easily comply with data legislation and regulations, meaning they will avoid significant fines in future.

[bookmark: _Toc101905609]Part 2 – FlowTech scenario
[bookmark: _Toc101905610]Organisation Chart
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[bookmark: _Toc101905611]Job Descriptions

These are the basic job descriptions of the roles illustrated in the organisation structure chart.

CEO (Chief executive officer) - Highest ranking person in the organisation. In charge of making managerial decisions.

CFO(Chief financial officer) - Responsible for financial affairs and accounts within the organisation.

Projects Manager - In charge of the planning and execution of any projects within the organisation.

Data Security Manager - Employed to safeguard the organisation's data from outside attackers.

CIO (Chief Information Officer) - In charge of overseeing any computing system management & implementation of new devices or systems.

Estates Manager - In charge of running any private estate within the organisation.

Sales - In charge of and manages any transactions processed by the organisation.

Finance - Manages the incomings/outgoings of the organisation's accounts.

Hardware - In charge of maintaining/installing projects involving new hardware.

Software - In charge of maintaining/installing projects involving any new software.

Database Security - Ensures data is kept up to standard in accordance with GDPR and other laws/regulations, they will also set access rights to the database to ensure data is kept secure.

Data Control - Defines and implements security policies to keep data stored in the organisation's databases safe.

Computer security - In charge of keeping the organisation's physical IT systems secure and implementing computer use policies for employees.

Purchasing - In charge of acquiring private estates and physical property for the organisation.



[bookmark: _Toc101905612]Legal Position Document
 
[bookmark: _Toc101905613]GDPR 
According to GDPR any personal data used by FlowTech must be “processed lawfully, fairly and in a transparent manner in relation to individuals.” [1] This means that any of the customer/sensitive data that the company processes must have a valid lawful reason to do so. 
Reasons for this may include when an individual has given consent for their data to be used and processed, the data processing is necessary to fulfil any contractual obligations you may have with an individual, the processing of data is legally required, the processing of data is necessary to protect someone’s life, to fulfil the organisations official functions or a task in the public interest, or finally if there is a legitimate interest from the organisation or a third party stakeholder. 

[bookmark: _Toc101905614]ICO Fines 
· The standard fine for ICO regulation infringement is £8.7million or 2% of the total annual turnover, whichever is highest. 
· The maximum fine for ICO regulation infringement is £17.5million or 4% of the total annual turnover, whichever is highest. 
 
To avoid the fines the company must have these policies and procedures in place. 

[bookmark: _Toc101905615]Data Ownership 
· Management must ensure that the policy and objectives are in line with the organisation’s main strategy of providing cyber security solutions to its customers. 
· The organisation must have an employee to take responsibility for the data that the FlowTech will be dealing with. 
· The organisation must ensure the relevant communication channels between personnel and suitable management are available. 

[bookmark: _Toc101905616]Policy 
· The policies must be relevant to the purpose of providing cyber security for FlowTech’s customers. 
· Management must demonstrate commitment to satisfy these requirements. 

[bookmark: _Toc101905617]Planning 
· Ensure the Information Security Systems are planned effectively to achieve outcomes required by higher management. 
· Evaluate effectiveness of the current Information Security Systems in place and if there are any improvements to be made to these systems. 



[bookmark: _Toc101905618]Risk Assessment 
· Establish and maintain risk acceptance criteria for risk assessments. 
· Identify owners of relevant risks and ensure that they understand the risks and responsibilities that they withhold. 
 
Applying these provisions will ensure that FlowTech’s data is secure and will then allow the company to avoid significant fines from ICO or the Government.  

[bookmark: _Toc101905619]Risk Assessments

	Risk
	Severity
	Likelihood
	Risk Rating
	Cost
	Action

	
	(1-5)
	(1-5)
	(S * L)
	
	

	1.Phishing attacks
	3
	4
	12
	Could give an outside source access to sensitive information
	Give FlowTech staff relevant training to detect and prevent phishing attacks

	2.Inside leaks
	4
	4
	16
	Any data that is leaked is then public knowledge and the company is responsible for any damage done
	Use preventative measures to detect and prevent any company data being leaked

	3.Human Error
	2
	5
	10
	Data may contain inaccuracies
	Double check data before it is entered

	4.Ransomware
	5
	4
	20
	Could lose all data if no backups
	Ensure back-ups are up to date and readily available in case of attack

	5.SQL Injection
	5
	2
	10
	Any intruder will have access to sensitive data stored in the databases.
	Use prepared SQL statements to prevent SQL injection.

	6. Cloud Data Loss
	5
	3
	15
	Data being moved to the cloud becomes more difficult to control and manage data loss.
	Ensure regular back-ups are made to recover any lost data.

	7. Compromised Users
	5
	3
	15
	Users may not be aware that their account or device has been compromised by an external hacker, cost of damage depends on type of hack/level of access the user account has.
	Run virus scans regularly and monitor any suspicious activity on the network.

	8. Weak Passwords
	4
	5
	20
	Depending on users access levels, any brute force attack can give an intruder access to sensitive information.
	Enforce strict password policies. E.g., 8 character minimum, upper- and lower-case characters and special characters.

	9. Unprotected IoT Devices
	5
	3
	15
	Unprotected devices on the internet can offer a weak point in the network that can be exploited by an intruder.
	Make sure any devices connected to the network wirelessly have been secured before use.




[bookmark: _Toc101905620]Company Policies
Policies must be appropriate to the purpose of FlowTech. Management must demonstrate commitment to satisfy requirements of the policies.

[bookmark: _Toc101905621]Encryption Policy

Ensure all sensitive personal data is securely encrypted when being stored or transferred. Data must be encrypted using a suitable encryption method such as RSA or AES. Any user found neglecting the encryption policy in place will face disciplinary action, potentially termination of employment.

Take measures to pseudonymise and encrypt personal data; [6]

[bookmark: _Toc101905622]Data Back-up and Disaster Recovery policies

Sensitive data must be backed up on a regular basis so that in the event of a disaster where data is lost, there is a recent back up those systems can be restored from. There must be a suitable plan in place in the event of an incident that can result in data being lost. Having a plan for this will ensure that data can be recovered, and risks can be identified suitably. 

Restore the availability and access to personal data in a timely manner in the event of a physical or technical incident. [6] 

[bookmark: _Toc101905623]Acceptable Use Policy

Employees of FlowTech must comply with the acceptable use policy in place. This includes only using company equipment e.g., PCs, tablets for work related purposes. The acceptable use policy must be resigned by staff annually.

Employees must use strong passwords for any devices or accounts they use on the network.

Employees must look out for signs of phishing for example, poor grammar, requests to act urgently. If any email or link looks suspicious do not open it.

Employees must not leave devices unattended without being password locked and any paperwork must also not be left unattended.

Employees must be sure that anytime they connect to the internet it is done via a safe connection.

[bookmark: _Toc101905624]Data Breach Response Policy

In the event of a data breach. The data controller must report the breach to ICO, failure to do so will result in a large fine and termination of employment. There must be a suitable procedure in place to handle the threat and identify any damages done.


[bookmark: _Toc101905625]Remote Access Policy

To protect the company’s network from external access there must be rules in place when connecting to the network externally. Due to the recent rise in working from home, protecting the company’s network has become more of a challenge. Users should not share passwords with anyone else. Unauthorized remote access connections must be disabled in configuration. Data transmitted through remote connections must be suitably encrypted. Devices must be as secure as office devices.


[bookmark: _Toc101905626]Monitoring and Logging Policy

There will be a log kept of any modifications, additions, or deletion of data in the database. This will include the user’s name and timestamp so that in the event of data loss it is easily traceable. User’s activity on the company network will also be monitored and any unsuitable usage will be flagged up and reported.

[bookmark: _Toc101905627]Physical Security Policy

Access to servers will be restricted to network managers only. Cameras are in place to monitor any suspicious activity. Staff will only have access to workstations that are relevant to their job role. Company devices must not be taken outside of the office, unless authorized. Any portable memory drives must be encrypted with a strong password protection. Mobile phones with cameras are not permitted when working with sensitive data.

[bookmark: _Toc101905628]Governance and Strategic Planning for Security

Data governance outlines the way that company data is managed and maintained. Areas that need to be looked at while implementing information security measures are:

Data quality – data must be accurate and useable, if data is not then it makes the processing of the data more difficult.

Data availability – data must be easily accessible to be processed by the organisation at any time.

Data usability – data must be clearly labelled and structured to allow any user to easily access information.

Data integrity – data must retain its necessary qualities when stored or transferred to ensure that the meaning is not distorted.

Data security – data must be safeguarded according to its level of sensitivity, for example personal data must be kept highly secure.

There must be employees in place to ensure these policies are being followed and are held responsible for the compliance to these rules.

Threats to the implementation of these rules include:

Financial backing – the governance policies must be backed by people on the board of directors otherwise it will become difficult to implement and maintain these rules.

User engagement – if the users that consume the data do not comply with the policies, then the organisation cannot be sure that their data is governed correctly.

[7]

To ensure safety of a network, it is useful to try and identify any vulnerabilities internally. This can be done via :
· Penetration testing – involves authorised users to probe the network for any potential weakness and attempt to exploit them.
· Ethical hacking – done using the same tools as a normal hacker would use, however the goal is not malicious rather than to find any vulnerabilities.
· Network analysis tools – software that can identify any out of date security updates, poorly configured firewalls etc.

Testing for these vulnerabilities internally allows the network manager to keep on top of any vulnerabilities and identify any issues that need to be solved before anyone else can exploit the weak points of the network.

[bookmark: _Toc101905629]Contingencies Planning

There are 4 basic steps to plan in the event of an incident.

1. Detection – the situation must be assessed quickly to be able to take action.
2. Analysis – what has been affected and what is the impact of the incident.
3. Recovery – how is the threat eliminated and the incident resolved.
4. Post incident – document the steps taken to contain the threat and learn from them to prevent damage caused in the future.

A data recovery plan in the event of a disaster is essential. Any incident that stops the organization being able to operate effectively must have a plan in place to recover data that may have been lost. Careful planning can ensure that any downtime caused by a disaster is minimized and systems can be up and running again. If data has been breached, then it must be reported to ICO to ensure that the organization is not fined. Data breaches could put sensitive information at risk so it is crucial that what has been breached is identified so the risk can be assessed. If data is regularly backed up, then there will be a recent back up available to restore the database from.

[bookmark: _Toc101905630]Protection Mechanisms

Essential data protection methods include:

Risk assessments – the more sensitive data is, the more it needs to be protected. Personal information and high-risk data must be highly secured, whereas lower risk data can be less secured.

Backups – backups allow the recovery of data in in the event of data loss. Given that backups are regularly made, this allows for the minimal amount of data to be lost during an incident.

Encryption – any sensitive data such as passwords and personal information must be suitably encrypted using encryption methods such as RSA or AES. Well encrypted data is relatively safe in the event of a data breach as it will be useless to any intruder.

Access levels – users of the company’s data should only have access to data that is relevant to them and their job role, for example people working in finance will require payroll information whereas a standard data processing clerk does not.

Data destruction – GDPR states that the organization must delete any data that is not needed by the company. Any paper documents are to be shredded on site and disposed of in confidential waste. Hard disks containing more sensitive data that has been encrypted must be destroyed by destroying the decryption keys, rendering the information unreadable. It is recommended that data is destroyed on site as this allows there to be no third party that could access the data before it is destroyed. Before disposing of any devices, they must be wiped via trusted deletion software.

[8]
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