A literature review that critically examines academic and policy-based perspectives on key UK counter terrorism legislation and concepts using a case study to explore how these frameworks have been applied in practice

Introduction
This literature review will critically examine academic and policy-based perspectives on key counter terrorism legislation and concepts and will also explore how these frameworks have been applied in practice. The case study that will be used throughout this review to aid in the examination is the 2017 London Bridge Attack. On the 3rd of June 2017 three Islamists drove a van into pedestrians on London Bridge before then stabbing people in and around pubs in the nearby Borough Market (Romm, 2021). Eight people were killed in this attack and 48 were wounded with the three attackers being shot dead by police eight minutes after the incident was reported (London Ambulance Service, 2024).
A lot of different policing frameworks and concepts were used within this case for example the Terrorism Act 2000, the Counterterrorism and security Act 2015 and most notably Prevent and CONTEST (Hill, 2018). The goal of this literature review is to closely examine the academic and policy-based perspectives on key UK counter terrorism legislation, and how they apply to the case study of the London Bridge attack 2017.
This review will begin with a breakdown of the conceptual and theoretical framework, then a chronological review of the key UK counter-terrorism legislation. This will then be followed up with looking deeper into the case study of the London Bridge attack and examining how these legislative and conceptual frameworks function in reality. After that there will be a synthesis critically evaluating the main themes and gaps in the literature, as well as future concerns with the presented frameworks and finally a conclusion to summarise the main findings.

Conceptual and theoretical framework 
To understand and evaluate the UK counter-terrorism legislation and its framework, two concepts that are the basis of the UKs framework; terrorism and radicalization, must be analysed. The act of terrorism is defined in the UK within the Terrorism Act 2000. This act defines terrorism as the use or threat of actions including serious damage to property, violence or a risk to life which are designed to influence governments, organisations and the public through intimidation. The use of threat must also be for the purpose of advancing a political, religous, racial or ideological cause (Crown Prosecution Service, 2019). This definition allows acts of terrorism to be more easily identified by not only police when identifying or responding to an incident, but also by courtrooms and judges when they are passing judgement on a case. However, there are many faults that come with this, like the fact that there is a potential for overreach as the definition is very broad and can lead to the criminalization of acts or speech that may not be directly related to terrorism (Horne, 2010)
Radicalization within the UK is defined by the Prevent national programme as a person developing extreme views or beliefs such as support for terrorist groups or extreme political ideologies (Home Office, 2022). The Prevent strategy was designed to identify and deal with individuals who are believed to be victims of radicalization (Home Office, 2024) Prevent is a national programme that aims to stop people from becoming terrorists or supporting terrorism, and it does this by ensuring that people who may be more susceptible to radicalization are offered appropriate interventions and are protected from these influences. Although this programme may initially seem well developed and allow for those in more vulnerable communities to be protected against these influences, it has been argued that many vulnerable communities feel targeted by this strategy, due to the fact that it leads to communities like the Muslim community to have a sense of being viewed through a security lens, and concerns of discrimination for that community due to stereotyping may being a cause for referrals (Choudhury et al., 2011).
Also, the Prevent strategy was created to stop people from becoming involved in terrorism, but it has received a lot of criticism from academics. One major criticism is that the strategy can make Muslim communities feel unfairly targeted. Some researchers argue that Prevent can lead to Muslims being viewed as a “suspect community”, meaning they are more likely to be seen as potential security threats even when they have done nothing wrong (Pantazis and Pemberton, 2009). This can damage trust between these communities and public institutions such as schools, police, and local authorities, which may make counter-terrorism efforts less effective. Another criticism is that the idea of radicalisation used in Prevent is not always clearly defined. Some scholars argue that there is little evidence to show that people follow a clear path from holding strong or radical opinions to becoming involved in terrorism (Kundnani, 2012). Because of this, there is a risk that individuals could be incorrectly identified as being vulnerable to extremism. Critics suggest that this could lead to unnecessary referrals or monitoring of people who do not actually pose a security risk. Overall, while Prevent aims to protect the public and reduce terrorism, these criticisms suggest that the programme may also create social tensions and raise concerns about fairness and effectiveness.
 Both Prevent and the Terrorism Act 2000 show that UK counter terrorism functions as preventive governance, a dynamic clearly reflected in legislative and operational responses to the London Bridge attack, discussed in later sections.


Review of key UK counter Terrorism Legislation
Since the 2000s, the UK has expanded its counter-terrorism legislation, introducing new legal frameworks that reflect efforts to balance security needs with the protection of civil liberties. This evolving framework demonstrates a shift towards a government increasingly focused on preventing terrorist acts before they occur (UK Parliament, 2019). These measures aim to identify and manage potential risks before they escalate into violence, as noted in the previous section. The following section reviews the major legislation and debates that underpin this approach and links them to the context of the 2017 London Bridge attack.
[bookmark: _Int_CTkDCbIC][bookmark: _Int_QWpcjReY]The first major piece of legislation covered in this section is the Anti-Terrorism, Crime and Security Act 2001 (ATCSA). This legislation was one of the earliest expansions of UK counter-terrorism powers in the wake of the 9/11 attacks, and was introduced as an emergency response to those events in the United States. The legislation authorised the detention of foreign nationals suspected of terrorism (UK Government, 2001). However, the original form of the legislation contained several significant flaws (Amnesty International, 2002). One of the most controversial aspects was that foreign nationals could be detained indefinitely without trial. This raised serious concerns regarding Article 5 of the European Convention on Human Rights, which protects the right to liberty and security.
Furthermore, critics argued that the legislation created discriminatory outcomes, particularly affecting Muslim communities (Al Jazeera, 2022). Given that the legislation was introduced shortly after the 9/11 attacks, individuals from certain backgrounds were more likely to be targeted, raising concerns about potential infringements on human rights (Equality and Human Rights Commission 2018). Due to its incompatibility with the Human Rights Act 1998, aspects of the legislation were later amended. This development demonstrates how UK counter-terrorism legislation has evolved over time in an attempt to remain both effective and legally compliant.
The next piece of UK counter-terrorism legislation examined is the Counter-Terrorism and Security Act 2015 (CTSA). This Act formed the basis of the framework for the preventive security strategy known as Prevent, which was mentioned in the previous section (University of Warwick, 2015). Most notably, the Act introduced the statutory Prevent duty, which requires public-sector institutions to identify and report signs of extremism. The Act also expanded executive powers by tightening rules on Temporary Exclusion Orders, enabling passport seizures, and strengthening surveillance capabilities.
[bookmark: _Int_CXD8nQ2O]However, critics argue that the CTSA 2015 contributed to the racialisation and securitisation of everyday public services. By embedding counter-terrorism responsibilities into routine institutional practices, such as schools and healthcare services, the Act amplified concerns surrounding civil liberties and discrimination (Methven and Carter, 2016). This legislation again demonstrates how UK counter-terrorism policy increasingly emphasises prevention before attacks occur. However, both examples discussed in this section illustrate that civil liberties, and the safety of certain communities, may be at risk due to the selective nature of these policies.

Case Study: The 2017 London Bridge Attack
As outlined in the introduction, the 2017 London Bridge attack occurred on 3 June 2017, when three Islamist extremists drove a van into pedestrians on London Bridge, before stabbing members of the public in nearby Borough Market (Romm, 2021). This attack provides insights into how the UK’s counter-terrorism framework operates in practice and highlights both the strengths and weaknesses of the legislation discussed above.
One framework relevant to this case is Prevent, implemented under the Counter-Terrorism and Security Act 2015. One of the attackers, Khuram Butt, was already known to MI5 and had previously been referred to the Prevent programme before the attack took place (Intelligence and Security Committee of Parliament, 2018). However, he was not assessed as an “imminent threat”. This raises questions about the effectiveness of the Prevent scheme, particularly in cases where individuals previously identified as risks, are not monitored closely enough, allowing them to evade intervention.
[bookmark: _Int_jYTnHjbY]Another relevant piece of legislation is the Terrorism Act 2000, which underpins many operational responses to terrorist incidents. This Act enables rapid arrests, investigation powers, and emergency responses to terrorism-related incidents. In the case of the London Bridge attack, these provisions contributed to a rapid police response. Armed police arrived and shot the attackers within eight minutes of the first emergency call (Pantucci, 2017). This demonstrates the strength of having well-established legislative frameworks that enable authorities to respond quickly and effectively once an attack occurs.
Overall, the London Bridge case study demonstrates both the ambitions and the limitations of the UK’s preventive counter-terrorism model. Although a wide range of legislative tools existed, the attack still occurred. This highlights the ongoing tension between pre-emptive security measures, civil liberties, resource limitations, and the unpredictability of individual behaviour.

 Conclusion
Overall, the literature on UK counter-terrorism legislation highlights a persistent tension between ensuring public safety and protecting civil liberties and human rights. Over time, the UK has increasingly focused on identifying potential risks before attacks occur. Laws such as the Terrorism Act 2000 and the Counter-Terrorism and Security Act 2015 allow the government to monitor individuals, gather intelligence, and intervene before acts of violence take place.
However, critics argue that measures such as increased surveillance and monitoring may lead to profiling, breaches of privacy, and a reduction in public trust. Furthermore, these responsibilities place a significant burden on institutions tasked with implementing counter-terrorism policies, such as schools and healthcare services, under the Prevent duty. As demonstrated in the case of the London Bridge attack, individuals may still “fall through the cracks” despite existing preventive frameworks.
Therefore, the key challenge for UK counter-terrorism policy is to develop a system that effectively prevents terrorist activity, while also safeguarding civil liberties. Future legislative developments must aim to strike a balance between these objectives in order to maintain both national security and public trust.
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