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[bookmark: _Toc951012667]Introduction
Cloud computing has revolutionized the way organizations operate and manage their IT infrastructure. Cloud computing offers a scalable and cost-effective alternative to traditional on-premises IT infrastructure. Small and Medium-sized Enterprises (SMEs) can leverage cloud computing to improve their efficiency and reduce operational costs. One of the critical factors in this migration process is the evaluation of the benefits of moving on-premises applications to the cloud. This essay will explore the various cloud services, including Infrastructure as a Service (IaaS), and explain the differences between them, including their benefits and drawbacks. Additionally, it will discuss the choices that SMEs must make to provide high availability and fault tolerance to their cloud services, as well as the importance of cybersecurity in public cloud deployment.

[bookmark: _Toc304148586]Virtualisation
Virtualization is a foundational technology that enables the efficient and effective use of resources in cloud computing. It involves creating a virtual version of an operating system, server, storage device, or other resource, allowing multiple instances of these resources to run on a single physical machine.
In cloud computing, virtualization allows for the creation of virtualized environments or virtual machines (VMs). A virtual machine is an emulation of a physical computer system that runs on a host machine, allowing multiple VMs to run on a single physical server. Each virtual machine has its own virtual hardware, such as CPU, memory, storage, and network interfaces, and runs its own operating system, applications, and services.[1]
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[bookmark: _Toc1981066491]Cloud Services
Cloud computing services are divided into three primary categories: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). 
Infrastructure as a Service (IaaS) is a cloud service model that provides organizations with virtualized computing resources such as servers, storage, and network resources over the internet. With IaaS, organizations can rent and configure computing infrastructure to meet their specific needs. Some of the well-known IaaS providers include Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP).
The primary benefit of IaaS is its flexibility and control. Organizations can customize their environment by choosing the size and type of virtual machines, operating systems, and other infrastructure components. IaaS also provides organizations with a pay-as-you-go model, which allows them to scale their infrastructure as their needs change, reducing the need for expensive capital investments. However, IaaS requires in-house expertise to manage effectively, including the ability to configure, deploy, and maintain virtual machines, networks, and storage.[2] The company would need to have staff with the necessary skills to configure and manage the virtual machines, storage, and networking components of the infrastructure. This can be a challenge for small and medium-sized enterprises with limited IT resources. Another drawback is the potential for increased security risks. Moving data and applications to a cloud infrastructure requires careful consideration of security measures to ensure that data remains safe from cyber threats.
To address the challenges associated with high availability and disaster recovery, cloud providers like Azure offer several options for businesses to ensure their applications remain available and data is protected. Azure divides resources across locations, availability zones, and resource groups.
A location refers to a geographical area where Azure has a presence. Azure has more than 60 regions around the world, which are interconnected by a global network backbone. Each region is composed of one or more datacenters and has its own set of services, allowing businesses to choose the region that best meets their needs.
An availability zone is a unique physical location within a region that has independent power, cooling, and networking infrastructure. By deploying applications across multiple availability zones, businesses can ensure high availability and resiliency in the face of outages or disasters.
A resource group is a container that holds related resources for an application or environment. It allows businesses to manage and organize their resources, including virtual machines, storage, and networking components, as a single unit
Platform as a Service (PaaS) provides organizations with a complete development and deployment environment that includes infrastructure, development tools, middleware, and application services. With PaaS, organizations can focus on developing and deploying applications without worrying about the underlying infrastructure. Some of the well-known PaaS providers include AWS Elastic Beanstalk, Azure App Service, and Google App Engine.
The primary benefit of PaaS is its simplicity and ease of use. Organizations can focus on application development and deployment without worrying about the underlying infrastructure. PaaS also provides built-in scalability and fault tolerance, reducing the need for manual intervention. However, PaaS may limit organizations' ability to customize their environment, and there may be a learning curve associated with using new development tools and platforms.[3]
Software as a Service (SaaS) is a cloud service model that provides organizations with access to software applications over the internet. With SaaS, organizations can use software applications without worrying about installing, configuring, and maintaining the underlying infrastructure. Some of the well-known SaaS providers include Microsoft Office 365, Salesforce, and Dropbox.[4]
The primary benefit of SaaS is its ease of use and accessibility. Organizations can use software applications without worrying about the underlying infrastructure or maintenance. SaaS also provides built-in scalability and fault tolerance, reducing the need for manual intervention. However, SaaS may limit organizations' ability to customize their environment or integrate with other applications and systems.[5]
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[bookmark: _Toc1822999052]Benefits and Drawbacks of Moving to the Cloud
There are several benefits to moving on-premises applications to the cloud, including cost savings, scalability, and flexibility. Cloud computing allows SMEs to avoid the upfront costs associated with purchasing and maintaining on-premises hardware and software. Additionally, cloud computing provides SMEs with the ability to scale their infrastructure up or down as their needs change, reducing the need for expensive capital investments. Cloud computing also provides SMEs with flexibility in terms of choosing the right cloud service model to meet their specific needs.
However, there are also some drawbacks to moving on-premises applications to the cloud. One of the main concerns is security. By moving applications to the cloud, organizations must rely on cloud providers to manage and secure their infrastructure. SMEs must ensure that cloud providers have the necessary security measures in place to protect their data and systems. Additionally, cloud computing requires in-house expertise to manage effectively, including the ability to configure, deploy, and maintain virtual machines, networks, and storage.[6]

[bookmark: _Toc1594180028]High Availability and Fault Tolerance in IaaS
High availability and fault tolerance are critical components of any cloud deployment. High availability ensures that services are available 24/7 with minimum or no loss of service. Fault tolerance ensures that there is no data loss in the event of a failure. IaaS providers such as Azure offer several features that can be used to achieve high availability and fault tolerance, including locations, availability zones, and resource groups.[7]
Locations are geographical regions where Azure has data centers. By deploying resources across multiple locations, organizations can ensure that their services are available even in the event of a failure in one location. Availability zones are isolated data centers within a region that are connected through a high-speed network.[8] By deploying resources across multiple availability zones, organizations can ensure that their services are available even in the event of a failure in one availability zone. Resource groups are logical containers that allow organizations to group related resources such as virtual machines, storage accounts, and network interfaces. Resource groups can be used to ensure that resources are deployed in a consistent manner and can be easily managed and monitored.[9]
[bookmark: _Toc1535995267]High Availability and Fault Tolerance in Different Budget Scenarios
The approach to achieving high availability and fault tolerance in IaaS will depend on the budget scenario. In a scenario with a very high budget with no cost limit, SMEs can use features such as Azure Availability Zones, which provide high availability and fault tolerance by deploying resources across multiple availability zones. Additionally, SMEs can use features such as Azure Site Recovery, which provides disaster recovery by replicating virtual machines to a secondary location.
In a scenario with a medium budget where some loss of service can be tolerated under certain circumstances, SMEs can use features such as Azure Load Balancer, which distributes traffic evenly among virtual machines in a resource group. Additionally, SMEs can use features such as Azure Backup, which provides backup and recovery services for virtual machines.[10]
[bookmark: _Toc2107899067]Security considerations
Security is a critical concern when deploying public cloud services. SMEs must ensure that their data and systems are protected from unauthorized access and cyber-attacks. Two critical components of cloud security are authentication and authorization. Authentication is the process of verifying the identity of a user or system, while authorization is the process of granting access to specific resources based on the user or system's identity and permissions.[11]
Multifactor authentication (MFA) is an essential component of cloud security. MFA requires users to provide two or more forms of identification, such as a password and a one-time code sent to their phone, to access cloud services. MFA provides an additional layer of security by requiring users to prove their identity with something they have (such as a phone) in addition to something they know (such as a password).[12]
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Least-privilege permissions are another critical component of cloud security. Least-privilege permissions grant users only the minimum level of access necessary to perform their tasks. This ensures that users cannot accidentally or intentionally access resources that they should not have access to.[13]
Network security groups are another important component of cloud security. Network security groups allow SMEs to control access to virtual machines by specifying inbound and outbound rules. These rules can restrict access based on IP address, protocol, and port.
Bastions (also known as jumpboxes) are another important component of cloud security. Bastions are virtual machines that are used to access other virtual machines in a secure manner. They act as a gateway between the public internet and the private network, allowing authorized users to connect to the network securely.
Bastions are typically deployed in a separate subnet, with restricted access to other resources in the network. This provides an added layer of security, as attackers cannot directly access resources in the network without first compromising the bastion.
In addition, bastions can be configured to enforce strict security policies, such as multifactor authentication and least-privilege permissions. This helps to prevent unauthorized access and reduce the risk of data breaches.
Another benefit of using bastions is that they can simplify the management of network security groups (NSGs). NSGs are used to control inbound and outbound traffic to virtual machines in the network. By deploying a bastion, all traffic to and from the network can be routed through the bastion, making it easier to manage NSG rules and ensure that only authorized traffic is allowed.[14]
Overall, bastions are an essential component of cloud security, particularly in environments where multiple users require access to resources in the network. By deploying bastions and implementing strict security policies, organizations can improve their security posture and reduce the risk of data breaches and cyberattacks.

[bookmark: _Toc2119612699]Conclusion
In conclusion, moving a website and associated web services to the cloud can offer numerous benefits to SMEs, including reduced costs, improved scalability and flexibility, and increased security. When deciding on the type of cloud service to use, it is important to consider the specific needs and budget of the company. Infrastructure as a Service (IaaS) is a popular option for companies that require high availability and control over their infrastructure.
To provide high availability in an IaaS model, it is important to choose the appropriate locations, availability zones, and resource groups. In addition, implementing strong security measures such as multifactor authentication, least-privilege permissions, network security groups, and bastions is crucial to prevent unauthorized access and protect sensitive data.
As cloud computing continues to evolve and become more advanced, SMEs have the opportunity to leverage these technologies to remain competitive and grow their businesses. By carefully evaluating the benefits and drawbacks of different cloud services and implementing the appropriate security measures, SMEs can successfully migrate their applications and services to the cloud and take advantage of the many benefits it has to offer.

[bookmark: _Toc652880008]Bibliography
[1] R. Buyya, C. S. Yeo, S. Venugopal, J. Broberg, and I. Brandic, "Cloud computing and emerging IT platforms: Vision, hype, and reality for delivering computing as the 5th utility," Future Generation Computer Systems, vol. 25, no. 6, pp. 599-616, 2009.
[2] M. Armbrust, A. Fox, R. Griffith, A. D. Joseph, R. Katz, A. Konwinski, G. Lee, D. Patterson, A. Rabkin, I. Stoica, and M. Zaharia, "Above the clouds: A Berkeley view of cloud computing," EECS Department, University of California, Berkeley, Tech. Rep. UCB/EECS-2009-28, 2009
[3] J. R. Rao and P. M. Chandrasekhar, "Platform-as-a-service architecture for real-time applications in cloud computing," in 2012 IEEE 12th International Conference on Computer and Information Technology, 2012, pp. 389-396.
[4] IBM. "Cloud Computing." IBM. Accessed on April 6, 2023. [Online]. Available: https://www.ibm.com/cloud/learn/cloud-computing
[5] P. Mell and T. Grance, "The NIST definition of cloud computing," NIST Special Publication 800-145, 2011.
[6] H. M. Banafa, "Cloud Computing: Pros and Cons," IoT Worm (blog), Mar. 30, 2019. Available: https://iotworm.com/cloud-computing-pros-and-cons/. [Accessed: Apr. 6, 2023].
[7] M. Ahmad, "High Availability and Fault Tolerance in IaaS," International Journal of Advanced Computer Science and Applications, vol. 11, no. 3, pp. 228-234, 2020.
[8] Microsoft Azure, "Regions, Availability Zones, and Resource Groups in Azure." Retrieved from https://learn.microsoft.com/en-us/azure/architecture/best-practices/index-best-practices
[9] Microsoft Azure,,Azure Availability Zones." Retrieved from https://azure.microsoft.com/en-us/global-infrastructure/availability-zones/
[10] Microsoft Azure, "Azure Load Balancer." Retrieved from https://azure.microsoft.com/en-us/services/load-balancer/
[11] "Cloud Security: Authentication and Authorization." Microsoft Azure, https://docs.microsoft.com/en-us/azure/security/fundamentals/authentication-authorization.
[12] "Multifactor Authentication (MFA)." Amazon Web Services, Retrieved from https://aws.amazon.com/iam/features/mfa/.
[13] "Least Privilege." Google Cloud. Retrived from https://cloud.google.com/iam/docs/using-iam-securely#least_privilege.
[14] “What Are Network Security Groups (NSGs)?" Oracle Cloud Infrastructure, Retrieved from https://docs.oracle.com/en-
[15] Microsoft. “High availability and disaster recovery for Azure applications.” Retrieved from https://docs.microsoft.com/en-us/azure/architecture/resiliency/





image.png
Virtualization in Cloud Computing

&

Hardware
Virtualization Storage

www.educba.com




image.jpg
saas
Software as a

Paas
Platform as a

Service

Service

aService

Managed by Vendor

L

5.;.3 by Vendor

Managed by Vendor
:EEEES el

| R .

oA Aq paseue

3 3

noA Aq paBeuen

Virtualization

Virtualization





image2.png
Signals Verify every access Apps and data
attempt

User and
location

Allow access
101010
010101
101010

Require MFA C)

Application Real-time ®

risk
Block access





