Operating Systems and Scripting Report
Introduction
An operating system (OS) is a fundamental component of any computing system, acting as an intermediary between hardware and the user. It is responsible for managing system resources, enabling applications to run efficiently, and ensuring that users can interact with the system effectively.
This report critically explores the core functions of operating systems and evaluates the use of command-line interfaces (CLI) and scripting within both Windows and Linux environments. Practical demonstrations are included to highlight real-world applications.

Task 1: Operating System Functions
Process management is one of the core responsibilities of an operating system. It controls how running programs and background services are handled by the CPU, ensuring that system resources are shared fairly and efficiently. The operating system uses scheduling methods to decide which process should run, when it should run, and for how long. This allows multiple applications to operate at the same time through multitasking, while helping to maintain system stability and performance [1].
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Figure 1: Task Manager showing active processes

This screenshot shows Windows Task Manager displaying active processes and background services. It demonstrates how the operating system monitors running applications, CPU usage, memory usage, disk activity, and network activity. This supports process management by helping users identify which programs are using system resources.
Memory management is another important function of an operating system. It controls how RAM is allocated to applications and background processes so that the system can run efficiently. When physical memory becomes limited, the operating system can use virtual memory, which allows part of the storage drive to temporarily support memory operations. This helps maintain performance and allows multiple applications to continue running during periods of high demand [2].
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Figure 2 Memory Performance in Task Manager
This screenshot displays system memory usage in Windows Task Manager, showing that 8.9 GB, or 58%, of the available 16 GB RAM is currently in use. It also shows available memory and performance information, which helps demonstrate how the operating system monitors and manages resource utilisation.
File system management is another important operating system function because it allows data to be stored, organised, accessed, and retrieved in a structured way. The operating system manages files and folders using directories, permissions, and storage locations, making it easier for users and applications to locate information. It also supports security by controlling access to files and helping protect data from unauthorised use [3].
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Figure 3 File Explorer Interface
This screenshot shows the Windows File Explorer interface, including system folders, the navigation pane, and the file directory structure. It demonstrates how the operating system provides a graphical method for organising, locating, opening, moving, copying, and managing files and folders.
The operating system also provides different ways for users to interact with the computer, including a graphical user interface and a command-line interface. A GUI allows users to interact through windows, icons, menus, and buttons, while a CLI allows users to type commands directly into the system. This gives users flexibility depending on their level of technical knowledge and the task being completed [4].
Security is also a core operating system function. Features such as user authentication, file permissions, access control, and account management help protect the system from unauthorised access. These mechanisms support system integrity by ensuring that only authorised users can access sensitive files, settings, and system resources [5].


Task 2: Windows CLI Commands
The Windows command-line interface allows users and administrators to manage system tasks efficiently by entering text-based commands. It can be used to view system information, manage files, troubleshoot networks, control processes, and automate tasks without relying only on the graphical interface [6].
Commands such as tasklist and taskkill are useful for process monitoring and control. The tasklist command displays running processes on the system, including process names and process IDs, while taskkill allows a selected process to be stopped using its name or process ID. These commands are useful when troubleshooting applications that are frozen, using too many resources, or need to be closed manually [7], [8].
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File management commands in the Windows command-line interface allow users to navigate directories and manage files without using File Explorer. For example, the dir command displays the contents of a folder, cd changes the current directory, mkdir creates a new folder, and del removes selected files. These commands are useful for carrying out file operations quickly and are commonly used for system administration, troubleshooting, and automation tasks [9]–[12].
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Here is a re-worded version with IEEE in-text citations:
Figure 5: Windows Command Prompt File Management Commands
This screenshot shows Windows Command Prompt being used to complete file management tasks. The cd command is used to change the current directory, dir displays the contents of a folder, mkdir creates a new directory, and del removes a selected file. This demonstrates how the Windows command-line interface can be used to manage files and folders efficiently without using the graphical File Explorer interface [9]–[12].
Network commands such as ipconfig and ping are important tools for troubleshooting network issues. The ipconfig command displays network configuration details, including the IP address, subnet mask, and default gateway. The ping command tests connectivity between the local computer and another device or website by sending packets and measuring the response time. These commands help identify whether a device is connected to the network and whether it can communicate successfully with other systems [13], [14].
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Windows Network Troubleshooting Commands
This screenshot shows Windows Command Prompt being used for basic network troubleshooting. The ipconfig command displays network configuration details such as the IP address, subnet mask, and default gateway. The ping command tests connectivity between the computer and another device or website by sending packets and measuring response times. These commands are useful for identifying connection problems and checking whether the network or internet connection is working correctly [13], [14].
User management and task automation also improve system control in Windows. The net user command can be used to view, create, modify, or manage user accounts from the command line. The schtasks command allows users or administrators to create, view, run, and manage scheduled tasks, helping automate repeated system activities such as backups, updates, or maintenance tasks [15], [16].
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Task 3: Linux CLI Commands
The Linux command-line interface provides powerful tools for system administration because it allows users to manage processes, files, users, networks, and scheduled tasks directly from the terminal. This is useful for administrators because many tasks can be completed quickly without relying on a graphical interface [17].
Commands such as ps, top, and kill are used for process monitoring and control. The ps command displays information about running processes, while top provides a live view of system activity, including CPU and memory usage. The kill command is used to send signals to processes, allowing users to stop or terminate processes when required. These commands are important for monitoring system performance and dealing with applications or processes that are not responding [18]–[20].
[17] The Linux man-pages project, “intro(1) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man1/intro.1.html
[18] The Linux man-pages project, “ps(1) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man1/ps.1.html
[19] The Linux man-pages project, “top(1) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man1/top.1.html
[20] The Linux man-pages project, “kill(1) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man1/kill.1.html
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Figure 8 Linux Process Listing Using ps
Linux Process Listing Using ps
This screenshot shows the ps command being used to display active processes on the Linux system. It lists key process details such as the user, process ID, CPU usage, memory usage, process state, and command name. This helps administrators identify which processes are currently running and which processes may be using high levels of CPU or memory. This is useful for monitoring system performance and troubleshooting processes that may be slowing down the system [18].
File management is performed using ls, cd, mkdir, and rm.
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Figure 11: Linux Directory Listing Using ls
This screenshot shows the ls command being used to list files and directories in the /home directory. The -lah options display detailed information, including file permissions, ownership, file size, and modification dates. This demonstrates how Linux users can view and inspect files and folders directly from the terminal [21].
Network tools such as ip addr and ping support connectivity testing in Linux. The ip addr command displays network interface information, including IP addresses assigned to the system, while the ping command tests whether the system can communicate with another device or server across a network. These commands are useful for checking network configuration and troubleshooting connection problems [22], [23].
[21] The Linux man-pages project, “ls(1) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man1/ls.1.html
[22] The Linux man-pages project, “ip-address(8) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man8/ip-address.8.html
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Figure 16: Linux Network Connectivity Test Using ping
This screenshot shows the ping command being used to test network connectivity in Linux. The command sends packets to the IP address 8.8.8.8 and displays the response time for each packet. The output confirms whether the system can successfully communicate over the network, which is useful for identifying connection problems and checking whether internet access is working correctly [23].
User management commands such as useradd and passwd allow administrators to create and manage user accounts in Linux. The useradd command is used to create a new user account, while the passwd command is used to set or change a user’s password. These commands are important for controlling access to the system and ensuring that users have appropriate login credentials [24], [25].
[24] The Linux man-pages project, “useradd(8) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man8/useradd.8.html
[25] The Linux man-pages project, “passwd(1) — Linux manual page.” Accessed: Apr. 28, 2026. [Online]. Available: https://man7.org/linux/man-pages/man1/passwd.1.html
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Figure 20: Linux User Creation Using useradd and passwd
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Figure 20: Linux User Creation Using useradd and passwd
This screenshot shows a new Linux user account being created using the useradd command. The passwd command is then used to set a password for the new account, and id newuser confirms the user’s account details, including the user ID, group ID, and group membership. This demonstrates basic Linux user management through the command line and shows how administrators can control access to a Linux system [24], [25].
Task scheduling is achieved through crontab, which allows users and administrators to automate commands or scripts so they run at specific times or intervals. This is useful for routine tasks such as backups, updates, log checks, and system maintenance. Using crontab helps improve efficiency because repeated tasks can be completed automatically without manual input [26].
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Task scheduling is achieved through crontab.
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Figure 21: Linux Scheduled Tasks Using crontab

This screenshot shows scheduled tasks in Linux using crontab. The crontab -l command lists scheduled tasks for the current user, while the /etc/cron.d/ directory shows system-level scheduled task files. This demonstrates how Linux can automate repeated administrative tasks, such as backups, system checks, updates, or maintenance scripts, without requiring manual input each time [26].
Task 4: Windows Batch Scripting
Batch scripting allows automation of repetitive tasks.
Example 1 demonstrates a calculator script using user input and arithmetic operations.
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Windows Batch Calculator Script Code
This screenshot shows the calculator Batch script opened in a text editor. The script uses set /p to collect user input, if statements to check the selected arithmetic operator, and set /a to perform the calculation. This demonstrates how Windows Batch scripting can automate simple arithmetic tasks using variables, input, conditional logic, and arithmetic operations.
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Windows Batch Calculator Script Output
This screenshot shows the calculator Batch script running in Windows Command Prompt. The user enters two numbers and selects an arithmetic operator. The script then processes the input and displays the correct answer. This demonstrates how Batch files can automate calculations and interact with users through the command-line interface.
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Windows Batch Password Checker Output
This screenshot shows the password checker Batch script running in Windows Command Prompt. The script asks the user to enter a password and uses conditional logic to decide whether the password is correct or incorrect. The output shows whether access is granted or denied, demonstrating how Batch scripting can use user input and if statements to control program flow.

Task 5: Linux Bash Scripting
Bash scripting is widely used in Linux environments for automation.
A calculator script demonstrates input handling and arithmetic operations.
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Figure 23: System Health Monitor Bash Script Code 
This screenshot shows the first section of the system_health.sh Bash script. It includes the script title, version number, variables, date command substitution, warning thresholds, user input, and the function used to check system status. This demonstrates how Bash scripts can use comments, variables, functions, user input, and conditional statements to organise and automate a system monitoring task.
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System Health Monitor Bash Script Code
This screenshot shows the Bash password checker script running in the Linux terminal. The script asks the user to enter a password, checks the input against the correct password, and then displays whether access is granted or denied. This demonstrates conditional logic and control flow because the script makes a decision based on the user’s input.

System Health Script Section
Figure 24: System Health Monitor Bash Script Code Part 2
This screenshot shows the final part of the system_health.sh script. It calculates CPU load, checks the result against the warning threshold, and prints a summary showing passed checks and warnings or critical issues. This demonstrates arithmetic expansion, conditional logic, and summary reporting in Bash scripting.
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Output from the System Health Monitor Bash Script
Figure 25: Output from the System Health Monitor Bash Script
This screenshot shows the system_health.sh script being executed in the Linux terminal. The chmod +x command gives the script permission to run as an executable file, while ./system_health.sh starts the script. The output displays disk usage, memory usage, CPU load average, and a final system health summary. This demonstrates how Bash scripting can automate system monitoring tasks and provide useful performance information for system administration.

Conclusion
This report has shown that operating systems play an essential role in managing computing environments effectively. They provide important functions such as process management, memory management, file management, device control, security, and user interaction through both graphical user interfaces and command-line interfaces [1], [4], [5].
The report has also demonstrated how Windows and Linux command-line tools can support practical system administration tasks. Commands such as dir, ipconfig, ps, top, ping, useradd, and crontab show how users can manage files, monitor processes, troubleshoot networks, manage user accounts, and schedule tasks with greater control and efficiency [6], [9], [13], [18], [19], [23], [24], [26].
In addition, the use of Windows Batch scripting and Linux Bash scripting has shown how repetitive tasks can be automated. The calculator, password checker, system health monitor, and times table scripts demonstrate how scripting can use variables, user input, arithmetic operations, conditional statements, loops, and functions to improve productivity and reduce manual work [3].
Overall, command-line tools and scripting are valuable skills for IT professionals because they support troubleshooting, automation, productivity, and effective system administration across different operating system environments.
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C:\Users\Kurtis>diripconfig
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operable program or batch file.

C:\Users\Kurtis>ping google.com
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& bat

@echo off
title Batch Calculator

echo

echo Simple Calculator
echo

set /p numl=Enter first number:
set /p num2=Enter second number:
set /p operator=Enter operator (+ - * /):

if "%operator% set /a result=%numl%+%num2%
if "%operator% set /a result=%numl%-%num2%
if "%operator% set /a result=%numl%*%num2%

if "%operator%"=="/" set /a result=%numl%/%num2%

echo.
echo The answer is: %result%

pause €1




image15.png
< cmd

calculator.bat

Enter first number: 10
Enter second number: 5
Enter operator (+ - * /): +
The answer is: 15




image16.png
< cmd

password_checker.bat
Enter password: ****
Access denied




image17.png
#1/bin/bash
H

DATESS (as5i "4¥Y-bank MHMIAST) comand ssbssivusion
fiegaioteaty

oo fschier wae ssvERsTON®
ono + Run ae smare

Razd user-datined shreshold -
<cho n "Entar warning thresheld § (defaule SFAR THRESHOLD

S0 2 VRusen Temesne ) chen
was_TeEsRoL=susEa, THRZSR

P T —
chack_seasus () (

S5 0 "evalUs® —ge "sCRIT THRESEOLD® ); shen
ecno " (CRITICAL] $13BEL semge: §(FALDE}S"
it { USVALUE® —ge "§MARN THRESHOLD® ); shem
ecno % (WARNING)  $1ABEL weage: §(VALDE)S"
e
eche v tom) SEABEL usage: VALUEI®

£ - Disk wsage: loop over all msunced filesyscems
42 h oucpuvseacges,peent | Sail - 42 | while sead MOUNT PERCENT; do
=S (ERCENT/ [0/ ) § soxip 4 sign

heck_scavus "SRM" "Disk (SMOUNT)

§ o Mamory usage (resd fxom [proc/memings) -
TOTAL MEMSE (geep Nemforal [proc/memingo | avk iprins $2)1)
FRES JEM-E (qrep Memdvailible /proc/meminfs | sk *(prine $2)')
SESTMEN=S ({ TOTAL MEM - FREE_MEM ))

MEM_ FERCENT=3 (( USED MEM + 100 / TOTALMEM 1)

TOTRL M5=¢ (1 TOTAL MEM / 1024 1)

3D e (( vs=DEw / 2024 ))

che Tossi: STTOTALMS) ME | Dsed: §USEDNS) M5
Check_scacus "SNEM PERCENTY MMemeryt

# === CBU load avexage
<cko "-=- CEU Loxd Average —--"
LoAD=3 (cas /proc)lesdevg | awk *(prine $11%)





image18.png
LOAD_INT=$ {echo "$LOAD $CPU_CORES' | awk '{printf "8d", ($1/%$2)=100}")
eche " Load avg {1 min): $LOAD | Coxes: $CPU CORES"™
check_=tatus "$LOAD INT" "CPU Load"

$# -—— Summary -——-

PASS=0; FAIL=0

if [ "$MEM PERCENT" -1t "$WARN THRESHOLD" ]; then PASS=$((PASS+1)); else
FAIL=$({FAIL+1)); £i

if [ "$LOAD_INT" -1c "$FARN THRESHOLD" ); then PASS=$((PASS+1]); el=e
FAIL=$({FAIL+1)); £i
echo " Checks passed: $PASS | Warnings/Criticals: $FAIL"

eche "== —— —— -





image19.png
$ chmod +x system health.sh
$ ./system health.sh

Run at: 2026-04-24 07:23:47
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[OK] Disk {/mnt/uszer-data/ocutputs) usage: 0%
[OK] Disk {/mnt/skills/public) usage: 0%
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Health check complete.
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HPPrintScanDoctorService.
svchost.exe
ETDService.exe
ipfsvc.exe
HPCommRecovery . exe
servicehost.exe
WMIRegistrationService.ex
VSSService.exe
TeamViewer_Service.exe
WUDFHost.exe
svchost.exe
svchost.exe

4

4780
4860
4932
49ue
4980
5024
5092
4144
4072
3992
5020
5136
5168
5184
5336
5392
s4o4
5472
Susy
5500
5516
5688
5712
5776
5796
5856
6216
6620
6940
7900

Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services

[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol

21,692
21,280
2,100
8, 16U
3,908
5,292
9,228
3,500
4o, 2u4
54,572
15,268
3,944
5,300
9,984
14,128
3, 36U
8,00u
19,052
4,704
6,668
4,316
4,832
16,300
40,216
5,936
18,916
30,084
7,152
11,760
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