Data security and compliance assignment  
Security frameworks  
Such as the ISO 27000 Is a “series of mutually supporting information security standards” for the best information security management framework. It is used by companies to assist them in managing cyber-attack risks and managing the internal data threats that the company many come by when using their privet network.  This now however outdated for the new ISO27001 which offers more UpToDate system protection to organisations outside the United States and were originally created to provide a foundation for British certification of information security management systems. ISO offers many different services such as continuous monitoring of your workers which helps your team automate larger and more complex work. It also offers security training and background checks for employees and verifies employees are offboarded from all systems when they leave. [1] 

Next is the NIST which is a cybersecurity framework and is a set of guidelines for lowering the risk of cyberattacks. There are five elements of NIST. Firstly, is Identify which is the development of organizational understanding of managing cybersecurity and its risks to the organisations systems as well as its data and assists. It is used to determine what risks are associated with certain Environment's linking your business goal as it is needed for success of the framework. Next is protect which is essential because it's used to develop and create safeguards to ensure services delivery and has the ability to contain or limit an impact from an attack. It also helps in awareness and training of employees and is helpful to educate your staff to reduce the risk of accidents and external threats.  next is Detect. Detect helps in finding and identifying a threat or an intrusion as soon as it possibly can. Detect is obviously an essential part of the program as a quick realisation leads to action that can stop the attack as fast as possible. However, having a strong education about these situations can also help medicate the damage. Next is respond which develops the appropriate ways to respond to an attack on the organisation. For this to be flawless a plan must be set that explains what need to be done in this situation and your staff educated on this plan before any attacks happen in the first place. For example, how will they communicate to increase the efficacy of this attack being stopped. Lastly recover which involves restoring any broken services due to the attack and increases resilience meaning for the company to educate and upgrade using the attack as a basis and learn from the event how it happened so it never happens again or that if it happens again can shut it down even quicker.[3] 
Security Technologies  
Security technologies are important because of the many ways to protect your organisation using things like passwords, firewalls, VPNS and controls that the organisation owner can use to secure and delicate certain information to there staff. In doing this it creates a secure place that clients which gives information or the organisations data can be trusted with keeping safe from attackers.   

Authentication is used in security and can be used to keep people out of classified information. They use passwords or a passphrase that is present by the user for them to gain access and everyone else not to have access. It can also be used in other ways such as bank cards and smart cards that order you to input a digit code so that you can access your money. Authorization can be used to give people access in mass or a select few people at a time you can authorise an individual, a group of people, many groups of people which simply means that depending on what you want ion your company or the siltation you are in you can vary the atheization to many different things for many different types of people.  

Firewalls [4] - prevents information from moving from the inner network of the organisation to the outside of the organisation or the other way around. This helps keep the privet information from accidently leaking to malicious people. Every security measure helps the clients keep trust in their company's. Packet-filtering firewalls make processing decisions based on network addresses and are very fast because the lack of information they need to do their job. However, they are not very secure as they will direct traffic forward meaning that if in the traffic there is malicious data it will still be sent to an approved port and will not be blocked.  

Access controls 

Access control work by allowing or blocking users from certain resources if they have or have not got the proper permission to access them. There are different ways to use access controls for example nondiscretionary controls which are only implemented by a central authority. Another is a mandatory access system which is a data classification scheme that collects and rates information as well as the user individually.  

VPNS 

VPNS stands for virtual private networks and used to securely extend an internal network of an organisation at other remote locations of interest. A VPN must take all the data and combine it into a single unit of data, must encrypt incoming and outgoing data and lastly authorise access of computers that are external as well as their users.  

VPNS in transportation of data whilst data within an IP packet is encrypted the header of the packet however is not the head being the information. This allows a user to establish a link to the remote host securely since the data part of the packet is encrypted mostly used in direct line transportation of data between two ends.  

VPNS can also be used by setting up tunnel servers that encrypt all traffic that go between the two points in an unsecured network. The benefit from this is the lack of information that poetical attackers can get since the packet that could be intercepted reveals nothing about the true destination.  

Intrusion Detection and Prevention Systems, and Other Security Tools  
[5] 

Prevention systems are used to stop or slow down and contain attackers and deter them from attacking the organisation this is important because the less attacks your company gets the less likely you will leak data that needs to be kept within the boundaries of the company’s networks as information to an online company may be essential to its healthy relationship with its clients and partners an attack may prompt a loss of trust and may prove fatal to the company if not contained swiftly these tools help keep a strong security as well as keep updating the security measures  

Firstly an intrusion is when an attacker attempts to gain access or entry into normal operations of an organisation and the prevention part of this consists of activates that make that hacker hard to do his job and so I may act as a deterrent to the intrusion. Intrusion detection consists of plans and procedures that identify system intuitions. Reaction is what the organisation does after the attack ion there organisation.  

IDPS purpose is to identify and report an intrusion to the organisation as soon as possible. It then try's to contain the attack to stop the loss or breach of data and migrate damage. Itself acts as an deterrent to hackers since it increases there chances of being detected by the system. 

IDPS Detection methods such as helps in keeping the organisation secure. Knowledge-based detection is one of these methods. This detection method helps in examining network traffic in search of already know patterns with signatures linked to it since most attacks have signatures and can help reduce the time and effort that needs to be taken for a response. However this method needs to be updated regularly as new signatures can arise. Another detection method is stateful protocol analysis which compares known protocol profiles against the observed traffic and stores relevant data so that it can be used to identify intrusions this allows the IDPS to better detect multisession attacks however its weakness is that it has heavy processing and may fail to find the intrusion unless a significant event such as protocol violating fundamental behaviour. 

Effectiveness of IDPS’s 

Strengths -  

Testing the system though testing the security states of the systems configurations.  

Recognising patters of attackers that have already attacked with the system in place or a previous update of the system.  

Recognising when something does not seem right with the patterns of data streaming though the organisation.   

It is very fast at alerting staff when attackers are attacking the system.  

Provides correct default information on security t new staff or staff that needs a reminder.  

Allows staff that are not experts in technology and security to preform security tasks such as monitoring functions.  
Weaknesses - 

IDPS cannot create new protocols or information to fit in when there is missing security mechanisms for the organisations protection infrastructure  

When there is a heavy load of network or processes during an attack the IDPS cannot detect instantly the attack. Also it slows down other functions such as reporting the attack and responding to the attack.  

When being attacked cannot detect another attack instantly if it is  from a variant or new attack that the system has not seen before  

IDPS cannot automatically start the investigation after an attack has been preformed. It needs human help in order to preform this task. 

However with education to staff you can minimalize this problem since if not breach through your staff is made it becomes harder to brute force the process without being detected.  

Scanning and analysis tools  

Scanning tools help organisation by scanning itself to find any information that attackers can use to launch a devastating attack on the organisation.  

Foot printing is used to collect information that is public about a target and can be used by hackers to find a point of access into the company. Things like pictures can hold tools for the hackers to use if an innocent picture is taken in an office as hackers have tools that can enhance a picture finding information that could help them gain access. Then fingerprinting reveals information in the organisations structure of their own system which also helps hackers attack the system. However this can be used by the organisation as well to find these holes and patch them so attackers cannot utilise them.   

Packet sniffers is an internet tool that captures copies of packets and analyses them in order to provide the staff with information for diagnosing and resolving issues about the network. Sniffers can be used maliciously in the wrong hands as they can be set up to provide a ear in the network of the organisation for the attacker to exploit. For these to be used legally and correctly it must be used by a administrator that is on the network that the sniffers are set up in and needs to be owned by the organisation the administrator is working for and has consent of the contents creators. 
Physical Security 
Physical security is the protection of items, objects and areas in real life from people who should not be there. Since an attacker does not need to be over the computer as the attacker can just show up and take the information physically so physical security is important and needs to be set up as well as the cyber security whiles keeping in mind the fact that other important factors need to be addressed such as ventilation, water, heating and physical tools and items and how to securely apply or bring them into the company.  

Physical access and security controls 

Facilities have many ways of being infiltrated and all needs to be addressed so having the controls implemented to minimise attackers' threats is essential for a healthy business. Not just locks on the front door a physical facility can take into an account the lay of the land by using some or all of thse defences such as gates, walls, security staff on patrol, high fences   automatic locks on doors, alarms an more. Living creatures such as dogs has advantages and disadvantages compared to non living items such as if the power goes off then access for attackers becomes easier to go through doors such as fire doors.  However if there are defences such as dogs or guards then they can catch the attacker without the help of technology people can think in a situation and assess what is the priority and make save valuable time in those situation compared to a non-living security measure .however things like scanners or deters can help the guards cover places that they cannot get to or cannot see. 

Mantraps which are essentially a one-way system where an entry point is not the exit point, and the person has to move forward. This combos with a check or scan make mantraps essential when going into restricted areas as a fake caught in this situation cannot move forward or retreat backwards meaning that security must be on site to let them out after the assess the situation.   

Fire’s safety and security needs to work hand in hand with the network security because fires are one of the most dangerous threats to any company as it’s a threat to life and property so there always needs to be a safety procurer and plan to combat fires and in case of an attacker faking a fire security in place to stop this from happening. Steps such as automatic shut down of systems and backups as frequent as possible. Systems that can be in place in case of a fire are water systems such as sprinklers and other ways to shut out oxygen that fuels the fire. The staff must be educated no to take lifts stay close to the floor, leave belongings, got to the closest designated fire safety area and close doors.  

Essential facilities  

Failure to provide systems such as heating, ventilation, air-conditioning, education in case of a fire, proper placement for power sources and water can have a major impact on the safety of not just the organisation but the whole building. Proper thought and education of the staff must be implemented in order to minimise such risks of damaging property systems or human life. For example heating. This must have a plan in order for the company to run. Things like perfect temperature per season taking into account the heat sources in the room otherwise a hot room can not only damage your equipment an make equipment overheat its is also damaging your staff. Plans must be put in place for the smallest of inconveniences before the company starts. Vents large enough to fit a human into must have additional security. power sources must be grounded and can be shut of fat any time in order to accidents involving live wires and electric shocks. 
Part- 2 
Polices and regulations 

Must give related information to their staff or third parties for them to undergo there tasks as quickly and efficiently as they can  

Each staff member must have identification that is linked to the organisation such as a key card or digital number and password 

All users must be shown and agree to the company's policy before they use the machine with the data on it to preform their tasks  

Information and research's given to the user will be as limited as possible to avoid unnecessary risk of a data leak 

Any all work related passwords must be complex and needs to be changed regularly in order to reduce the risk of breaches. Also, the freedom to staff to ask for a change in password for security reasons. For example, the user thinks there information is compromised they are allowed to request a change and an investigation into whether or not data has been leaked and also if the user was working under the guidelines that was presented to them. 
Another important polices is the education of the staff of the partnered organisation. Educated on the security process and how to deal with attacks in process and what happens after the fact. Creating a document with all the knowledge need for the education and creating days in which a person working in the organisation must attend a crash course on the security of there organisation mainly pointing out physical security and why its important, what happens during a cyber attack, what happens after the attack, where to go to report any suspicions data or behaviour and increasing basic knowledge of using the internet outside of the company's network. 
What data are we storing who is responsible for the storage? 

Knowing what information, the company gets may vary the amount of security need to protect a company for example does the have an online website. Is it a purely information-based company? Does it do delivery? Since each of these types of company's intakes different information we need to discuss this before any type of security with our partners can be achieved. If credit cards are involved that means a customer's data must be exchanged in order for them to purchase what the organisation is offering. If it also has a delivery system, then the data stored must store the addresses of your customers. All this information must be secured and monitored by management. Management must also improve and update their security regularly. Management must also be more vigilant and educated keeping the company safe from cyber-attacks and keep staff in check when not using the internal network on organisations machines and keep a look out for any member of staff putting the company at risk. 

[6]  To minimise the risk of this problem I would create a guideline document stating all that needs to be known when using the company's PC’s and to avoid confusion in the office. These guidelines will help enforce what to sick to and what not to do when using pcs such as a user leaving for any period of time must lock there screens to not to give access to anyone else. Or have a data protection officer hired so that management can relive these duty's to the protection officer. 
[7] Companys trusted with the customers information will have information based on the partnered company that needs to be protected. Information such as but not limited to: 

Name of person who owns the card 

Expiration date  

Security code  

Card number  

Card type 

Each of these data point must be secured and encrypted at the partnered company before being sent to the servers to store the data. This way the information is at less risk of being intercepted.  data must be recorded in order to recall it in situations such as refunds and problems with the order.  

Data recovery systems will be in place in case of  attacks corrupt or delete information related to your clients. Off site servers can be used in order to back up your company's data which allows you to recall any information given to you from your clients and partners. This also means that it is highly unlikely you will lose all data that your clients have given you.  

Laws and Ethics 
[8]  

One of the most important laws in using data is data protection principles which is a group of laws. These laws make sure that information is used fairly and follows the law and used for the purpose that it has been given for.  the information given must be kept up to date and handles in a way that is secure which includes protection against cyber attackers and natural disasters which includes loss of data or protection against leaking privet data of your clients. These laws must be at the for front of any ones minds when starting a company that protects data for other companies.  

Under the protection act of “data protection act 2018” shows that any company using a client's information must state what the information will be used for and is able to opt to object giving data to the company. Have dated or incorrect data be updated about a client.  Be able to access the client's personal information given. However, in this case the company can refuse to do business if core information is not given to the company. 

Also under this law your clients may request the information you have on them, and this must be sent to the client as soon as possible and must be within 1 month. It is an extreme importance to send this information to your clients to keep their trust in the company.  
Governance and Strategic Planning for Security  
staff will have digital key Cards which can be linked to their phones which will be password connected. To keep this, secure every single staff member will have the ability to see what doors have been opened using their digital key Cards. This feature will also entail the same staff to check to see if there is any inconsistency that they notice about their movements matched to what they see at the end of a set time. This should be set to daily as it could be a policy to check at the end of their shift and report anything not right. 
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Man Catchers are one of the greatest physical security that a company can set up. A man catcher involves a hallway with two one-way doors which requires staff’s id and information to proceed through the doors. If someone without this information steps into this area then they will not be able top retreat or proceed. This means that security can take the situation in there discretion as people do tend to do things by accident ether by forgetting there information or someone may wonder the wrong way. But this security measure insures and minimises the fact that people cannot go into a company freely and steel their data.   
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Lay of the land around the company is important in security as it can help and not help at the same time as understanding the lay of the land can help in keeping a site secure. For example, if a business is in an area surrounded by other buildings like so  
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Having needed additional security on the roof will be needed in this situation as intruders can scale and hop from other buildings in this area. However, if the site is in the middle of a field this will not be a problem as the land is yours however this creates the need for 360 degrees of security around the building using fences and or walls with security cameras and sensers to stop intruders from getting close to the building. Staff will need to be hired to patrol regularly around the premises as well as inside the building.  
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Firewalls protect the company in a various of diverse ways and will change depending on what company we are partnered with. Depending on how dense the security may need to be we may need to focus on firewalls that stop outside viruses from getting in and keep getting the clients information which also need to be encrypted so that hackers cannot divert and gain access to this information. 
Passwords are extremely important to anything security wise online everything that includes information has passwords and depending on the complexity of these passwords can increase or reduce the risk of cyber-attacks from hackers looking to take your information. In this sense it is necessary for every staff member in the organisation to have individual passwords that change regularly. These passwords must have no resemblance of their last ones and must be complex enough to deter hackers and make it has hard as possible to bruit force passwords. The use of non-letter characters is also a great way to make your password more complex. 
Risk Management  
Any additional add-ons in a company including physical and cyber based must be thoroughly thought through using a risk management system. For example, when improving or adding something onto the company such as a change in physical security such as security doors, there is a range of factors to take in for example the door must not block staff from getting to safety case of a fire breakout.  

[10]  

Risk management is also used in finding out big risks in the company and ether replacing them with lower risk items or moving the entity to somewhere else or just removing the problem entirely or to change the entity's surroundings to lower the risk of the problem.  for example, installing a table in a room. You may want to think about it corners and round them in case someone falls. Maybe not drink next to a computer risk to spilling onto electronics which minimises the risk of an electric shock.  

Most of these examples should be put in the guidelines that the staff must agree to before working at the company. The installation risk management may have a sperate guid to the staff guidelines as it could involve many other factors to consider during installation. 

[9] [11] 
If the company is storing data and information in the cloud, then information and data that is sensitive or involves the client must be segregated in a much more secure area than information that is not sensitive. It's better to secure all sensitive data in secure servers owned by the company. That could mean that information can be stored in offsite servers and recalled when needed or if a backup is needed. 

Risk management in offering the company's services. Another risk is the potential breaches when clients use your services. Before services are applied to the company a risk assessment must be made for the risk of a cyber breach to be minimum. In doing so you will be securing a safe and trustworthy service to your clients.  

A risk management plan must be put in place and anything that possesses a risk must undergo a check using that plan. Which has 5 steps: identify, analyse, prioritise, treatment and monitor all risks.  

Contingencies Planning  

Major planning must be done to achieve a minimizable data loss if your organisation is attacked and what to do after such attack. This also in case of natual disasters may also mean loss of data due to fires, flooding and computers corrupting data. 

A plan must be made for cyber defence. This means containment and a response to the attack must all be planed out in advance. Containment must be made as quickly as possible when an attacker has breached the system. There are several ways that this is possible, but it all starts from educating staff on these types of attacks and what you should do in an event of such attacks in knowing how the newest attacks work will help in combating them. The system itself can alert and start containing attack by itself if an IDPS (intrusion detection and prevention system) is in place and working properly. In doing so the company's data may already be compromised since IDPS’s work by detecting too much information being fed to the company or finding malicious data coming through or finding strange patterns in that data meaning if the attacker finds a way around that system then the security staff need to have a plan to contain a late found attack and have regular man preformed system checks regularly and after an attack has been done then have a plan ready to improve the company's cyber security to counter any other attacks the same as the one that was performed. Meaning that the company can improve their security after finding the exploit that the hacker had used. 

Automatic lock important doors computers and fire doors so that in case of a fake fire intruders cannot enter most rooms on site in case of them pulling the fire alarm.  
Conclusion 
After researching the most important options I have decided to suggest the following when implementing a new security unit. 

[12] 
 A head of security will monitor all security concerning the organisation cyber-attacks while guard staff will handle the physical security. The head of management will handle the data involved with the company. Next the management must delicate where this information goes to so the teams involved can get the information, they need to do their job but only the bare minimum that is required to do this job efficiently and as quickly as possible. Staff must be educated enough to know that they cannot get complacent about security. If they leave their workspace, they must lock their screens beforehand. Next, they must be sent a file with their accesses for that week and must themselves recall and see if anything stands out for example if a door was opened that they did not open. The staff must use their common sense as well as their education gained from crash courses or the guideline to decide whether to visit a site using the organisation workstations. The guideline is made an updated by the head of security for the organisation and must announce changes made in the guideline to the staff of the organisation. 

[9] [11]  

Confidential information regarding the company must be placed in secure storage. This mean that cloud storage must not be used for critical information. Anything else that does not create a risk to the company for example public information can be stored in the cloud however I suggest encrypting the data and storing data in servers. Making sure there are backups in other data servers off site to make sure that losing data is at the lowest risk and any cyber-attacks that attempt to take this information is minimalised. However, this data must be accessible when needed by the company. 
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