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	Title
	Brimstone 2: Risk Assessment for movement of missiles
	Scope
	Movement of Brimstone 2 missile from storage rack in a dispersal area to an aircraft for loading, with essential personnel only present.

	Date of Issue	
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	Review Date
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	Hazard description and hazard number 
	How could harm occur (causes)? 
	Who or what could be harmed?
	Initial Risk Rating
	Control Measures
	Residual Risk Rating

	
	
	
	Likelihood
	Severity
	Risk
	
	Likelihood
	Severity
	Risk

	1. Unintended initiation of rocket motor whilst handling or loading leading to a projection hazard.


	Electrostatic Discharge (ESD) – damage to components and systems causing a malfunction, or ignition of energetic material leading to an unplanned event.
	Users, other people in the area, the platform and nearby equipment or infrastructure. 
	P
	C
	VH
	Missile designed to be IM compliant.
Equipment and personnel to be grounded when handling or working near the missile or associated equipment.
Anti-static clothing to be worn by personnel working with the missile or associated equipment when available. Low cotton content clothing to be limited, items such as waterproof jackets are prohibited.
Only issued tools to be used, these may be ESD tools where appropriate.
Regular inspections on missiles and components to identify potential issues.
Regular maintenance checks of grounding systems.
Weather forecast to be obtained before starting work and to be monitored throughout the day. No movement of missiles if thunderstorm risk is high. Immediate stop and make safe if thunderstorm risk becomes high. Work may continue if thunderstorm risk is medium but prepare to cease work should the status change.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded. 
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
No unnecessary personnel in the area while missiles are handled and loaded.
Missiles only to be handled in designated areas and only when necessary.
Personnel to be trained in ESD safety with an understanding of low humidity environments and the increased risk of ESD. Training must be regularly reviewed and kept up to date.
Missile design to be tamper proof and utilise multi-step safeguards/locking systems for initiation where possible.
Emergency response plan in place, fire crew on standby during loading.
	R
	C
	M

	
	Radio Frequency (RF) – system or component interference causing a malfunction, or ignition of energetic material leading to an unplanned event 
	Users, other people in the area, the platform and nearby equipment or infrastructure.
	P
	C
	VH
	Missile designed to be IM compliant.
No RF sources (excluding on the aircraft) in vicinity of aircraft and missile.
Loading and handling only to take place a safe distance from all RF sources in the area, such as radar installations 
System has shielded wires. RF filters designed into the missile. Components designed into the missile which have low sensitivity to RF interference. Arming systems has fail-safes.
All personnel to be properly trained, training must be regularly reviewed and kept up to date.
Regular inspections on missiles and components to identify potential issues. Concerns to be raised immediately and missile placed in quarantine.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded.
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
No unnecessary personnel in the area while missiles are handled and loaded.
Missiles only to be handled in designated areas and only when necessary.
Emergency response plan in place, fire crew on standby during loading.
	R
	C
	M

	
	Mechanical – shock/ damage to components and safety systems, cracks in energetic fill from vibration/shock, damage to missile exterior affecting flight stability leading to unplanned events with uncontrolled flight and uneven burning of propellant.
	Users, other people in the area, the platform and nearby equipment or infrastructure.
	O
	C
	H
	Missile designed to be IM compliant.
Use appropriate tools and handling equipment where appropriate.
Personnel trained to use handling equipment and on how to handle, load and inspect the missile.
Handling equipment regularly maintained and inspected.
Use shock absorbing packaging/padding where possible.
Regular inspections on missiles and components to identify potential issues. Concerns to be raised immediately and missile placed in quarantine.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded.
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
No unnecessary personnel in the area while missiles are handled and loaded.
Missiles only to be handled in designated areas and only when necessary.
	R
	C
	M

	
	Fire – unintended initiation through direct heat to propellant and/or failure of safety systems due to heat/fire damage.
	Users, other people in the area, the platform and nearby equipment or infrastructure.
	R
	C
	M
	Missile designed to be IM compliant.
No flames or smoking in the vicinity on site. Flammables required in the area must be suitably stored and must not be used while missiles are being handled.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded.
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
Aircraft must not be fuelled while missiles are being loaded or are on the pad.
All personnel trained to identify potential sources of ignition and to understand the risks associated with fire.
Emergency response plan in place, fire crew on standby during loading.
	I
	C
	L

	2. Unintended initiation of warhead whilst handling or loading leading to a blast and fragmentation hazard.
	Electrostatic Discharge (ESD) – damage to components and systems causing a malfunction, or ignition of energetic material leading to an unplanned event.
	Users, other people in the area, the platform and nearby equipment or infrastructure.
	P
	C
	VH
	Missile designed to be IM compliant.
Equipment and personnel to be grounded when handling or working near the missile or associated equipment.
Anti-static clothing to be worn by personnel working with the missile or associated equipment when available. Low cotton content clothing to be limited, items such as waterproof jackets are prohibited.
Only issued tools to be used, these may be ESD tools where appropriate.
Regular inspections on missiles and components to identify potential issues. Concerns to be raised immediately and missile placed in quarantine.
Regular maintenance checks of grounding systems.
Weather forecast to be obtained before starting work and to be monitored throughout the day. No movement of missiles if thunderstorm risk is high. Immediate stop and make safe if thunderstorm risk becomes high. Work may continue if thunderstorm risk is medium but be prepared to cease work should the status change.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded.
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation.
No unnecessary personnel in the area while missiles are handled and loaded.
Missiles only to be handled in designated areas and only when necessary.
Personnel to be trained in ESD safety with an understanding of low humidity environments and the increased risk of ESD. Training must be regularly reviewed and kept up to date.
Missile design to be tamper proof and utilise multi-step safeguards/locking systems for initiation where possible.
Emergency response plan in place, fire crew on standby during loading.
	R
	C
	M

	
	Radio Frequency (RF) – system or component interference causing a malfunction, or ignition of energetic material leading to an unplanned event.
	Users, other people in the area, the platform and nearby equipment or infrastructure.
	P
	C
	VH
	Missile designed to be IM compliant.
No RF sources (excluding those on the aircraft) in vicinity of aircraft and missiles.
Loading and handling to take place a safe distance from all major RF sources in the area, e.g. radar installations.
System has shielded wires. RF filters designed into the missile. Components designed into the missile which have low sensitivity to RF interference. Arming systems to have fail safes.
All personnel to be properly trained, training must be regularly reviewed and kept up to date.
Regular inspections on missiles and components to identify potential issues. Concerns to be raised immediately and place missile in quarantine.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded.
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
No unnecessary personnel in the area while missiles are handled and loaded.
Missiles only to be handled in designated areas and only when necessary.
Emergency response plan in place, fire crew on standby during loading.
	R
	C
	M

	
	Mechanical – damage to components/safety systems, energetic fill from vibration/shock, damage to missile exterior affecting flight stability leading to unplanned events, uncontrolled flight and uneven burning of propellant.
	Users, other people in the area, the platform and nearby equipment or infrastructure.
	O
	C
	H
	Missile designed to be IM compliant.
Use appropriate tools and handling equipment where appropriate. 
Personnel trained to use handling equipment and on how to handle, load and inspect the missile.
Handling equipment regularly maintained and inspected.
Use shock absorbing packaging/padding where possible.
Missile and systems to be regularly inspected before and after movement to check for damage. Concerns to be raised immediately, place missile in quarantine.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded.
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
No unnecessary personnel in the area while missiles are handled and loaded.
	R
	C
	M

	
	Fire – unintended initiation through direct heat to energetic fill and/or failure of safety systems due to heat/fire damage.
	Users, other people in the area, the platform and nearby equipment or infrastructure.
	R
	C
	M
	Missile designed to be IM compliant.
No flames or smoking in the vicinity – complete smoking ban on site and at any dispersal area. Flammables required in the area must be suitably stored and must not be used while missiles are being handled.
Aircraft and missiles must point in a safe direction while missiles are moved around dispersal area and loaded
Aircraft must not sit in-line with other aircraft and must have sufficient space between them to reduce the risk of propagation. Traverses used to create a barrier between missiles and neighbouring areas.
Aircraft must not be fuelled while missiles are being loaded or on the pad.
All personnel trained to identify potential sources of ignition and to understand the risks associated with fire.
Emergency response plan in place, fire crew on standby during loading.
	I
	C
	L

	3. Manual handling
	Incorrectly lifting or moving the missile leading to musculoskeletal injury.
	Users, other people in the area, equipment.
	P
	M
	M
	Only trained personnel to move/handle missiles. Personnel trained in movement protocols.
Suitable mechanical assistance to be used where appropriate, with restraints and padding. Missile lifted to minimum height needed.
Personnel to be trained in use of lifting and moving equipment and in correct manual handling techniques. Training must be regularly reviewed.
	O
	M
	L

	
	Uncoordinated movement leading to collision between personnel/missiles and/or dropping of missile causing damage.
	Users, other people in the area, the platform, equipment.
	P
	Se
	H
	Only trained personnel to move/handle missiles. Personnel trained in movement protocols.
Suitable mechanical assistance to be used where appropriate, with restraints and padding.
Missile and systems to be regularly inspected before and after movement to check for damage. Concerns to be raised immediately, place missile in quarantine.
	R
	Se
	L

	4. Adverse environmental conditions
	Poor weather impacting an individual’s performance leading missile to be dropped or knocked, damaging the energetic fill, components or safety systems.

	Users, other people in the area, the platform.
	F
	C
	VH
	Unless necessary avoid working in extreme weather conditions.
Cold weather clothing to be worn in cold environments. Manual handling gloves to be provided.
Suitable warm weather clothing to be permitted to prevent over-heating.
Additional rest breaks when working in adverse weather conditions with adequate shelter/facilities.
Missiles must not be left in extreme weather conditions.
Missile and systems to be regularly inspected to check for potential problems. Concerns to be raised immediately, place missile in quarantine.
	R
	C
	M

	5. Human Factors
	Complacent behaviour, SOP not followed, inadequate training leading to accidents and/or damage to missiles.
	Users, other people in the area, the platform, equipment.
	F
	C
	VH
	Comprehensive training for all personnel involved. Training regularly reviewed/updated. Training ensures personnel understand why control measures are in place.
SOPs regularly reviewed. Open communications for suggestions of changes or improvements to processes.
Suitable time provided for safe operations – process not to be rushed. 
Create an ‘if in doubt, raise it’ environment.
Unscheduled safety inspections throughout operations.
	R
	C
	M




	RISK MATRIX

	SEVERITY
		             SEVERITY
	        LIKELIHOOD                        

	
	Health/Safety
	Environmental
	
	Health/Safety
	Environmental

	C
	Catastrophic Multiple fatalities.
	Severe damage, recovery time in years, permanent widespread damage.
	F
	Frequent Likely to be continually experienced.
	Not surprised by activity, will occur several times a year or daily event.

	Cr
	Critical Single fatality, multiple severe injuries and/or reportable occupational illness.
	Significant but less severe impact, recovery time less than one year, long term widespread damage.
	P
	Probable Likely to occur more than once throughout the activity.
	Occurs repeatedly, an incident/task to be expected. 

	Se
	Serious Single severe injury / illness, multiple minor injuries or cases of occupational illness (reportable). 
	Adverse impact with the effects limited to the local area, short term widespread damage.  
	O
	Occasional Unlikely but may occur once throughout the activity.
	Occurs sometimes or is a 6 monthly/annual event.

	M
	Minor: Minor (first aid only) injury or short term absence (non-reportable). 
	Minor impact with effects limited to the immediate area, minimal clean up required, long term local damage.
	R
	Remote Extremely unlikely but may exceptionally occur (e.g. one occurrence every few years).
	Unlikely though conceivable, may occur every few years. 

	N
	Negligible: Trivial consequence, no measurable effects; non-first aid (non-reportable).
	Very little or no impact on the environment, short term local damage.
	I
	Improbable Theoretically could happen but probably never will.
	Theoretically could happen but probably never will.

	        RISK RATING                                                                            

	VERY HIGH
	Work must not commence, or facility shall not be used until management action has been taken to reduce the final overall risk rating. Approvals** required before proceeding.

	HIGH
	Reduce risk through additional controls include e.g. Safe Method of Work, Permit to Work, etc. 
Approvals** required before proceeding.

	MEDIUM
	Reduce risk through additional controls if practicable. Requires written safe system of work, training or competence needs documented.  Approvals required before proceeding**.

	LOW
	This work which may be of a routine nature will be accompanied by simple work instructions.

	TRIVIAL
	Risk is adequately controlled, additional controls required only if the benefits justify the effort.




	LIKELIHOOD
	
	C
	Cr
	Se
	M
	N  
	

	
	F
	VH
	VH
	H
	M
	L
	

	
	P
	VH
	VH
	H
	M
	L
	

	
	O
	H
	H
	M
	L
	T
	

	
	R
	M
	M
	L
	T
	T
	

	
	I
	L
	L
	T
	T
	T
	

	**The Operating Framework (OF) Safety Risk Assessment ‘Instruction’ details the level of Approvals required based on the Final Risk Rating (the Residual Risk). 
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ALARP (as low as reasonably practicable) justifications demonstrate risks associated with a particular task have been reduced to the lowest level that is acceptable when benefit, cost, time and effort are considered together. There are regulations and laws which need to be considered and referenced to show the risks are ALARP. Some of these regulations are general and apply to almost all employers. These include, but are not limited to:
· Health and Safety at Work Act (1974) [1].
· Personal Protective Equipment Regulations (2018) [2].
· The Management of Health and Safety at Work Regulations (1999) [3].
· The Reporting of Injuries, Diseases, and Dangerous Occurrences Regulations (2013) [4].
For a workplace with specific or unique hazards, such as explosives, there are industry specific regulations including:
· The Dangerous and Substances and Explosive Atmospheres Regulations (2002) [5].
· DSA 02 Defence Ordnance, Munitions and Explosives (OME) Regulations [6].
· The Manufacture and Storage of Explosives Regulations (2005) [7].
· DSA 03 OME Part 2: In-service and Operational Safety Management of OME [8]
These were used to guide decisions.
[bookmark: _Toc171685664]Purpose 
This justification will demonstrate the risks associated with electrostatic discharge causing unintended initiation of the warhead whilst handling or loading have been reduced to ALARP. A risk assessment (RA) for the activity can be found in section 1 of this document. Only the hazard mentioned above will be addressed in this justification. The control measures identified were based on a more qualitative approach using regulations, engineering judgement, and best practice guidance.
Information regarding Brimstone 2 is largely classified so assumptions have been made. The information in the RA and the justification may therefore not be completely representative of the actual design of the missile.
[bookmark: _Toc171685665]Justification
The control hierarchy and the ALARP triangle were also used to guide decisions on control measures. The control hierarchy requires risks to be eliminated, if possible, rather than focusing on measures to reduce the risk in the first instance. This principle is shown in Figure 1. This task has to involve explosives, it is not possible to eliminate this risk completely. Therefore, other control measures were considered, these are discussed below. 
[image: A diagram of a pyramid
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[bookmark: _Ref171602681][bookmark: _Toc171685670]Figure 1 Hierarchy of Controls for Risk Assessments [9]

The ALARP triangle represents the balance between risk, cost and benefit. Figure 2, shows the three regions, representing intolerable where risks would generally be considered too high, a tolerable where risks could be reduced further but only with a disproportion cost to the actual gain, and broadly acceptable where further control measures are not required as the risks are acceptable. 
[image: A diagram of risk management
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[bookmark: _Ref171603099][bookmark: _Toc171685671]Figure 2 ALARP Triangle [10]

Several routes for harm to occur through unintended initiation of the warhead were identified. These are:
1. Electrostatic discharge (ESD)
2. Radio frequency interference 
3. Mechanical damage
4. Fire
Due to the extent of the controls identified for the above, the justification will focus on ESD controls showing how they are ALARP.
[bookmark: _Toc171685666]Electrostatic discharge control measures
The nature of the Brimstone 2 missile means it is essential that it contains an explosive, therefore eliminating this risk completely is not feasible. As there is very little open-source information available for Brimstone 2, it has been assumed that the system was designed to be insensitive munition (IM) compliant, and the explosive is not sensitive to ESD. This fulfils the next stage on the control hierarchy with the substitution of a comparably less sensitive explosive. The system and subcomponents may still be sensitive to ESD. Measures to control this risk were needed. Simple, reasonable cost and easy to implement ideas were chosen. 
Many of the control measures identified are considered essential for all employers and are covered in regulations such as The Health and Safety at Work Act. For example, the provision of information, instruction and training, is a general duty of all employers to their employees. A control measure identified for ESD was the training of all personnel, with an emphasis on the hazard of ESD and low humidity environments. This level of training was selected for all personnel as an understanding of why an action is carried out with very specific instructions, will help reduce deviation from protocol and help with the identification of ad hoc ESD hazards during operations. Training is an administration control and low on the control hierarchy, but it is essential to good practice and reducing the risk of accidents or unplanned events.
Limiting the number of personnel in the area during operations not only reduces the severity of an event but it also reduces the likelihood of an event. 
The missile is presumed to be designed with anti-static shielding around sensitive components, and other ESD protective measures to be present. It was decided to perform regular visual inspections on missiles and components to identify potential issues with protective measures or to identify damage to the missile. Consideration was given to a higher level of inspection, such as x-ray, but the benefit that would be gained from this is unlikely to be reasonable compared with the cost of sending every missile off for inspection. The additional transport and handling of the missiles for the detailed inspections would also generate further risks. A combination of the cost and increased risks meant this additional level of inspection was excluded as a viable control measure. Should technology improve and allow for easier more detailed inspections, this would be reassessed, and changes made when and if possible.
It is also presumed the missile has been designed with fail-safe systems to prevent unintended initiation by ESD. An ESD control measure designed into the missile drastically reduces risk of ESD during its lifecycle. The fail-safe systems will have been testing during design to show compliance and reduce the likelihood of an unplanned event even if there is an ESD.
It is likely during operations that multiple aircraft would be loaded at the same time. This creates the possibility of an event propagating between aircraft should one occur. To remove the risk completely it would be possible to permit only one aircraft to be loaded and on the dispersal area at any one time. While this removes the risk it also places unreasonable constraints on the task, potentially impacting the operation itself. A suitable compromise would be distancing aircraft far enough apart to prevent propagation but not so far as to hinder work. Additionally, aircraft must never face other aircraft as this create a direct route for propagation and could end in disaster, as seen in the 1967 USS Forrestal accident [11]. To reduce the risk to the general population, load missiles facing a traverse. This reduces the severity of an event should there be one and is cost effective compared with the benefit.
Anti-static clothing reduces the risk of static build up, and therefore discharge. Working in a full conductive regime also helps reduce this risk. However, it is not practical or sensible to do this on a dispersal area with aircraft. A control of anti-static clothing was chosen with consideration to what is available to military personnel. It is not feasible for them to wear full anti-static clothing on operations so best practice should be followed. However, consider is given to clothing which cannot be worn under no circumstances, such as waterproof jackets, which are known to create static build-up [12]. This does create an issue of itself with personnel working in wet conditions with limited suitable clothing, so it is recommended a separate risk assessment is conducted to provide suitable control measures for any identified hazards. Ground of personnel and missiles helps to mitigate the issue of no anti-static clothing. Even if anti-static clothing were to be worn, grounding equipment must also be used as it will reduce the risk of static discharge between personnel and the missile. This reduces the likelihood of unintended initiation of the warhead. Building redundancy into this control is relatively easy and low cost. Multiple grounding points for personnel and equipment provides an additional safety margin, lowering the risk further. As such, it was selected as a suitable control measure. Equipment must be regularly maintained to ensure its effectiveness. The use of anti-static tools provides the same benefit as above with a relatively low cost. 
Thunderstorms present a significant risk when working with explosives. This risk cannot be eliminated or controlled. Therefore, strict rules governing working when thunderstorms are near are needed. The RA identified a weather forecast should be obtained before starting work and updates provided throughout the day or when conditions change. This cannot be reduced any further and is therefore considered ALARP.
It is accepted there may be an accident or an unplanned event despite having control measures in place. To reduce the severity of an emergency, it was decided to create an emergency response plan. Having a fire crew on site on standby was decided to be reasonable as there would be a sufficiently quick response time to deal with an emergency. It would be possible to have a fire crew at the dispersal area but monopolising an emergency response team is not reasonable for an event which is unlikely to occur.
[bookmark: _Toc171685667]Review
This ALARP justification will be reviewed annually as a minimum, and if the SOP or technology changes. It is essential to continue to review incidents involving ESD so recommendations can be considered. This will ensure the control measures implemented here continue to be ALARP.
[bookmark: _Toc171685668]Conclusion
This ALARP justification has shown the level of chosen control measures are proportional to the benefit with consideration to time and effort. The measures taken are practical and at this stage no additional reasonable measures could be taken. This position will continue to be reviewed. 
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