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1. Introduction

I have been tasked with an assignment that requires a solution to be synthesized based on a potential real-life scenario. The assignment has been spilt into 2 tasks.
Task 1 – This part requires a research to be conducted on various computer forensics tools, analyze them, and use a table to categories them.
Task 2 – A link has been given to a cloud location whereby a number of RAW image files have been provided. These RAW images must be downloaded, imported, analyzed and have a report generated by the chosen tool.
The next part would be to document the steps the of the investigation of the given scenario deciding whether an incident handler or a forensic investigator is required.
At the end, an invoice must be created detailing what the charges were for investigating the case.
A conclusion will also be written up as well as an abstract detailing how the assignment went from start to finish, what has been learnt and how it could have been written better with suggestions for the future.

1.1 Computer Forensics
Computer forensics is the analysis and investigation of a digital device, gathering evidence and preserved in a lawful manner so that it can be presented in a court of law [1]

1.2 UK Courts/Law
These days, almost every crime will have some kind of digital evidence in it due to the number of digital devices we use in our day to day lives.
This evidence can come from smart devices such as mobile phones, WIFI hubs and CCTV cameras and even smart watches. [2]
In the UK, law enforcement has the power to get information. This can be done by the help of legislation, such as Regulation of Investigatory Powers Act 2000 [3] and the Data Retention and Investigatory Powers Act 2014 [4]

1.3 Chain of Custody
With the rise of digital crime, it is important to follow particular steps in order to present evidence in a court of law that can be admissible.
For evidence to be considered legally acceptable in court, it must have gone through the chain of custody unbroken.
“From the time it is collected until it appears in court, an item of evidence must always be in the physical custody of an identifiable, legally-authorized person” [5]
An example of this is:
· A gun is collected by a police officer at a crime scene and is placed into a secure sealed container.
· A forensic technician is then handed the gun by the police officer. 
· The gun is removed from the container by the technician and finger prints are then collected along with any other evidence present on the weapon. This is all then placed back into the secure container along with the weapon.
· a police evidence technician receives the gun and other related evidence from the forensic technician.
· Gun and related evidence are safely stored and all authorised access to the evidence until the end of its use is recorded.
[5]

1.3.1 Chain of Custody Form
The chain of custody form also known as CoC or CCF is a form that must be used in order to record the following:
· Seizure of evidence
· Custody
· Control
· Transfer
· Analysis
· Disposition of physical and electronic evidence.
[5]

2. Research Forensic Tools and Methods
In this section, various tools that are used in computer forensics will be discussed with a table generated with the most widely used tools along with their costs.
Various methods will be discussed on how data is obtained during a forensic investigation and which are the best to use to obtain the best results whilst still following the chain of custody

2.1 Crime Scenes
When arriving at a digital forensic crime scene, there are certain core objectives that need to be met. Along with this, the chain of custody needs to remain in thought so that the criminal is prosecuted in court with the supporting evidence.
The core objectives can be found below:
· Establish whether or not a crime has been committed.
· Eliminate a suspect from the scene.
· link at least one suspect to the scene.
· Assert the identity of the suspect, victim or witness
· Disprove or confirm witness accounts
· interpret the scene in relation to movements within the scene and sequences of events
· if possible, link crime scenes together and give intelligence on patterns.
[6]

2.2 Live Data Acquisition
Acquiring live data when at a crime scene is vitally important as it will give the latest information on what the criminal was up to just before a crime might have been committed or about to be committed.
A "live" acquisition of data is the data retrieved from any digital device when its running or in standby mode and not completely shut down. There is a degree of risk with this because data is likely to be modified and that’s why a bit by bit copy is taking to preserve the evidence in its original state so that it’s not tampered with. 
“This is a process that is quickly becoming the best way to acquire data as disk drive capacities increase to the point where they are difficult to 'image' and 'cloud computing' technology means that you cannot even access the hardware in many cases.” [7]

2.3 Write Blockers
When attempting to obtain data from a digital device at a crime scene, it is extremely important that no software on the device is able to change or tamper with the data in an attempt to get rid of evidence that can be used in court to incriminate a suspect.
According to the National Institute of Standards and Technology (NIST), the investigator on the scene will follow a particular set of procedures that are designed to prevent any program that has the capability to modify the contents on the disk. The following strategies are used so form a layered defence to prevent any writing to the disk [8]:


· The disk will be made read only by having a hardware jumper set to it.
· Trusted software and an operating system are used to never write to the disk unless authorised instructions are given.
· To avoid accidental disk writes, a write block tool is used to prevent this.

Let’s take an example where Mr A is a forensics analyst and he receive a hard drive for investigation that could contain evidence that can be used in the court of law.
When the investigator receives the hard drive, the first instinct would be to plug it in to review the contents. This act alone however is enough to make modifications to the data and spoil the evidence.
This is why a write blocker needs to be used and here below are a few scenarios of how data can be modified when carrying out particular tasks [9]
· Using windows explorer to browse an image that’s inside a folder, using the option of a thumbnail view will cause windows to create something called a thumbnail cache file. In order for this not to happen, an option to “Do not cache thumbnails” can be selected.
· The last time a file or image was accessed using windows explorer would also be updated.
· Metadata associated with last access time file system for let’s say an excel sheet would also be altered.
· Extra temporary files could be created when opening certain files in a folder. An example of this is if you open a new word document called “new.doc” a temporary hidden file would be created called “~$new.doc” This would be created within the same folder. When Microsoft word is closed, this normally deletes, however if word closes abnormally, it will remain there.
· Hash values and binary content of a PST file (Personal Storage Table) that are opened in MS outlook would change.
· Attached hard drives could get corrupt or damaged if the host pc was infected with a virus or malware.
· Last time accessed files can be tampered with by some antimalware or antivirus software to allow them to be updated.

2.4 Port tapping
When working as part of a cybersecurity team, It is crucial to have the ability to record data packets and also intercept traffic on the network in real time to prevent crimes and attacks. [10]

2.5 Faraday Bags
The Faraday cage was invented by a person called Faraday and the purpose of this case was to block RF signals from being sent or received from electronic devices like mobile phones, laptops and even car keys. [11]
It is an important way of stopping cyber attacks and prevent digital devices from being hacked which is very important when taking away digital evidence.
Digital devices such as mobile phones, laptops, tablets, smart watches, GPS units, etc. are always seized by forensic investigators. Immediately after device seizures, there are 3 important steps to consider [12]
· Integrity of evidence:  No activity must occur on the device such as text messages, data usage or incoming or outgoing calls.
· Remote locking and wiping: Online services such as google and Icloud can allow device to be wiped remotes by the user’s request.
· Remote locating: By using the GPS on the mobile phone, authorities carrying the device can be located

2.6 Hashing
It is a method of applying a random length of a mathematical function to a text.  When a shorter fixed length value is generated, or a hash value in other words, faster accessing of data is possible for security storage purposes. [13]
MD5 – This is a hashing algorithm that takes any message of any length what so ever and outputs it with a fixed length random generated key that is used to make sure the original text was never changed.
If the original text becomes changed the hash key will not match the one generated. [14]

2.7 Password Cracking
In computer forensics, password cracking happens almost all the time. This is because the criminals will always try to secure everything with a password that is difficult to use.
In computer forensics, there are specific techniques that are used in order to obtain the password as quickly as possible.
Some of these techniques are used by hackers and not only forensic analysts. [15]

2.7.1 Dictionary Attack
One of the ways of gaining entry into a password protected server and PC is by using a dictionary attack or also known as a brute force attack.
The way this is used is a program will use every word used in the dictionary possible to try and guess the password [16]

2.7.2 Rainbow Table Attack
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