COGNITION INACTION

Human Errors contribute up to 90% of

incidents and accidents
* Paddington Rail Crash + Southall Rail Crash
* Herald of Free Enterprise Disaster

Is human error the fault of the individual
or the systems and organisational culture
in which they operate?




\%\O What is an error?
* Failure of planned actions to achieve their
intended outcome.
* Deviation between what was actually done
and what should have been done.

Costa Concordia

Costa Concordia Disaster :/

Captain Francesco Schettino deviated from ship's
computer-programmed route to treat people on a nearby
Island to the spectacle of a close sail-past.

Ship's officers first told passengers that the problem was a
reparable "electrical fault" and told inquiring maritime
officials that the event was merely a "black out".

Captain delayed preparations to abandon ship, and the
ship developed a hole, both of which hindered eventual
evacuation attempts.

« The captain left the ship during the evacuation and did
not reboard despite orders by maritime officials.

multiple manslaughter in connection with:
« Causing a shipwreck,

« Failing to assist 300 passengers, and

« Failing to be the last to leave the wreck.

l\o Costa Concordia Disaster Y
« Captain arrested on preliminary charges of

+ Also charged with failing to describe to
maritime authorities the scope of the disaster
«+ For which 7 other officers/managers of Costa
Cruises were investigated for abandoning
incapacitated passengers.




\%\o Three basic error types 4

Skill-based slips &
lapses

ERRORS Rule-based mistakes

Knowledge-based
mistakes

\%\OSIips & lapses: 3 main types

*Recognition failures
*Memory failures
*Attention failures

» Each linked to specific cognitive function
* Perception,
* Divided Attention,
* Prospective memory,
* Automatic processing

N

Rule-based mistakes

*Misapply a good rule
—Inappropriate circumstance

*Apply a bad rule
—Unwanted consequences

*Fail to apply a good rule
—violation/non-compliance




*Routine
—we never wear hard hats here

Q\o Types of Violation

«Situational
—I normally wear a hard hat but it would make
access to this area difficult

*Exceptional

—I should get my hard hat but | need to reach this
panel quickly and it will only take a moment

*Optimising

—Hard hats are not really necessary for this task
and | can get it done more quickly this way

Ocur when people have to improvise in
novel situations.

@\o Knowledge-based errors 4

Influence of various cognitive biases:
—Confirmation bias

—Over-confidence

—Out-of-sight-out-of-mind

—Halo effects: impression created in one area
to influence opinion in another area

Dealing with novel situation in dangerous
setting is highly error-provoking

Q\o

What factors may lead
to human error?




@\o

What factors may lead to human error?
* Safety Culture
* Organisational systems (automation)
* Lack of training/competence
* Workload
Fatigue

l\o Causes of Violations
Lack of safety culture

Incorrect knowledge of consequences
Poor morale
Violation-condoning norms
Inappropriate/ambiguous rules/ instructions
Macho attitudes
Pressure:
Workload
Perceived management expectations
Time
Output

Q\o

Human Error
& Fatigue




Fatigue implicated in 20% of accidents
on major roads.

Costs UK £115 - £240 million p/y in
work accidents alone.

Incidence of accidents & injuries higher:
On night shifts,
After a succession of shifts,
When shifts are long
When there are inadequate breaks.

http://www.hse.gov.uk/humanfactors/topic
s/fatigue.htm

*Workload

*Working environment
*Shiftwork

*Overtime

*On call working
*Travel time

*Recovery time

K\}\o Causes of fatigue

Increased risk of incidents

l Fatigued people are.. /J
... more prone to:

*Error, poor decisions, memory lapses
*Work more slowly and less effectively
*Drowsiness (e.g. can include micro-sleeps)

And are less

Alert, receptive, responsive

*Able to detect change e.g., monitoring
*Able to sustain concentration



http://www.hse.gov.uk/humanfactors/topics/fatigue.htm
http://www.hse.gov.uk/humanfactors/topics/fatigue.htm

l\o Fatigue at work

*Acute fatigue

—Sleep loss previous night

—Tiredness after work (e.g. demanding day)
—Can be compensated for and quickly overcome

*Cumulative fatigue

—Longer term sleep loss

—Inadequate quality & quantity of sleep
—Overcome by extended sleep

—2 night recovery period

l\oCan you recognise fatigue warning signs?;/

Fatigue management Guide 2005
Workplace Health & Safety Queensland

/4

1\Folkard & Lombardi (2006)

“Estimated risk of injury/accident associated with
’any given number of weekly work hours varies
substantially depending on how work hours are
comprised. Risk depends on length and type of
shift, as well as frequency of rest breaks.”

"Placing limit on risk associated with a
particular work schedule is likely more
effective than setting daily, weekly or
monthly work hour regulations in keeping
workplace safety within acceptable limits.”




N, P/

Impact of fatigue on performance

Varies with info processing demands of task

Sleep deprivation can lead to loss of attentional
resources (cognitive architecture)

Internal circadian rhythms can affect performance
Person’s knowledge of task environment is key

Variation in effort-regulation

4

Development of HSE Fatigue Index

*Based on analysis of accidents and shift work
patterns

*Higher score = higher probability of a
person feeling extremely fatigued

*Validated with Karolinska Sleepiness Scale

l\oDeveIopment of HSE Fatigue Index/ J

Fatigue Index Calculations based upon:

scumulative fatigue

«time of day shift length

«the effect of breaks

srecovery from a sequence of shifts.

BUT: No thresholds/cut-offs for
“unsafe” levels of fatigue




Q\O Shift work & Health (HSE view)

Fatigue is key established health effect
*Fatigue can itself create other adverse
consequences — e.g., accidents, injuries and
other H&S failures

*Also leads to detrimental health effects/social
issues

Q\O Reason’s Swiss Cheese Model 4

SUCCESSIVE LAYERS OF DEFENSES

Reason, J. (1990) Human Error.
Cambridge: University Press, Cambridge.

Reason’s Swiss Cheese Model of System Failure
*Every step has potential for failure, to varying degrees.

*Holes are opportunities for process to fail & each slice is
“defensive layers” in process.

*Error may allow a problem to pass through a hole in
one layer, but in next layer holes are in different places,
and the problem should be caught.

*Each layer is a defence against potential error impacting
the outcome.

*For a catastrophic error to occur, the holes need to align
for each step in the process allowing all defences to be
defeated and resulting in an error.




\%\o

How can we reduce
human error in the
workplace?

\%\o Organisational Culture /

*Effective training/re-training programmes

*Effective recruitment & selection
strategies

*Good working practices (working hours
etc.)

*Good leadership

*Enhancing motivation, commitment,
morale

%\O Systems Design / J

*Importance of designing systems that
minimise the chance of an employee’s
error resulting in serious consequences

*Particularly in automated industries e.g.,
Nuclear industry.




/

1\’Organisational Safety Culture

*Effective leadership on H&S

*Employee involvement in H&S

eInvestigations of near misses (not just
incidents/accidents)

*Team responsibility for error reporting

*Not disciplining staff for reporting errors
(promoting reporting culture)

l\o 4
*Fatigue management policies

*Sleep contracts

www.hse.gov.uk/humanfactor

s/topics/fatigue.htm

General HSE view

*Law requires duty holders to eliminate risk if
possible (e.g. is shift work necessary?)
*Employers should:

—consider risks of shift work & benefits of
effective management;

—establish systems to manage risks of shift work
—assess risks associated with shift work in their
workplace;

—take action to reduce these risks;

—check & review shift-work arrangements often



http://www.hse.gov.uk/humanfactors/topics/fatigue.htm
http://www.hse.gov.uk/humanfactors/topics/fatigue.htm

Legal Duty
°General duties under Health &
Safety at Work Act and the...

*Management of Health and Safety
at Work Regulations.

*Specific duties under the Working
Time Regulations (WTR).

to Prevent Commercial Vehicle
Drlver Fatlgue (2007)

K\;\o Guidelines for using Napping 4

National Transport
Commission, Australia

Napping

*Timing of nap is important

—Preventative napping more effective than
recuperative naps

—Naps between 2 and 4 pm are most effective
—Naps are easiest to take between 2 and 4pm and
between midnight and 6am

—Naps in early hours of morning more likely to
result in grogginess — sleep inertia (up to about
30 mins after waking)

*Duration of nap

— 15, 30, 60, 120 mins

*Napping environment




Bright light exposure /
'To aid adaptation to night shifts by shlftlng
the sleep-wake schedule

—Exposure in first half of night

—Linked to body temperature cycle for timing
*Direct alerting effect leading to improved
performance levels, reduced sleepiness and
increased vigilance

*Use of morning goggles to counteract the
melatonin suppressing of bright light
exposure

Caffeine

—Effective dosages vary (50-300mg)
—Timing important

*Hypnotics for insomnia

*Melatonin (natural hormone produced by
pineal gland — inactive during day)
—Unpredictability in effective dosage &
formulation

=Can directly promote daytime sleep

Pharmacological interventions /
-Modaflnll for shift work sleep disturbance

A Human Factors Approach

Major Accident ‘Optimized performance of
Scenarios Safety-Critical personnel




1\0 Human Reliability Assessment /J
*First step in carrying out a HRA (

—Work out what can go wrong
—To work out what can go wrong,
you have to understand the task

*The role of task analysis:
—Understanding, in advance of errors,
how people really do tasks...

—and hopefully pre-empt such errors

l\oControI measures/barriers
Defencein depth

Some holes due to latent conditions
Some holes due to active failures

After James Reason 1997
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