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AIM(S)
· To provide the student with an understanding of the underlying concepts and principles necessary for the implementation of web technologies including the analysis of the security of an Internet/intranet system with regard to internal and external threats

LEARNING OUTCOMES

Upon the successful completion of this module, the student should be able to:
1. Demonstrate an understanding of the standards, concepts, principles and practice required in the implementation of websites and to select and deploy web languages to implement websites
2. Demonstrate systematic understanding of security policies and measures to mitigate internal and external attacks and threats in a network

INDICATIVE CONTENT
· Web fundamentals, including web architecture, browsers, web-enabled devices and compatibility issues.
· Web design concepts: information architecture, design principles, page layouts and grids, schematic design tools.
· Core technologies and standards for building web pages e.g. HTML and XHTML for structural layout and CSS for visual design and style.
· Web content: text, graphics, audio, animations, video, etc., hypertext and hypermedia, web forms.
· Web Accessibility: guidelines, standards, tools and techniques for designing accessible websites.
· Website evaluation e.g. standards validation, performance assessment and evaluation tools.
· Network security and principles
· Developing a comprehensive network and self-defending networks
· Security policy, standards, guidelines and procedures
· Authentication, Authorisation, and Accounting
· Firewall technologies
· Fundamentals of cryptography
· Intrusion detection system and intrusion prevision system
· Web and database attacks – attacking webservers, category of risk, vulnerabilities of Web Servers and applications, permissions, SQL injections, attacking tools
· Database Vulnerabilities – locating databases on the network, database server password cracking, locating vulnerabilities in databases
· HTML – Vulnerabilities, analysing suspicious sites, MSO4-040 threats
LEARNING AND TEACHING STRATEGY

The study time for the module is divided as follows:

	Activity type
	Hours
	Percentage

	Tutorial
	60
	30%

	Independent learning
	140
	70%

	Placement learning
	0
	0%

	TOTAL
	100
	100%




ASSESSMENT


Assessment Component 1

	☐	Written exam
	☒	Coursework
	☐	Practical



	Mode of assessment
	Volume
	Weighting

	Essay 
	2000 words + implementation
	100%



Assessment Component 2

	☐	Written exam
	☒	Coursework
	☐	Practical



	Mode of assessment
	Volume
	Weighting

	Essay 
	2000 words 
	100%





Assessment Summary
	Activity type
	Percentage

	Written exam
	0%

	Coursework
	100%

	Practical
	0%

	TOTAL
	100%
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