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Module Learning Outcomes 	(from module syllabus)
Demonstrate systematic understanding of security policies and measures to mitigate internal and external attacks and threats in a network.					





TASK DESCRIPTION


Synthesize a solution to a potential real life scenario

Background:
The proliferation of mobile Internet devices such as laptops, tablets, smartphones, mobile phones, PDAs and even Satnavs is called IT consumerism. Because people use these mobile devices to connect to the Internet to make payments for services, email, blogging, social interaction, shopping, entertainment, research etc, there is immense pressure on IT managers and IT policy makers in corporate environments to allow employees, senior staff, and even clients of the companies to access their corporate networks using their personal mobile devices. The use of these personal Internet mobile devices to access corporate networks is called Bring your Own Device (BYOD) also referred to as Bring Your Own Technology (BYOT).


Figure 1: BYOD deployment at a corporate LAN.

Scenario:
Hyper-fort is a consultancy company specializing in the energy sector. Hyper-fort has extensive presence around the globe. The company uses cloud services to deliver IT services to its staff and clients. It is estimated that almost 95% of the company's network is wireless based. The company also has a massive online presence and social media presence to promote its activities.

Because of its large staff and customer base, the company has recently come under immense pressure to allow both its staff and customers to use their personal devices to access the company's network/resources. Security of personal staff's data and client's data is the company's major concern. The company is also concerned about protecting its intellectual properties, which is worth billions. 

You are an IT Security Consultant hired by Hyper-fort to recommend guidelines on a comprehensive security policy that covers all aspects of its enterprise network, including online and offline resources. 

You are asked to state all assumptions made in your report.

Task:
The principal feature of BYOT, which makes it attractive to users is that the user owns, maintains and supports their device. This poses so many security challenges to the data controllers at the enterprise network. The security of customer data, employee data, and intellectual properties is the main concern. 

From the scenario given above, develop a comprehensive BYOT framework that covers all aspects of the company's enterprise network.  This implementation must be submitted on Moodle.
The framework should reflect your study stream this could include but not limited user policy, device management policy, security policy etc. 
A data flow diagram showing the implementation of your BYOT management architecture is required.
Use appropriate software such as Cisco Packet Tracer or any other suitable tools to demonstrate the configuration of the Hyper-fort Ltd enterprise network.
The countermeasures employed for the implementation should demonstrate secured and restricted access to the company such as their services, email, blogging, social interaction, etc.
Select a Mobile Device Management Software for your BYOT and explain the rationale for your choice.
Write the advantages and disadvantages of BYOT (Think of increase in productivity as opposed to risks).

Your design should also assess the following issues and mitigate threats emanating from them when used in the proposed BYOT to be deployed at Hyper-fort.

What type of data is retained by the mobile devices connecting to Hyper-fort network?
What is the potential for data leakage when the participating devices leaves the office environment?
How to address the blending of personal and business usage when devices are in office.
What strategy to deploy to deal with different brands of devices.
What strategy to deploy to deal with different Operating System platforms.
What strategy to deploy to deal with different application on user devices.
What mitigating strategy will be deployed when the owner of a participating device leaves their employment or the device is lost, stolen, or fails.


























GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



Report Requirements:
The report should be 2500-3000 words. 
The report should be typed and font size should be 12 Times New Roman. 
The lines or the bars in the same figures should use different line styles if they are not in colour. 
The figures should be clear enough so that all the captions will be clearly readable. 
You are required to produce a full progress and configuration of your network. 


Report format:
Abstract
Introduction
Related work (Research aspect/literature review focus)
Problem formulation, if necessary (this will outline the problem that you will investigate and implement)
Implementation (Discuss of the implementation through medium/method use e.g. simulation or practical experiment)
Results/Findings & discussions
Conclusion, recommendation and future work (From your findings what do you recommend, discuss or state these.  What can be done in the future to improve on your findings will be the future work).




NOTE: The guidance offered below is linked to the five generic assessment criteria overleaf.

Engagement with Literature Skills (15%)
Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s) set.    You should provide evidence that you have accessed an appropriate range of sources, which may be academic, governmental and industrial; these sources may include academic journal articles, textbooks, current news articles, organisational documents, and websites.  You should consider the credibility of your sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.   Any sources you use should be current and up-to-date, mostly published within the last five years or so, though seminal/important works in the field may be older.  You must provide evidence of your research/own reading throughout your work, using a suitable referencing system, including in-text citations in the main body of your work and a reference list at the end of your work. 

Guidance specific to this assessment: Your work must include articles published by peer reviewed journals, conference proceedings, books, and related website (e.g. IEEE, ACM, Science direct). Information from website such as how, wiki, forums, etc. will not be accepted.

Marks will be awarded for:
Diversity  of sources and materials used
Key concepts discussed 
Appropriate summaries of articles and level of critical appraisal of literature
Application of appropriate referencing conventions (9 marks allocated for proper and appropriate referencing)



Knowledge and Understanding Skills (15%)
At level 4, you should be able to demonstrate knowledge of the underlying concepts and principles associated with your area(s) of study.  Knowledge relates to the facts, information and skills you have acquired through your learning.  You demonstrate your understanding by interpreting the meaning of the facts and information (knowledge). This means that you need to select and include in your work the concepts, techniques, models, theories, etc. appropriate to the task(s) set.  You should be able to explain the theories, concepts, etc. to show your understanding.  Your mark/grade will also depend upon the extent to which you demonstrate your knowledge and understanding. 

Guidance specific to this assessment: On chosen topic, your work must demonstrate understanding of concepts and underlying principles.  You should explain and analyse the scenarios you have derived for the company from your chosen topic in a meaningful way.   The security policy you create will be the blueprint that dictates your scenarios for the campus. 

This will be assessed by 
Depth of the research
Strength of the statements
Structure of the paper
Quality of the report
Following IEEE format



Cognitive and Intellectual Skills (40%)
You should be able to present, evaluate and interpret qualitative and quantitative data, in order to develop lines of argument and make sound judgements in accordance with basic theories and concepts of your subject(s) of study. You should be able to evaluate the appropriateness of different approaches to solving problems related to your area(s) of study and/or work. Your work must contain evidence of logical, analytical thinking. For example, to examine and break information down into parts, make inferences, compile, compare and contrast information.  This means not just describing what! But also justifying: Why? How? When? Who? Where? At what cost? You should provide justification for your arguments and judgements using evidence that you have reflected upon the ideas of others within the subject area and that you are able to make sound judgements and arguments using data and concepts.  Where relevant, alternative solutions and recommendations may be proposed.

Guidance specific to this assessment: Your work must demonstrate critical analysis and evaluation of chosen technologies. Your work must also justify your choice and provide evidence that your choice is better than other methods.

This will be assessed by the quality of your comments and conclusions, throughout the report:
Innovative approach used in designing a complete countermeasure solution for the campus.  
Key observations and impact identified to support security measures for future growth. 
Observations are well thought through and discussed
Organisation of ideas and evidence
Analysis of the findings



Practical Skills (20%)
At level 4, you should be able to apply the basic underlying concepts and principles to evaluate and interpret these within the context of your area of study. You should be able to demonstrate how the subject-related concepts and ideas relate to real world situations and/or a particular context.  How do they work in practice?  You will deploy models, methods, techniques, and/or theories, in that context, to assess current situations, perhaps to formulate plans or solutions to solve problems, or to create artefacts.  This is likely to involve, for instance, the use of real world artefacts, examples and cases, the application of a model within an organisation and/or benchmarking one theory or organisation against others based on stated criteria.  

Guidance specific to this assessment: You must use software such as Packet Tracer, or any other suitable networking tools to demonstrate the network design you have adopted. 

This will be assessed by the network or web/database model construction based on: 
The configuration of the infrastructure (LAN/WAN, WEB/DATABASE, etc.  technology use)
The countermeasures employed for the implementation 
Implementation of secured access and restricted access to the necessary site(s)
Application used 
Protocol involved


Transferable Skills for Life and Professional Practice (10%)
Your work must provide evidence of the qualities and transferable skills necessary for employment requiring the exercise of some personal responsibility.  This includes demonstrating: that you can communicate the results of your study/work accurately and reliably, and with structured and coherent arguments; that you can initiate and complete tasks and procedures, whether individually and/or collaboratively; fluency of expression; clarity and effectiveness in presentation and organisation. Work should be coherent and well-structured in presentation and organisation.


Guidance specific to this assessment: You must submit a report which should be approximately 2,500 – 3,000 words in length. The report should be presented in an academic way (IEEE/ACM format) and therefore must include an abstract, an introduction, a conclusion and a list of references. The report must be submitted via Turnitin as well.

This will be assessed based on the written and presentational quality of your report:
Flow
Professionalism 
Comprehension (grammar and spelling) 
Completeness and presentation of report







     STUDENT FEEDBACK FORM


This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.


Generic Assessment Criteria 	Marks available	Marks 	awarded
1. Engagement with Literature Skills	.		
	A good diversity of sources and materials have been used to back up the content with key concepts discussed and appropriate summaries of articles and level of critical appraisal of literature shown.								13
	15	
2. Knowledge and Understanding Skills			
	Good in-depth research shown and a strong strength of the statements given.					11
	15	
3. Cognitive and Intellectual Skills			
		Some very good compare and contrast statements made, with well thought out observations and good analysis of the findings made.	Good appropriate recommendations for future growth considered and an organised use of ideas and evidence given.							27
	40	
4. Practical Application Skills			
		An adequate overview of the company’s network infrastructure designed using Packet Tracer given, with a detailed DFD diagram showing the implementation of the proposed solution. 						14
	20	
5. Transferable Skills for Life and Professional Practice			
The report demonstrates that you can communicate the results of your study/work accurately and reliably, with structured and coherent arguments.	You have demonstrated that you can initiate and complete tasks and procedures, whether individually and/or collaboratively; fluency of expression; clarity and effectiveness in presentation and organisation. Work should be coherent and well-structured in presentation and organisation						8
	10	


Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )	Late Submission Penalties (tick if appropriate)	73%
	Up to 1 week late (40% Max)		
	Over 1 week late (0%)		







GENERIC ASSESSMENT CRITERIA


Level 4
In accordance with the Framework for Higher Education Qualifications, at the end of Level 4 students will be expected to have demonstrated knowledge of the basic underlying concepts and principles of a subject, and an ability to evaluate and interpret these within the context of that area of study. They should be able to present, evaluate and interpret qualitative and quantitative data in order to develop lines of argument and make sound judgements in accordance with basic theories and concepts of their subject(s) of study. They will have learned how to evaluate different approaches to solving problems, and will be able to communicate the results of their study/work accurately and reliably, and with structured and coherent arguments. They will be able to undertake further training and develop new skills within a structured and managed environment and will have the qualities and transferable skills necessary for employment requiring the exercise of some personal responsibility.


Level 4	FAIL	MARGINAL FAIL	SATISFACTORY	(3rd / Pass)	GOOD	(2.2 / Pass)	VERY GOOD	(2.1 / Merit)	EXCELLENT	(1st / Distinction)	EXCEPTIONAL	(1st / Distinction)
Category	0-29%	30-39%	40-49%	50-59%	60-69%	70-84%	85-100%
Engagement with literature (including reading, referencing,	academic conventions and	academic honesty) 	Little or no evidence of reading and/or reliance on inappropriate sources.	Views and findings mostly unsupported and non-authoritative.	Referencing conventions used incoherently or largely absent.	Poor engagement with essential reading. No evidence of wider reading. Reliance on inappropriate sources, and/or indiscriminate use of sources. Heavily reliant on information gained through class contact. Inconsistent and weak use of referencing.	Engagement with a limited range of mostly relevant and credible sources but with some reliance on information gained through class contact. Some omissions and minor errors.	Referencing conventions evident though not always applied accurately or consistently.	Engagement with an appropriate range of literature, including sources retrieved independently. Some over-reliance on texts rather than other sources. Referencing may show minor inaccuracies or inconsistencies.	Engagement with a wide range of literature, including sources retrieved independently.	Selection of relevant and credible sources.  Generally sound referencing, with no/very few inaccuracies or inconsistencies.	Engagement with an extensive range of relevant and credible literature. Consistently accurate application of referencing. 	Exceptional engagement with an extensive range of relevant and credible literature. High-level referencing skills consistently applied.
Knowledge and understanding (Knowledge of the basic underlying concepts and principles of a subject.)	Major gaps in knowledge and understanding of the basic underlying concepts and principles of the subject matter. Inclusion of irrelevant material.  Substantial inaccuracies. 	Gaps in knowledge of the basic underlying concepts and principles, with flawed or superficial understanding. Some significant inaccuracies and/or irrelevant material.  	Limited knowledge and understanding of the basic underlying concepts and principles within the subject area. Some elements may be missing. 	Knowledge of the basic underlying concepts and principles is accurate with a good understanding of the field of study but lacks depth and/or breadth.	Competent knowledge of the basic underlying concepts and principles.  Exhibits very good understanding. 	Excellent knowledge and understanding of the basic underlying concepts and principles of the subject. 	Exceptional, detailed knowledge and understanding of the basic underlying concepts and principles
Cognitive and intellectual skills 	(Evaluate underlying concepts and principles of a subject and interpret qualitative and quantitative data in order to develop lines of argument and make sound judgements.) 			Wholly or almost wholly descriptive work. Little or no evaluation of the underlying concepts and principles.	Failure to develop arguments, leading to illogical or invalid judgements. Minimal or no use of	evidence to back up views.		Largely descriptive work, with superficial evaluation of the underlying concepts and principles. Weak interpretation of data, flawed development of arguments and judgements. Information accepted uncritically, uses generalised statements made with scant evidence and unsubstantiated opinions. Ideas sometimes illogical and contradictory.	Limited attempt at evaluation of the underlying concepts and principles, tending towards description.	Can interpret qualitative and quantitative data but with some errors. Some evidence to support emerging arguments and judgements but these may be underdeveloped or with a little inconsistency / mis-interpretation.		Good evaluation of the underlying concepts and principles. Can interpret qualitative and quantitative data, with minor errors.	An emerging ability to use evidence to support the argument.	Mostly valid arguments and logical judgements. 	Sound evaluation of the underlying concepts and principles. Can interpret qualitative and quantitative data accurately. Ability to devise arguments using evidence to make mostly appropriate and valid judgements. 		Excellent evaluation of the underlying concepts and principles. Can interpret qualitative and quantitative data accurately and with some insight. Excellent ability to devise arguments using evidence and make appropriate and valid judgements. 	Exceptional evaluation of the underlying concepts and principles based evidence. Outstanding interpretation of qualitative and quantitative data.	Exceptional ability to devise arguments using evidence and make wholly appropriate and valid judgements. 
Practical skills	(Different approaches to solving problems in particular contexts.)		Limited or no use of taught, basic methods, materials, tools and/or techniques.	Little or no appreciation of the context of the application.	Very weak evidence of different approaches to problem-solving in particular contexts. 	Rudimentary application of taught, basic methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.	Weak evidence of different approaches to problem-solving in particular contexts.			An adequate awareness and mostly appropriate application of basic methods, materials, tools and/or techniques.	Basic appreciation of the context of the application. 	Can identify problems in particular contexts and propose basic alternative approaches or solutions though there may be errors. 	A good and appropriate application of basic methods, materials, tools and/or techniques.	Clear appreciation of the context of the application. 	Good evidence of different approaches to problem-solving in particular contexts and proposes mostly appropriate solutions.	A very good application of a range of basic methods, materials, tools and/or techniques.	Very good consideration of the context of the application. Very good evidence of different approaches to problem-solving in particular contexts and proposes appropriate solutions.	An advanced application of a range of taught, basic methods, materials, tools and/or techniques.	The context of the application is well considered, and insightful.	Excellent evidence of different approaches to problem-solving in particular contexts and proposes appropriate solutions. 	Exceptional levels of application and deployment skills in particular practical contexts. Outstanding identification of problems in particular contexts and formulation of wholly appropriate, thoughtful solutions / different approaches.
Transferable skills for life and professional practice	(Communicate the results of their study/work accurately and reliably, and with structured and coherent arguments; the qualities needed for employment requiring the exercise of some personal responsibility within a structured and managed environment.)	Work is poorly structured, disorganised, inaccurate and/or confusingly expressed. Very weak use of language and/or very inappropriate style. Failure to work effectively individual or as part of a group. Little or no evidence of the skills for employment requiring the exercise of some personal responsibility.			Work is poorly presented in a disjointed manner. It is loosely, and at times incoherently, structured, with information and ideas often poorly expressed. Weak use of language and/or inappropriate style. Flawed approach to individual or group work, meeting only partial obligations to others. Limited evidence of the skills for employment requiring the exercise of some personal responsibility.	Mostly ordered presentation and structure in which relevant ideas / concepts are reasonably expressed. Work may lack coherence and/or accuracy in places. Can work as part of a group, meeting most obligations to others but perhaps with limited involvement in group activities.	Demonstrates the basic skills for employment requiring the exercise of some personal responsibility, with some areas of minor weakness.	Mostly coherent, organised and accurate work, in a suitable structure and is for the most part clearly expressed. Can work effectively independently and/or as part of a team, with clear contribution to group activities.	Demonstrates the skills for employment requiring the exercise of some personal responsibility, with some areas of strength and some of minor weakness.	Work is accurate, coherent, fluent, well-structured and organised. 	Can work effectively independently and/or as part of a team, with very good contribution to group activities. Demonstrates very good skills for employment requiring the exercise of some personal responsibility, with just occasional minor weakness.	Work is coherent, very fluent and is presented professionally. Can work effectively independently and/or as part of a team, with an excellent contribution to group activities. Demonstrates excellent skills for employment requiring the exercise of some personal responsibility with an appetite for further development.		Work is accurate, exceptionally coherent, very fluent and presented well. Can work effectively independently and/or as part of a team, with an exceptional contribution to group activities. Demonstrates exceptional skills for employment requiring the exercise of some personal responsibility with an appetite for further development.
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[bookmark: _Toc10528046]Abstract
The purpose of this piece of work is to solve a problem which gets introduced when a company wants to take advantage of a process known as BYOD (Bring your own devices). The advantages maybe larger than the disadvantages but to overcome them a major adjustment must be made to the company’s network infrastructure and user culture. In this report I aim to minimise the issues and produce an acceptable solution.Good


[bookmark: _Toc10528047]Introduction
[bookmark: _GoBack]In this report I will be recommendable possible frameworks to handle the large issue of employees using different mobile device hardware and OS whilst keeping security of the company’s data the main priority. I will also analyse the advantages and disadvantages of implementing the BYOD process in the first place.Good


[bookmark: _Toc10528048]BYOD Framework Proposal:
Having researched various mobile device management (MDM) systems, user policy & security policy software services & packages, the recommended framework would be to opt with a Microsoft-orientated package with software as a service (SaaS) systems with Microsoft Intune as the MDM system & Azure active directory (Azure AD) to manage user accounts and Bitdefender as the anti-virus & security software. As both Azure AD & Intune systems are developed by Microsoft they integrate with each other and are cloud based meaning that Hyper-Fort do not need their own dedicated servers to hold the user account information as well as device information as these will be stored on servers owned by Microsoft. Bitdefender is a multi-device compatible anti-virus software package. Being compatible on Windows, Android & Apple operating systems, it is software suitable to be installed on most devices. Making it a more flexible anti-virus package compared to other software options such as Windows Defender as this is only limited to products with a Windows OS. Further to this, both Azure AD & Intune are compatible with multiple operating systems also. Good
Good recommendations

[image: ]Good

Above is a data flow diagram that shows the implementation of the proposed BYOD management architecture for an employee and their device.

[image: ]Good

Above is an example of the configuration of the Hyper Fort Network. It consists of a Demilitarised zone (DMZ) that monitors incoming network packets and helps keep devices secure whilst connected to the Hyper Fort network. There is a wireless router that enables BYOD devices to connect to the network wirelessly; this could include phones, laptops, tablets and more. There is also a switch that allows wired connections for BYOD devices; this could refer to employees connecting their BYOD devices via docking stations and network ports, suitable for devices without wireless technologies. Assuming there are multiple offices around the globe, each will have it’s own local area network (LAN) and each office network will be connected via a wide area network (WAN) to allow for best connectivity. This diagram was completed using Cisco Packet Tracer. Good

[bookmark: _Toc10528049]Microsoft Intune:
Being a SaaS system, Microsoft Intune is a cloud-based MDM package developed by Microsoft and can be accessed via a company portal website. This portal would be available to IT support and administrators to set up new devices, as well as maintain, manage and monitor current ones. One of the biggest threats with using mobile devices outside of an office environment is losing the device and having sensitive data such as company information compromised; like being accessed by somebody outside of the company. As Hyper-Fort has an estimated 95% of the company wirelessly based, it is assumed that employees will be working mostly remotely and occasionally in an office environment. This proposal will be based on this assumption. With this in mind, it makes sense for the company to utilise a cloud-based system as the majority is wirelessly based.Good assumption made

[image: Image result for microsoft intune]
As a countermeasure to devices being lost, Intune can remotely wipe devices of all data or just corporate data if needed; this can be done by somebody with access to the online portal such as IT support & IT administrators. Once in the online portal, they will have the ability to select any of the devices enrolled on the system and can carry out multiple actions like remotely locking the device. A message will appear on the device and ask for the devices security pin or password to be entered thus securing the device. If simply locking the device isn’t enough and the issue needs to be escalated there is also an option to wipe data from the device clearing all data from the device. However, there is a “Retire” action that removes managed app data (just the corporate data) so will be perfect for BYOD schemes; a user may not want their personal data removed although the business would require corporate data to be removed if a device is deemed to be compromised. This feature will allow Hyper-Fort to control what data is retained by mobile devices connecting to the Hyper-Fort Network. This feature also contains the risk of data leakage when employees are not in an office environment or when device owners leave their employment but keep their device.Good
Good

As previously mentioned, Intune can enrol devices with a variety of operating systems. It is capable of managing Windows operating systems as well as Android, iOS & macOS devices. This is extremely useful as employees will most likely have a wide range of devices. For example, “Android dominates the consumer market with 78.4 percent global market share in 2013” [1] although “iOS appears to be the preferred mobile platform” in the enterprise market [1]. The proliferation of Android devices now means it is debatably the most popular operating system for mobile devices as cited above from a report by Symantec entitled “Embracing Android™ in the Enterprise”. Good

There is also a feature on Intune to set device restrictions. For example, there could be certain platforms restricted if need be; if nobody in the network use macOS, Hyper-Fort could restrict access for macOS devices to improve security.Good

Yet another feature to Microsoft Intune is app management. Certain apps can be blacklisted and prevented from being installed on company devices. This keeps the devices more secure as only compliant apps can be installed. These policies can be applied to all devices enrolled via Intune. This would be a huge asset to Hyper-Fort as “users are increasingly downloading and installing third-party applications to their devices which enables attackers to target users who disregard security concerns when selecting and installing applications” [2] Being able to limit what apps users install could greatly decrease the risk of being targeted by hackers as “51% of companies allowing BYOD experienced a mobile data breach” [3]. This could be due to poor MDM systems and policies so Microsoft Intune should stop Hyper Fort from becoming one of the companies who experience a data breach. Good

[bookmark: _Toc10528050]Microsoft Azure Active Directory:
Azure AD will be an integral part of the Hyper-Fort Framework as this will be responsible for holding user profiles and account information as well as being the main software that Intune will be part of. Good

Firstly, on-premises directories can be integrated with Azure AD and there is also an option for users to reset their own passwords rather than be dependent on IT support services. As Hyper-Fort is mostly a wireless-network based company so having a self-service password reset option would be beneficial. Users would not need to be in an office environment or on-premises to sync any password resets as it can be all done online easily within minutes. Good

Further to this, it gives the option for single sign on (SSO). This is less time-consuming for employees and means they will only need to remember one password for Azure AD rather than multiple passwords for different applications. Positives include reduction of password exposure; less risk of somebody “shoulder surfing”. Password management is significantly simplified for IT support because if an employee leaves the company, they will only need to deactivate one user account rather than revoking access to all applications individually. Less time typing in passwords can also lead to increased productivity. Disadvantages may include unauthorised access once the employee has signed on – However this could be rectified with Microsoft Intune by locking the compromised device. Also, there could be issues if the device loses its internet connection. But only when the damage has already been done?

Another key feature for Azure AD is the ability for multi-factor authentication (MFA). If Hyper-Fort decide to implement this feature then it would improve security measures. It can be activated by changing the user state via Azure AD. It will use MFA in the cloud as well as Azure MFA server. Using this method would conflict with SSO and override conditional access policies and would also require the user to complete the two-step verification process with every time they sign in.Definitely the most secured option.

This user policy system was chosen over other systems as it is cloud-based and gives users the ability to change passwords themselves (self-service). Systems like Windows Active Directory only sync password resets when devices are on premise/on the network; this would be unsuitable for devices in other locations such as employees working remotely. 
Good

[bookmark: _Toc10528051]BitDefender:
BitDefender Endpoint Security software is a security software package that protects against malware, phishing attacks as well as removable media being scanned to block any potential malware accessing via USB devices. It can also detect and warn the user to any threats on social media; this is crucial as Hyper Fort has a huge social media presence.   Good

With BitDefender being installed on all devices it can protect users when they are connecting to unsecure network when working remotely as “users are at risk of exposure to security threats when… on unsecured networks or browsing malicious webpages” [2]. This statement can be backed up by a recent report conducted in 2017 by Norton to a global audience who say “53% (of people) can’t tell the difference between a secure or unsecure public Wi-Fi network” [4]. The report continues to state a worrying “87% of consumers have potentially put their information at risk while using public Wi-Fi” [4] ; if users do not have the knowledge or software to keep their devices secure, they risk compromising both their own and the companies data. By having BitDefender installed on the devices, it can reduce the risk of unauthorised access to the employee’s device. Good

As previously mentioned, BitDefender can be installed on various OS and devices which is useful as operating systems “have varying levels of security standards. What this signifies is the complexity of security concerns when BYOD will require security”. [2] Therefore, a flexible and competent security software needs to be installed to put in place to overcome these “concerns” and be able to protect on various platforms. 
Good

[bookmark: _Toc10528052]BYOD – Pros & Cons:
While BYOD schemes will only become more prevalent in a technology-driven industry, there will always be both advantages & disadvantages for the ability for employees to use their own personal devices. This section will outline the perks and how it will impact the business positively as well as drawbacks and how they could be overcome. Good

Firstly, it should be noted that BYOD brings a great deal of flexibility to an organisation, in this case Hyper-Fort Ltd; employees can use their own devices for both business and personal use rather than switching between two separate devices. Employees will have everything they need on one device rather than two so can allow for flexible working such as completing work at home or in a Coffee shop as well as in an office environment. A recent report states “employees check their messages 20 times more per day if they have access to their work emails on their personal devices” [3]. This increase in productivity would leave a positive impact on the organisation and may allow for Hyper Fort to grow as a company. Also, employees having their own device will mean greater freedom and won’t need to obey strict rules that would apply if they owned a company device; these could include certain applications being blocked which are safe but not suitable for work.Good

Enabling BYOD to users means they can use a device they are already comfortable with and therefore do not require training on how to use it. This saves Hyper-Fort money as they do not need to buy a device, nor do they need to account for time and cost of training and showing the user how to use the device. Collectively, throughout the organisation they could save thousands of pounds and countless hours not needing to spend time or money on training. Further to this, employees “may be most productive on devices of their choice” [1] which projects a BYOD scheme in a positive light and this is supported in other sources such as a report on BYOD that states “Employees work more with BYOD… 2 Hours per day” [3]. This was cited from a very recent report published in 2017 so figures should have a great degree of accuracy.Good

On the other hand, there could potentially be a decrease in productivity as employees with their own device may be tempted to answer calls & reply to messages that they otherwise wouldn’t if they had a device for work, separate to their personal device. Employees may have applications for personal use but using the same device for business could cause them to be distracted and use the applications such as Twitter, Snapchat, Facebook, gaming apps and more in time that should be used for work. If they were using a company device the Hyper-Fort IT support could restrict these apps from being installed. In order to address the issue of blending personal and business usage when devices are in the office, there could be group policy rules put in place that restrict the times in which certain apps can be accessed once connected to the company’s office network. Moreover, these apps can be blocked altogether when devices are on the office network. These group policies can be created and implemented via Azure AD.Good
Good point made

Furthermore, with people using their own devices and possibly working remotely Hyper-Fort have no control of how the employees are working such as not sitting correctly nor taking adequate breaks to working. “Computer users are not good at regulating their own breaks. If not reminded, a user is likely to only take a break once significant fatigue and discomfort has arisen.” [5] This is a downside to BYOD schemes where employees can work remotely because it is harder for them to be reminded to take a break.  Although employees can enjoy greater flexibility, they may suffer a loss in productivity as “break regimes actually improves productivity” [5]. This citation was found in research carried out by Dr Kevin Taylor and thus considered a highly credible source. Good

[bookmark: _Toc10528053]Alternative Solutions:
Although the aforementioned MDM, user policy & anti-virus software were chosen as the best for Hyper Fort, other options were considered such as Ruckus Networks. This company provides secure network access for BYOD, guest users and IT-owned devices. It would also be a suitable package for Hyper Fort as it incorporates an MDM system, user policy system and device provisioning portal into one system. It seems as this would be the perfect solution for a BYOD framework, but it was decided it would not be used as it is not yet a successful framework for large, worldwide companies such as Hyper Fort. A Microsoft-based solution was chosen as Microsoft is a globally successful company. Ruckus seems to be suitable for small businesses and for this reason it was not chosen. Small to Medium businesses but you have assumed Hyper-Fort is a large Worldwide company so I accept your argument against using Ruckus

Virtual desktops were also considered to allow employees and customers to access the Hyper Fort Network on their own devices. VMware Horizon View is a virtual desktop product created by VMware and would be more than suitable in this case. There is a lot of control and improved security with virtual machines as multiple desktop images can be created, and each image can have a different access level (one for customers would be different for members of staff). This software can limit access between certain times of the day (potentially 9-5 working hours) if needed to further prevent unauthorised access. Access to the virtual desktops can be either via online portal using a URL or via a desktop application. Both would require internet access; this could be seen as a drawback. It has been decided virtual machines will not be a part of the final proposed framework although it could be easily added later without too much modification to the original proposed framework. In some ways, it could benefit the company overall as there would be no company data physically on the device hard-drive as it is all on a virtual desktop; very useful if the device is lost or accessed by somebody else.Good


Good Research shown with recommendations for future work considered.

[bookmark: _Toc10528054]Conclusion:
Having researched multiple options to create a BYOD framework and seriously considered many possibilities such as the products outlined in the ‘Alternative Solutions’ section above, a BYOD framework was created with Hyper Fort’s best interests in mind. The company is 95% wirelessly based and has an extensive presence around the globe and therefore, wireless & cloud-based solutions were chosen to accommodate this. The research carried out can be accompanied with official reports & whitepapers regarding user safety & security, BYOD schemes and OS variances including research & findings from professionals around the globe to back the frameworks reliability and points made in the report. BYOD is a great initiative to implement as it allows for more productive, less restrictive working whilst saving time, money & resources not having dedicated company devices. Therefore, it would be a great success and a valuable asset for the company to have a successful & effective BYOD framework in place. The proposed framework aims to achieve this so Hyper Fort will hopefully consider & implement the products & packages suggested in this report.
Good
Good
Good
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