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1. Introduction

This report presents a cybersecurity assessment of the SWANSEA.ACCA
organisational network, operating across Swansea and London locations.
The two sites are interconnected through a persistent site-to-site VPN,
enabling secure communication between network resources.

The purpose of this assessment is to examine the network’s security posture
by verifying connectivity, identifying weaknesses, and assessing exposure to
potential threats using accepted cybersecurity practices. The evaluation
follows a structured methodology informed by recognised standards,
ensuring consistency and reliability in the assessment process.

The assessment environment comprises a Windows Server 2022 Domain
Controller (S-DC), a Debian-based domain member server (L-CD), Windows
and Linux client machines, and a Kali Linux system used to support internal
security testing activities.

This report documents the testing performed, results observed, and
evidence collected, providing a professional overview of network validation
and security assessment outcomes. Screenshots are included to support the
findings presented.



Task 1 - Network Testing
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Kali Network Setting
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L-CD IP Configuration
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Kali IP Configuration
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Network Connectivity Verification

This screenshot shows the network configuration and connectivity

verification performed on the Swansea Domain Controller (S-DC).
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This screenshot shows network connectivity verification performed from
the London Domain member server (L-CD). A successful ping test to the



internal host 20.0.0.1 confirms that the L-CD system is correctly configured
and able to communicate within the internal network.
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Task 2

Setup of Security-Focused Operating System (Kali Linux)

A security-focused operating system, Kali Linux, was deployed to perform
internal vulnerability assessment on the Swansea ACCA network. Kali Linux
is widely used by security professionals due to its built-in penetration
testing and network assessment tools.

The Kali Linux virtual machine was configured within Oracle VirtualBox and
connected to the same Internal Network (IntSwa) as the target systems. A
temporary static IP address was assigned to Kali Linux to allow
communication with other devices in the network.

This setup simulates an internal attacker or security consultant with
authorised access to the organisation’s internal network. [1]



Ping L-DC fromKali

Ping Client from Kali

2 -

F u O % ¢

) & G & #)Right Ctrl

Places v [ Terminal v Thu10:53

@ ox 0~ 8-

Applications v
root@osboxes: ~

Edit View Search Terminal Help
~# ip a
<LOOPBACK,UP, LOWER UP> 65536 qdisc noqueue state UNKNOWN group defal
back 60:00:00:00:00:00 brd 00:00:00:00:80:00
inet 127.6.0.1/8 scope host lo
Lft forever preferred ft forever
inet6 ::1/128 scope host
Lft forever preferred Lft forever
BROADCAST,MULTICAST,UP> mtu 1568 qdisc pfifo fast state DOWN
1006
her 08:00:27:fe:84:09 brd ff:ff:ff:ff:ff:ff
<BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
up default qlen 1060
link/ether 08:00:27:bb:95:7d brd ff:ff: ff:ff:ff:ff
fego:: 27ff:febb:957d/64 scope link noprefixroute
1 ver preferred 1ft forever
:~# ping 192.168.2.1
Network is unreachable
:~# sudo ip addr add 192.168.1.56/24 dev ethe
:~# sudo ip route add default via 192.168.1.1
# ping 192.168.2.1

.2.1 (192.168.2.1) 56(84) bytes of data.
192.168.1. se ination Host Unreachable
192.168.1.50 icmp_se Host Unreachable
192.168.1.56 icmp t Host Unreachable
192.168.1.50 icmp s Host Unreachable
192.168.1.56 icmp Host Unreachable
192.168.1.56 icmp Host Unreachable
8 E a CE &S @ ~NO K RID 27!‘11,‘125022

Places ¥ [ Terminal Thu11:01 m % 0~ 8-

Applications v
root@osboxes: ~
ch Termina
€80::200:27ff: febb:9
1ft forever preferred

:~# ping 192.168.2.1
Network is unreachable
:~# sudo ip addr add 192.168.1.50/24 dev ethe
~# sudo ip route add default via 192.168.1.1

:~# ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

From 192.168.1.58 icmp seq=1 Destination Host Unreachable
192.168.1.50 icmp_seq=2 Destin n Host Unreachable
192.168. icmp seq=3 Destination Host Unreachab
192.168.1.50 icmp seq=4 Unreachable
192.168. icmp seq=5 Unreachab
192.168, icmp seq=6 Unreachab

scope link noprefixroute
t forever

- 192.168.2.1 ping statist
packets transmitted, @ rec
pipe 4

, +6 errors, 100% packet loss, time 6137ms

:~# ping 192.168.
5 192.168.1.10 (192.168.1.10) 56(84) bytes of data.
192.168.1.50 icmp seq=1 Destination Host 1
2.168.1.50 icmp seq=2 Destination Host
168.1.56 icmp seq=3 Destination Host

192.168.1.10 ping s stics
6 packets transmitted, @ received, +3 errors, 100% packet loss, time 5115ms
pipe 4

16:01

2
© ® WO 0102

BE&GOSD -



Ping s-dc from Kali
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Nmap scan

This screenshot provides evidence of an Nmap scan performed from Kali

Linux

against the S-DC server to identify open ports and running services as part

of the vulnerability assessment. [2]
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Kali Linux was configured as a security-focused operating system within

the

Swansea network. Connectivity was verified by successfully pinging the S-

DC

server, followed by an Nmap scan to identify open ports and running

services. [1]
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From a Blue Team perspective, the S-DC network configuration was

reviewed

using the ipconfig /all command to understand exposed interfaces and



services. This helps establish a baseline and ensures that only necessary
services are accessible, reducing the overall attack surface. [3]

This screenshot shows successful connectivity testing and Nmap host
discovery performed from Kali Linux, confirming that the target host is
reachable prior to vulnerability scanning. [4]
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This screenshot shows successful ICMP connectivity testing and Nmap host
discovery performed from Kali Linux, confirming that the target system is

reachable prior to conducting vulnerability assessment scans. [5]

Restricted Connectivity from Kali Linux
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This screenshot shows Nmap host discovery scans performed from Kali
Linux to

identify active hosts within the network, along with verification of the

Kali system'’s IP configuration prior to vulnerability assessment. [2]
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A > i Groups: ACCB600D 3 Host is up.
! B Display Nmap done: 256 IP addresses (2 hosts up) scanned in 28.89 seconds
P3Selection VideoM oAt ~# 1p a
- 19€0, Viemory, 1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default
l _ X Graphics Controller: VBOXSVGA -
"E‘é Clients1 Remote Desktop Server: Disabled qlen 1000
) powered Off Recording: Disabled link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.6.0.1/8 scope host lo
%64y Kali valid 1ft ever preferred Lft forever
J % Running & Storage inet6 128 scope host
Controller: SATA valid ft forever preferred 1ft forever
32 metsploitable SATAPort 0:  Appliance-disk003.vdi (Normal, 60.00 GB) eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 qdisc pfifo fast state UP gro
L @ Powered Of SATAPort1:  [Optical Drive] Appliance-disk004.iso (5.64 GB) up default qlen 1600
{~ Audio link/ether 08:00:27:fe:84:09 brd ff:ff:ff.ff:ff:ff
32" Owasp Hést Driver:. Default inet 192.168.2.25/24 scope global ethe
L W powered Off Controller:  Intel HD Audio valid 1ft forever preferred 1ft forever
. & Network inet6 feso :27ff: fefe:8409/64 scope link
x6488 Linux Debian All Pa... = valid ft forever preferred 1ft forever
@ powered Off Adapter 1: Intel PRO/1000 MT Desktop (Internal Network, ‘IntSwa) ©~# nmap -sS -sV 192.168,1,10
7 UsB Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 17:29 EST
USB Controller: xHCI setup target: failed to determine route to 192.168.1.10
Device Filters: 2 (2 active) WARNING: No targets were specified, so @ hosts scanned.
= &l shared folders Nmap done: U.I: addresses (0 hosts up) scanned in ©.31 seconds

? Em Q search A& O0%C.08 3G € - Q{: g_é 3?" Nl B RYE 13/12/2220:22

This screenshot shows a failed ICMP connectivity test from Kali Linux,
resulting in a “Destination Host Unreachable” response, indicating network

segmentation or access restrictions within the environment.
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192.168.1.10 ping statistics ---
36 packets transmitted, © received, +33 errors, 100% packet loss, time 35847ms
pipe 4
#
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This screenshot shows failed connectivity testing and an Nmap scan from
Kali

Linux against the target host, indicating that the system is unreachable due

to network segmentation or access control restrictions.
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192.168.1.10 ping statistics
36 packets transmitted, © received, +33 errors, 100% packet loss, time 35847ms
pipe 4
# nmap -sS -sV -Pn 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 17:59 EST
Nmap done: 1 IP iddrcﬁ% (© hosts up) scanned in 0.81 seconds
:~#

Task 3.

Exploitation
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An exploitation attempt was conducted using the Metasploit Framework
from the Kali Linux system to simulate an internal attacker. The auxiliary
module scanner / smb _ version was used to target the Domain Controller
(192.168.1.10) on port 445. The module successfully executed but did not
disclose version information or grant unauthorised access, indicating



restricted SMB enumeration and effective defensive control [5]
A
Applications ~ Places ~ CJ Terminal ~ Sat 18:24
root@osboxes: ~

Nmap done: 1 IP address (© hosts up) scanned in 0.81 seconds
:~# msfconsole
*+**rting the Metasploit Framework console.. ./
* WARNING: No database support: No database YAML file
P

I love shells --egypt

1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops
4 evasion

nwun

]
]
]
1

o+

-
©
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3
<>
A

msfS > use auxiliary/scanner/smb/smb_ version
msfS auxiliary( ) > set RHOSTS 192.168.1.10

RHOSTS => 192.168.1.10
msfS auxiliary( ) > run

o
e
e

[*] 192.168.1.10:445 - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msfS auxiliary( ) =

4 i= Q search -— O % | © = a = ab q G_ ‘\{3 ;_é "B AL 13/12/223;:

Task 3. Post-Exploitation (Unsuccessful Case)

Post-exploitation activities were not performed as no unauthorised access
was obtained during the exploitation phase. The exploitation attempts
were restricted by several security controls, including host-based firewall
rules, restricted SMB responses, and network segmentation. These barriers
effectively prevented privilege escalation, persistence, and lateral
movement within the SWANSEA.ACCA network. [6]

Not Able to find the Screenshot

Task 4 — Network Security Measures

Based on the vulnerabilities identified, several preventive security
measures were implemented and recommended to strengthen the
SWANSEA.ACCA network. These measures focus on reducing the attack
surface, enforcing strong authentication, securing network
communications, and improving monitoring capabilities. Together, these
controls significantly improve the confidentiality, integrity, and availability
of network resources. [7]



Conclusion

This assessment evaluated the security posture of the Swansea ACCA
network through a structured vulnerability assessment approach aligned
with recognised cybersecurity methodologies. Initial network verification
confirmed that the virtualised environment was correctly deployed and
that connectivity between systems was controlled in accordance with the
defined network topology. The use of Oracle VirtualBox provided a safe and
isolated environment for conducting security testing activities without
impacting production systems.

A security-focused operating system, Kali Linux, was successfully deployed
to simulate an authorised internal attacker. Network reconnaissance and
connectivity testing were performed using industry-standard tools,
including ICMP testing and service enumeration. The results demonstrated
restricted network communication and limited service exposure, indicating
the presence of effective security controls such as network segmentation,
firewall enforcement, and controlled service configurations.

Exploitation attempts conducted during the assessment were
unsuccessful, as no unauthorised access was obtained. This outcome
suggests that critical systems, including the Domain Controller, were
adequately protected against common attack vectors. The inability to
exploit identified services highlights the effectiveness of the existing
defensive mechanisms in mitigating internal threats and limiting attack
progression.

From a Blue Team perspective, the findings indicate a positive security
posture, with defensive measures effectively reducing the attack surface
and preventing privilege escalation. From a Red Team perspective, the
assessment confirmed that while reconnaissance is possible, further
exploitation is constrained by robust security configurations. Overall, the
assessment demonstrates that the Swansea ACCA network exhibits a
strong baseline security configuration, while also emphasising the
importance of continuous monitoring, regular vulnerability assessments,
and ongoing security hardening to address evolving network threat [3] [6]
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