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[bookmark: _Toc31406797]Introduction
The following document will explain the risks of a project and what measures can be put in place to avoid disruption if the risk was to occur along with a risk evaluation matrix to evaluate the risks against a tolerance line. The sustainability issues of the project will also be discussed alongside the ethical and legal issues the project will entail. The quality assurances metrics for the project will also be explained and listed using the International Organization for Standardization (ISO).

[bookmark: _Toc31406798]Risk Management
The simple definition of a risk is exposure to danger that results in adverse effects [1]. The objective of risk management is to identify risks in advance and allows control in the possibility of future events by identifying, analysing and responding to the risk factors [2].
[image: Image result for how to analyse a risk]
Fig1: How to analyse risks [3]

Using the template, shown in fig 1, the risks to the project will be analysed by identifying the risk, analysing the impact and probability and evaluating the risk with a mitigating strategy. 




[bookmark: _Toc31406799]Risks to Project
Risk 1: Team members not in attendance.
	Impact – Medium
	Probability – High
Management Strategy – Constant communication with team to ensure minimal disruption is caused if team members are unable to attend

Risk 2: Scope creep.
	Impact – High
	Probability – Significant
Management Strategy – Due to good team management from team leader scope creep should be confined and sticking to the PID created for the project.

Risk 3: Poor team communication.
	Impact – Low
	Probability – Significant
Management Strategy – The group has weekly group meetings where progress and strategies are discussed. Slack is also used for frequent communication to avoid issues 

Risk 4: Team members commitment to project.
	Impact – Medium
	Probability – Significant
Management Strategy – Have grouped tasks for team members that have other commitments to share the workload for less fall behind on the project.

Risk 5: Delays in project schedule.
	Impact – Significant
	Probability – High
Management Strategy – Using Gantt chart to move specific tasks to available spots.



Risk 6: Inadequate client review.
Impact – High
	Probability – Low
Management Strategy – Monthly meetings with client to show progress and constant feedback should mitigate this issue.

Risk 7: Delays in commutations with stakeholder.
	Impact – Medium
	Probability – Medium
Management Strategy – Arrange future meetings with client after ever meeting to allow for the client to free up space.

Risk 8: Scope Size
	Impact – Significant
	Probability – Low
Management Strategy – Ensure the whole team signs off on the scope of project and if team members feel they are falling behind on aspects of the scope then communicate with the team lead.

Risk 9: Legal issues
	Impact – High
	Probability – Low
Management Strategy – Ensure the team using correct legal practice within the project such as copyright infringement by using only photos supplied by the client.
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Fig 2: Risk evaluation matrix using impact and probability to calculate plausible dangers to the project.

Using a Risk evaluation matrix for the project the 8 risks identified were assessed on the two key factors, possibility and impact. Using the two factors the risks were plotted into the table, shown in fig 2, and using a tolerance line, in red, to identify the risks that are most threatening to the project.




[bookmark: _Toc31406800]Sustainability
[bookmark: _Toc31406801]“Development which meets the needs of the present without compromising the ability of future generations to meet their own needs” [4], is the definition used by the UN world commission on environment and development. This definition can be loosely translated as meaning todays actions on production and development should have a positive impact on our environment and livelihood not a negative one.

[image: ]
Fig 3 [5].

[bookmark: _Toc31406802]First, Second and Third order sustainability.
First Order:
The first order effect is the direct impact as a result of ICT hardware throughout that products lifecycle from production to use to disposal. [6]

Second Order:
The second order effect is how ICT and their indirect impact on processes such as transport and travel, production and obtaining the resources. [6]

Third Order:
The third order effect is the indirect change of first and second order sustainability through widespread use of ICT throughout major sectors such as finance and transport affecting the socioeconomic structure. [6]


[bookmark: _Toc31406803]Sustainability issues for Web Development Project
First order effects:
· E-Waste 
· Energy Consumption
· Planning
· Heating/ Air conditioning
The above are the first order effects of a web development project. 
E-Waste - The technology used such as phones for communication, laptops and VR headsets for development of the website all have first order sustainability impacts. To make for a more sustainable project repurposed laptops could be used for production as well as a second-hand VR kit to be more sustainable. 
Energy Consumption - Battery power for the laptops/ desktops is something that needs to be considered as they require energy to run. To up sustainability laptops/ desktops can be closed when not being used such as on a break. 
Planning - Planning of a website and taking notes from client would be written on paper, using non-refillable pens also contribute towards the first order effect. Re-using paper and using both sides is a good way to make the planning stage more sustainable.
Heating/ Air conditioning – It is likely that gasses from heating and cooling of rooms that the teamwork in will produce a first order effect on the environment. To mitigate this, windows could be opened to avoid having to use the aircon.
	
Second Order Effects:
· Transport/ Emissions
· Online Development
The above are the second order effects of a web development project.
Transport/ Emissions – Team meetings, Client meetings and material gathering for the website such as photos all require transport to attend therefore producing emissions. Have only necessary meetings to reduce travel and the possibility of carpooling to reduce the amount of people using separate modes of transport.
Online Development – Through using online tools the team are able to use these tools to co-develop the project as opposed to have to all be in the same room together to collaborate which would produce emissions through travel.


Third Order Effects:
· Online Questionnaires/ Data Retrieval
· Client activities
The above are the third order effects of a web development project.
Online Questionnaires/ Data retrieval – Being able to send off forms to clients instead of using paper-based forms would be an environmental benefit.
Client activities – To get to know the company better there is the possibility of extra travel to participate in activities for the client.


[bookmark: _Toc31406804]Ethical and Legal Issues of a Web Development Project
There are many ethical and legal issues that could infringe on the project and it is our job as IT practitioners to ensure a code of conduct is followed to keep upmost professionalism. Summarised below is the BSC code of conduct which touches on what issues the team will face in the project and what we must abide by.
British computer society code of conduct:
· The public interest – All work must be carried out with public health, safety and environment in mind. Respect third party rights. Knowledge of relevant legislations and regulations. Must follow a no bribery or discrimination.
· Duty to relevant authority – Due care and diligence must be applied. Conflicts of interest are to be avoided. Information must be kept confidential but also must not be with-held.
· Duty to profession – Consider consequences on others when making public comments. The British computer society must be informed if convicted of a crime. Personal integrity must be upheld.
· Professional competence and integrity – Constantly update knowledge and skill. Only detail your ability do not claim skills you do not have the facilities for. Take responsibility for professional actions.	[7] [8]

Data Protection Act:
The data protection act is a legal aspect of a web development project that must be taken into consideration. The data protection act is used to cover privacy and protection of data. The users must be made aware of how their data will be used and must be used fairly, lawfully and transparently. Data must also only be used for the specified purpose. The data must be handled with delicacy and ensure that the appropriate security measures are in place in the case of unlawful access, loss, destruction or damage. Data must also be kept up-to-date but kept no longer than is necessary. [9]


Copyright Act:
The copyright law is designed to give users ownership of works created by them and stop other people stealing that work and uploading it as their own for the same credit. Creators of work have the right under the act to be credited/ identified as the author for the work. Creators who create work would usually have full rights to their creation however under employment of a company or institution such as a university then the rights of the creation belong to the company or institution it was created under. [10]

Our project considerations:
Our website project will have to abide by both above laws as they are crucial legal aspects which the project will crossover with. The team will be using code for projects that they may have created but came as inspiration from another snippet of code that someone else has created and it is important that the team member details this when using the code.
The team will also be using images and videos. It is important that there is a written agreement for use by the owners of these images or videos to abide by the copyright act. It is also important these images are only used for their intended purpose and must not be re-uploaded as our own.
The project will also be using people’s data as by having a login page, user’s data is required to access certain aspects of the site. It is important that this data is stored securely, used lawfully and only for its intended purpose.




[bookmark: _Toc31406805]Quality Assurance
Quality assurance is keyway in which the team will measure our product and test that it is of purpose and meets the quality it should be publication for the client. Using smart objectives quality assurance can be split into measurable tasks which testing can be carried out on to ensure a product of quality has been created.

[bookmark: _Toc31406806]Quality Metrics
ISO 25010 - The quality model is the cornerstone of a product quality evaluation system. The quality model determines which quality characteristics will be taken into account when evaluating the properties of a software product.
The quality of a system is the degree to which the system satisfies the stated and implied needs of its various stakeholders, and thus provides value. Those stakeholders' needs (functionality, performance, security, maintainability, etc.) are precisely what is represented in the quality model, which categorizes the product quality into characteristics and sub-characteristics. [11]
[image: Quality Characterisctics of ISO 25010]



[bookmark: _Toc31406807]Conclusion 
In conclusion this report has gone through the risks of the project and how them risks can be mitigated. A risk matrix was also used to judge if the risk was dangerous to the project. The three orders of sustainability were discussed and how our project impacts that was good to learn and enlightens us as a team on how to better manage our project for the future for environmental benefit. The legal and ethical issues of the project were important to be discussed as they will help the whole team in the future of the project when decision making. Finally, the quality assurance of the project was lightly touched upon and what iso we would follow.
[bookmark: _GoBack]In evaluation more time would be spent on the quality assurance aspect of the document and how smart metric effect that.
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