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[bookmark: _Toc535275708]Executive Summary
This report contains includes a thorough summary of the 2015 Ashley Madison hack which effected 39 million users and resulted in two deaths, the report also outlines major key points in how the hack could have been prevented through adopting different password verifications and investing in a hack proof firewall that would have decected The Impact Teams presence.

The report also defines a business identity, the process of building and the importance of having one and obtaining a positive one. The report also recognises the negatives of creating an unprofessional business identity and the outcome of this 

The report also includes a section based on security ramifications, giving the definitions and examples of how phishing can be used in emails and examples of ransomware.
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[bookmark: _Toc535275709]1.0	Introduction
[bookmark: _Toc535275710]1.2	 Digital Identity
Stone, R [2017] describes a digital identity as a ‘collection of online date’ which in turn creates an ‘online entity’ that ‘encompasses all things web’ including social media accounts. A brands digital identity can be created through interactions with customers through the various social media accounts like Facebook, Instagram and Twitter, this can involve commenting on other brands posts or their own, liking various ‘statuses’ or photos and sharing posts and photos. Stone reports the importance of having a positive digital identity as it is ‘who you are.’ Having a positive digital identity can reflect on your brand and lead to an income in sales and interaction. 




















2.0 [bookmark: _Toc535275711]Social Media 
2.1.1 [bookmark: _Toc535275712]Building a Digital Identity
To build a digital identity a brand needs to be active on social media as it is ‘who [they] are.’ Morrison, K [2015] reports that 91% of brands are active on at least two social medias, with the need for them to be constantly updated as this gives a brand an opportunity to build a ‘relationship’ with their customers which in turn can create potential customers. A brand can build their digital identity through interactions with their customers and or with other brands. Hubspot [2018] found that ‘81% of shoppers conduct online research before making big purchases.’ If a brand has a large social media following and a positive ‘profile’ they are creating a credible digital identity that can be trusted and endorsed.

[bookmark: _Toc535275713]2.1.2	importance of Having a Digital Identity
It is detrimental for a business to create a business identity to encourage their brand. By having various social medias count they can increase their reachability. Stone, R [2017] notes that social media is the ideal opportunity to connect to a wider audience as it is reported throughout the article [see appendix 1] that Facebook has 1.86 billion active users, meaning brands have a large opportunity to build a positive repore with their customers and potential customers. Twitter can also be a positive social media platform to build a digital identity upon as they 313 million active users and in addition to this have 6,000 ‘tweets’ tweeted every second, meaning it can be a great opportunity to boost a brand through constant ‘tweets.’ 
Shrestha, K [2018] found that it is very important for a brand that is offering services to have a positive digital identity as ‘86% of people would pay more for services from a company with higher rating and reviews.’  If a brands business profiles contains positive feedback they will become more trusted, thus creating more sales.
[bookmark: _Toc535275714]2.1.3	Impact of Digital Identity
There can be both positive and negative factors of having a digital identity on social media, as although it can help expand the reach of a brand it can also tarnish a reputation. Lithium [2013] reported that customers who reach out to brands expect a response almost in an instant matter, it is reported that responses that take a longer time can have a lasting effect on the brand as 60% of customers who had to wait a long time to have a response, felt dissatisfied and displayed this publicly through using a social media platform.
Burke, S [2016] reported that British Airways had fallen victim to a bad publicity over social media via the medium of Twitter, Burke reported that in 2016 a customer of British Airways tweeted about their bad customer service, the tweet was replied to eight hours later, unfortunately it had become ‘viral’ overnight with over 76,000 retweets. This meant that British Airways had potentially lost nearly 80,000 customers as they had unknowingly ignored a complaint. 





















3.0 [bookmark: _Toc535275715]Security Ramification
3.1 [bookmark: _Toc535275716]Risks
There are many online risks that a brand can become vulnerable too. The aftermath can be irreversible, as it can make a brand becoming unappealing over the fear their security could be breeched again making potential customers feel vulnerable too.
[bookmark: _Toc535275717]3.1.1	 Ransomware
O’Gorman, G and Mcdonald, G [2012] describe ransomware as a ‘malicious software’ which has the potential to ‘disable the functionality of a computer.’ Ransomware can be disguised as a ‘lock.’ [see appendix 2] The ‘lock’ will request payment to ‘restore functionality.’ However, the payment requested will amount to a much larger sum and in worst cases result in fraud. In 2012 O’Gorman, G and Mcdonald, G estimates that ransomware each year takes $5 million dollars from their victims. 
[bookmark: _Toc535275718]3.1.2	Phishing
Jagatic, T et al [2005] describe phishing as a form of social engineering, this form of fraud impersonates a trustworthy third party, requesting passwords and bank card details. Hong, J [2012] reports that phishing can often be found in emails disguised as various known brands like bank accounts such as NatWest, Lloyds Bank and Santander, these emails may request a user’s customer number. They can also appear as Apple, eBay or PayPal requesting a payment for a product or service. [see Appendix 3] 

[bookmark: _Toc535275719]3.1.3	Hacking
Nelson, R [2001] reports quite simply that hacking is when an entity gains ‘unauthorised accesses to an individual’s data through their system or computer. A hack can target an individual or a brand, both can have detrimental effects on different scales.
[bookmark: _Toc535275720]3.1.4	Malicious Software / Malware
UCLA [2018] describes malware as a malicious software that can take ‘full control’ of the device it is unknowingly downloaded on, it can be a virus, worm, Trojan and various other spywares. They can be disguised as attachments in emails that once opened can have a leading effect.
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4.0 [bookmark: _Toc535275721]Ashley Madison
In 2002 Darren Morgenstern created Ashley Madison. Price, R [2015] reported that the dating website was very different to its competitors as it was marketed to users already in a relationship or married. Ashley Madison had the slogan ‘Life is Short. Have an affair.’
On July 12th, 2015, it was reported by Lord, N [2017] that Ashley Madison was being ‘hacked’. The ‘hack’ was being endured by ‘The Impact Team’. The Impact Team managed to work in to every company computer demanding all users to close of the site, with the outcome if the demand not me being customer data being released. The hack was ignored, thus leading ‘The Impact Team’ to publicly announce through a website known as ‘PasteBin’ that Ashley Madison had a ’30-day-window’ to once again shut down website with the threat of the customer data being released. 10 days later on the 22nd of July 2015, ‘The Impact Team’ used ‘PasteBin’ to share the customer details of two of their male users. However, Darren Morgenstern continued to ignore the threats and the website remained up and running. On the 18th of August ‘The Impact Team’ once again utilised ‘PasteBin’ as a means of releasing the first set of email address of their users. ‘The Impact Team’ labelled this as the first step of the closure of Ashley Madison with the title ‘Times Up.’ As the customer breach continued it engulfed many corporate and government users as their email addresses were being leaked to the world. ‘The Impact Team’ continued with the hack, creating another website, this website acted as a search engine to search for emails involved in the hack. Users of this website were able to type email addresses in to find out if they were members of Ashley Madison. On the 23rd of August ‘The Impact Team’ had created and released a full list of government and corporate users, the list contained their IP addresses which in turn leaked their location, their mailing addresses which leaked their home locations and their activity on the account which involved the amount spent. This specific hack made these users very vulnerable to identity fraud as all the information needed to preform fraud was being released. As a result of this Ashley Madison faced a ‘$578 million lawsuits on behalf of the 39 million users affected,’ However, this was not the end as Ashley Madison became responsible for the death by suicide of the two males who had fallen victim to the hack. Ashley Madison eventually attempted to find ‘The Impact Team’ by releasing a reward of $500,000 for the identity or information on the ‘The Impact Team’. However, they gained no information and by the end of the month the CTO of Ashley Madison had resigned. The hack had a detrimental effect on Darren Morgenstern, resulting in Ashley Madison being shut down as it became impossible to rebuild an untrusted brand.
[bookmark: _Toc535275722]4.1 	The Impact Team
Price, R [2015] reported that the ‘The Impact Team’ released a statement through PasteBin, which mentioned how poor Ashley Madison’s security was. ‘The Impact Team’ wrote that ‘[they] worked hard to make fully undetectable attack, then got in and found nothing to bypass.’ They highlight how they had overestimated Ashley Madison as they were prepared to be potentially caught however due to Ashley Madison’s poor detection services they could go into the systems software completely unnoticed ‘The Impact Team’ mentioned that there was virtually ‘nobody watching, with no security.’ Once the ‘The Impact Team’ were in it was easy for them and any other users to hack into the active accounts on Ashley Madison as they had ‘failed to use a robust encryption strategy for its users’ passwords.’ With had a colossal impact on its users’ as it was found that 11 million of the users were hacked in as little as 10 days as their passwords were easily dectivable with 120,000 accounts passwords being 120,000 accounts. Once their users accounts had been hacked they faced severe vulnerability as many fell victim to identity theft as they bank details were listed in their account, many faced blackmail and with their emails being leaked it made them vulnerable to phishing hacks. 
[bookmark: _Toc535275723]	4.2	 Prevention
Winder, D [2018] notes that businesses should adopt a password management system, with this in mind it is recommended that Ashley Madison had adopted a two factor log in, which means that it would detect if an account was being logged in on a new device, the two factor log in would require further verification from a code that would be sent their already authorised phone number via SMS or their already authorised email address. Winder. D reports that two factor ‘is an excellent mitigation against hackers who have got hold of login data from the use of malware or third party compromises.’ It is recommended that Ashley Madison had invested in a firewall as a firewall will prevent unauthorised access into the software, therefore being that the ‘The Impact Team’ would not have been able to gain entry had Ashley Madison invested in one. 
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YOUR COMPUTER HAS BEEN LOCKED!

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through
To pay the fine, you should enter the digits resulting code, which is

located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
OK).

If an error occurs, send the codes to address fine@1bi.gov.

*® .. L
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Dear Customer
For your protection, your Apple ID is automatically Disabled

This is the details of your order and activity:
Item: ProCam 5 Type In-App Purchase
Device: Iphone 7 Plus

States: Need Confirmation

Total Order : $72.14

Ip Addres : 175.82.391.22

Location: Valencia, Carabobo, Venezuela
Browser: Mozila Firefox 5.0

If You did not make this order, Please Report This problem and you can

Payment Cancellation at:

CANCEL PAYMENT

You Have 24Hours to cancel the order, we will not acceipt the
Cancellation of your order if it passes the specified times was Limit

2018 Apple. All rights reserved.
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