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[bookmark: _Toc198035629]Scenario:
You are the IT Security Manager for FinSecure Ltd (FSL). a medium-sized financial  
services company. Recently, the company has experienced a series of security 
incidents, including phishing attacks and unauthorized access attempts on its 
network. As a result, the board has mandated the development of a comprehensive 
security policy aimed at mitigating internal and external threats.

[bookmark: _Toc198035630]Task:
You are required to conduct relevant research using credible sources and appropriate diagrams to synthesize a solution that addresses the following aspects:

[bookmark: _Toc198035631]Introduction
FinSecure Ltd (FSL), as a financial services provider, our company is a prime target for both internal and external cyber threats. These threats can disrupt our business operations, leading to financial loss, and damage the company's reputation.  I have therefore as the IT manager mandated the development of a comprehensive security policy aimed at mitigating internal and external threats.


[bookmark: _Toc198035632]Identification of Threats: Clearly identify potential internal and external threats facing FSL.

· Internal threats – Originating from within FSL
a) Accidentally or intentionally carried out by current or former employees and other contract partners which are insider threats.  For example:
b) As privilege abuse, where IT employees process unauthorized activities by misusing administrative rights.
c) Employees with access to sensitive data can sabotage systems and leak sensitive information by using unauthorized applications and bypassing security controls.  For example data theft. [1]
d) Operation of servers or network infrastructure [2]
e) Devices are compromised by connecting infected media, such as unsecured devices, for example stolen smartphones/laptops containing sensitive data or by accessing malicious emails or websites resulting in malware infections and credential theft. [1]
f) Using Easily guessable credentials as well as reusing same passwords, this can be due to negligence and Inadequate training where employees are unaware of best practices for cybersecurity. [3]

· External threats – Originating from outside of FSL
a) Phishing Attacks: It usually comes from amateur or skilled attackers.  Where employees receive fraudulent emails and are tricked into revealing sensitive information. [3] 
b) Malware and Ransomware: Malicious software encrypting data for ransom or disrupting operations.
c) Attacks can exploit vulnerabilities in networked devices by weaking cloud services used by FSL or can use social engineering techniques, for example Business Email Compromise to authorize fraudulent transactions.
d) Denial- of-Service (DoS) Attacks: Disrupting services by overwhelming the network. [2]

[bookmark: _Toc198035633]Security Policies: Develop a set of security policies that align with best practices in network and cyber security.

· To restricted unauthorized access to FSL’s systems and data, security policies are required.    Security objectives, system requirements and rules of behavior to be adhered to are set out by security policy
· A comprehensive security policy accomplishes several tasks:
· It reveals an organization’s commitment to security.
· It sets the rules for likely behavior.
· It ensures stability in system operations and software and hardware acquisition, maintenance and use.
· It outlines the legal consequences of violations.
· It provides security staff the backing of management. [2]
· Security policies inform users, staff, and managers of the FSL’s requirements, which protect technology and information assets.
· A security policy also specifies the means needed to meet security requirements. 

FSL’s security policy will adhere to ISO/IEC 27001 standards, NIST Cybersecurity Framework guidelines, and GDPR compliance requirements. Key policies include:

a) Incidents handling policies which explains how security incidents should be handled, for example immediately reporting issues to the IT Security Team.

b) Network maintenance policies for updating network device operating systems and end-user applications.  Data Protection Policy i.e Encryption of data, compliance with GDPR data privacy.

c) Remote access policies which identify what is remotely accessible and how remote users can access a network.  For example Multi-Factor Authentication (MFA) which should be required for all crucial systems, use of VPN. [4]

d) The Acceptable Use Policy (AUP)  will define  permitted and prohibited activities for FSL’s IT resource.  For example, to allow employees work-related and limited personal use while restricting unauthorised access, data leaks, malware and network abuse.  To ensure compliance all employees must review and acknowledge the policy annually  else violations can escalate consequences. [5]

e) Acceptable use policies which identify network resources and usage that are acceptable to the organisation.  It may also identify ramifications for policy violations. [2]

f) Password policies to ensure password meet minimum requirements for example are minimum 12 characters with special characters and are changed regularly i.e every 90 days.  Passwords cannot be reused. [2]

g) Identification and authentication policies which specify authorised persons that can have access to network resources for example Role-Based Access Control (RBAC) which provides only access data necessary for the employees role. [6]

[bookmark: _Toc198035634]Mitigation Measures: Propose specific measures to mitigate identified threats, detailing how each measure will be implemented.

a) Threat: Weak Password
a. Mitigation Measure: Impose password manager
b. Implementation: Mandate company-wide adoption [6]
b) Threat: Unauthorised Access
a. Mitigation Measure: Zero Trust Architecture (ZTA), security model that no user/device within a network can be trusted as fault.  Firewall systems. [7]
b. Implementation: Segment network– Impose Multi-Factor Authentication (MFA)
c) Threat: Insider Threats
a. Mitigation Measure: Use data analytics (User Behaviour Analytics (UBA) monitoring
b. Implementation: Implement Splunk User Behaviour Analytics (UBA)
d) Threat: Phishing Attacks
a. Mitigation Measure: Employee training / AI based email filtering
b. Implementation: Arrange Mimecast/Proofpoint for email security
e) Threat: Malware Infections [3]
a. Mitigation Measure: Endpoint Detection and Response Deployment
b. Implementation: Roll out CrowdStrike to protect devices and networkds
f) Threat: Denial-of-Service (DoS) Attacks
a. Mitigation Measure: Cloud-based DDoS protection
b. Implementation: Use AWS Shield/Azure DDoS Protection to protect applications and infrastructure. [5]

[bookmark: _Toc198035635]Monitoring and Response: Outline a plan for monitoring the network and responding to security incidents (flow chart or diagram would be useful).

· Network Monitoring
· Security Information & Event Management (SIEM): A security technology that provides Real-time log analysis (e.g., Splunk, IBM QRadar).  It will provide FSL gain visibility into their IT infrastructure, detect threats and respond to security issues. [4]
· Intrusion Detection/Prevention Systems (IDS/IPS): Detect, monitor and block malicious traffic for suspicious activity.




















Security Incident Flow-Chart: [8]START


Review Post-Incident
Recover /Restore e.g restore from back-up
Remove /Eradicate e.g remove malware
Investigate and identify root cause
Isolate and contain affected systems 
Classify Severity of Incident e.g Low/Med/High
Detect Incident e.g User Reports


















































[bookmark: _Toc198035636]Training and Awareness: Describe a training program for staff to ensure compliance with the new security policies.

a) Role Specific training: [7] [3]
a. IT staff at FSL to be given training in advanced threat detection and how to respond to incident response drills. [7]
b. Finance team at FSL to train in how to secure handling of sensitive transactions.
c. Enhanced modules.
b) Mandatory Security Training for all employees at FSL
a. Employees to read SOPs.
b. Employees at FSL to have quarterly workshops to cover policies, phishing, secure password practices and social engineering.
c) Awareness of threats and risks by sending monthly updates in security newsletters to employees and give incentives for reporting and recognising security risks. [7]
d) Evaluation by completing post-training assessments and incident metrics.

[bookmark: _Toc198035637]Conclusion:

The above policy will help provide employees of FSL establish a proactive security framework, it will help mitigate risks via employee training, technical controls and monitoring continuously.   The policy aligned with ISO 27001, NIST and GDPR.  The implementation of this policy should be reviewed biannually to adapt to developing threats. [1] [9] [8] [2]
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PowerPoint presentation: Synthesize a solution to a potential real life scenario MOHAMMAD Yaqoob (2419891)
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