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FINAL GRADE

63/100

Ethan Shellem-Prince Report
GRADEMARK REPORT

GENERAL COMMENTS

Instructor

WEBSITE

Database structure and design - Generally good -
joining table used. You might want to think about
normalising Male and Female - or reduce it to M/F for
efficiency 9/10

Range of PHP demonstrated - 

Search is OK, but it's a bit odd to list all the locations -
that's the point of the search. If there were new
locations in the future, they would have to be added.
Perhaps a search with a dropdown menu would be
better here. 

Validation is present on the signup page and the login
page, although it's a bit annoying that all the info is
wiped on the signup if you get one field wrong. It
would be better for the user to write the information
into the fields for them to save them re-entering
everything. Be careful to include it on the edit section
too - I made a few of the fields blank and it threw an
error.

I'm a little mystified that you don't have a password for
the login - using username and email instead. Both of
these are guessable. 

Login is OK, although at times it kept asking me to log
in again even though I had already done so
successfully. I was able to access the adminhome.php
via the URL, so this need to be locked down.

Good use of the joining table. 



30/50

Overall integration of website - Layout is a little on
the sparse side, and some of the text is a bit hard to
read against the background colour, but on the whole,
easy to navigate.

6.5/10

REPORT

Investigation/analysis of two security issues -
SQL Injection is generally good, I would have liked a to
see a few examples of common content of injections
to support the explanation. Broken access is generally
good, but it needs contextualising - for example, what
would you inspect in the user details and what would
give rise to alarm? 8.5/15

Mitigation of security issues in your site -
Prepared statements shown well for the checklogin
page, is there anywhere else it might be needed (eg
Insert, Edit) Broken access is OK, but a bit brief what
are some other weaknesses of your site in this area?
9/15

General Comments: You must avoid the use of "I"
"my" etc in academic reports  - eg "I will highlight
he two main security issues". Use the passive voice
"The two main security issues will be highlighted"

TOTAL: 63/100
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