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This Risk Report was carried out between a small portfolio of commercial buildings including a high street shop, an open plan office block and the old Cinema. 
The Risk report will be reviewed annually and is carried out by identifying any risks present, analysing those risks identified, mitigating those risks and continue to monitor and review. 
This report was carried out in accordance with –
· ISO 31000:2018 Risk Management Guidelines 
· Good Practice Guide Risk Reporting 2021
· Health & Safety Executive Guild lines 

Property portfolio description –
Cinema
The building is a two-storey brick building, single glazed windows, and a flat roof.
The building is currently being used as a Cinema with 3 screens each with capacity to hold 70 members of the public. Employing approximately 15 members of staff and is operational six days a week, between the hours of 10.00am – 10.00pm.
The lobby area consists of a ticket booth and concessions area serving popcorn, snacks, and hot and cold drinks, a café area to the right with seating for 10 people and a vending machine area to the left. 
A central corridor leads you past the male/female toilets and to the 3 screens. Emergency exits are to the front and rear with adequate emergency lighting throughout. 
It was highlighted that there are 9 high, 6 medium and 11 low level risks identified following the risk assessments that require actions. 
High risks as follows –
Slips and falls from spilt drinks etc. due to the volume of traffic from the lobby area to the screening area there is a high probability that spillages will occur. All staff to ensure any spillages are cleaned up in timely manner and a readily supply of wet floor signs available on site. 
Hot surface, contact with popcorn machine and cooking area. No members of the public allowed in the cooking/preparation areas, suitable barriers in place, PPE provided and all staff fully trained and competent in their duties. 
Darkness, low levels of lighting during screenings. All customers to be accompanied to their seat by staff with touch light, low lux level cinema lighting to be installed on walkways, pre-screening audio announcements highlighting safety instructions, full illuminance of lighting on exit / end of screening. 

Strobe lighting visual effects from screenings. All customers warned of strobe effects present during ticket sales and during pre-screening audio announcement customers advised if suffering from and effects due to high levels strobe lighting to contact a member of staff and to be guided out to the lobby area and assessed further. 

Noise, effects from prolonged high levels of noise during screening. During pre-screening audio announcement customers advised if suffering from and effects due to high levels of noise to contact a member of staff and to be guided out to the lobby area and assessed further.

Spread of Covid-19 Coronavirus. All staff and public must track and trace on entry, hand sanitiser available at all entrances / exits, face covering to be worn by all unless exempt, social distancing, signage in place, audio messaging, Covid passport to be presented prior to buying tickets online. (IT systems to be updated/modified) 

Restricted numbers due to Covid-19 Coronavirus as per government guidelines. Seating to be spaced out to comply with social distancing rules, online ticket sales only and capped at a reduced cinema capacity. 

Loss of revenue due to Covid-19 Coronavirus, non-essential businesses to close etc. Cinema to offer online screenings, sale of DVD’s / download options, possibly look at external night-time screenings. 

[bookmark: _Hlk102118127]Office block 
The building is a 3-storey concrete frame with brick cladding, single glazed windows, and a flat roof.
Building is currently adopting a work from home policy but under normal working conditions would be used on all 3 floors as office space occupying approximately 150-170 office staff. Entrance via the main lobby with two access stairwells the left and right with a central lift covering all floors. Office hours are 7.00am – 6.00pm Monday – Friday. Emergency exits to the front and rear with adequate emergency lighting throughout.
Each floor has the same lay out, open plan with central walkways and workstations arranged in bunches of eight. Each workstation comprises of a flat screen monitor and desk top computer. Each floor has a male / female toilet, small kitchen area and rest room. 
It was highlighted that there are 4 high, 5 medium and 23 low level risks identified following the risk assessments that require actions. 


High risks as follows –
High stress levels with staff due to high workloads, working from home. Staff workloads to be regularly monitored by management, faster replenishment of staff recruitment, supervisors, and management to hold regular meetings, increase in mental health awareness.
Over worked employees due to staff shortages, work pressures. Adequate staff numbers in place, essential hours of work monitored and no annual leave to be carried over to ensure staff are fresh and de-stressed. 
Manual handling office equipment, stock etc. all staff to have manual handing training, trollies in place for moving large items. 
Working environment conditions. Employees feeling uncomfortable with lighting lux levels, heating and ventilation and workstations. Improve buildings ventilation systems, correct lighting lux levels for office environment, task lighting fitted where required, blinds fitted on window, workstations suitable for the task, employees working from home to have online training for assessing the workstations and suitable office equipment provided desk, chair etc. to maintain continuity in productivity. 

Shop 
The building is a two-storey brick building, single glazed windows, and a pitched roof.
Building is currently being used as a Retail shop on the ground floor with the 1st floor utilised as a stock room. Occupying approximately 10 members of staff opening hours are 9.00am – 6.00pm Monday – Saturday. 
Access if via the front door off the high street rear exit for emergencies with adequate emergency lighting throughout. The back of the ground floor is restricted to staff only and comprises of a staff room, communal toilet, a loading bay area for deliveries, service lift and access stairs to first floor stock room. 
 It was highlighted that there are 4 high, 5 medium and 22 low level risks identified following the risk assessments that require actions. 
High risks as follows –
Over worked employees due to staff shortages, work pressures. Adequate staff numbers in place, essential hours of work monitored and no annual leave to be carried over to ensure staff are fresh and de-stressed. 
 Manual handling of deliveries, stock etc. all staff to have manual handing training, trollies in place for moving large items and service lift to be used. 
Deliveries, moving vehicles in loading bay area etc. Hi-visibility jackets to be worn, pedestrian walkways in place around loading areas. 
Loss of revenue due to theft, shoplifting etc. staff to regular monitor store |CCTV cameras, store to participate in the local store watch scheme, sharing intelligence and activity with other high street stores. 
In all three properties the medium and low risks identified included but not exclusively the following- 
Risk due to Brexit 
Loss of staff, staff shortages, recruitment issues. Help staff with re-settlement applications, recruitment campaigns ready to roll out, diversify working environment, increase online presents, drop shopping. 
Decrease in suppliers’ reliability, products not readily available, waiting times for deliveries increased, limited stock available. Management to update contracts to ensure supply continues, update communication paths for ease of contact, contingency plans in place for alternative suppliers, company to hold greater stock. 
Change in procurement rules and regulations. Management to ensure data is gathered on new regulations,  keep staff fully trained in the procurement field, employ consultant. 
Reduced European funding to subsidise employment and future projects. Management to investigate options for local / central government funding,   investigate options for private funding, re-investment of capital. 

Financial risk 
Reduction in cash flow causing unstable balance sheets, profit margins etc. Management to increase marketing campaigns, diversify income streams, identify issues with cash flow, gather customer feedback etc. According to the Office for national Statistics 
Operations issues, reduced productivity, and end user quality. Improve efficiency of internal procedures, update policies, improve employee knowledge with training / mentoring, recruitment of specialised knowledge. 
Credit risk, default on payments etc. Reduce credit offered to customers, limit credit to new customers, increase credit from suppliers, increase payments to credit lenders, package all loans into one payment system. 

Cyber attacks
Password breach.
Attackers gaining access to personal data, customer details etc. IT department to apply regular password changes by users, double password access etc.
Malware attack.
Breach of software gaining access to sensitive data. Up to date Malware software to be installed by IT department, promote caution with unknown files, emails etc. 
SQL attack.
Breach of software gaining access to sensitive data, customer details etc. IT department to install Firewall software, limit unknown sources. 
Trojan virus attack.
Enabling attacker access to hardware and software. IT department to limit downloads to authorised personnel only, regular updates of all security software. 
Crypto-jacking attach.
Enabling unauthorised attacker to utilise hardware to mine for cryptocurrency. IT department to limit downloads to authorised personnel only, regular updates of all security software. 
Data protection.
Breach of software enabling attacker access to employee/customer personal data. IT department to restrict unauthorised staff using USB drives, locking data bases, regular password changes. 

Covid-19 Coronavirus 
Spread of Covid-19 person to person transmission. Information on all Covid-19 measures communicated to all through posters, audio messages. All staff/visitors to track and trace using the NHS app. / QR code reader etc. All staff to wear appropriate face coverings whilst in the building. Working from home to be adopted by all that can do so. All staff to follow Social Distancing guidelines set out by Public Health Wales. All staff with positive covid-19 test result or showing symptoms as highlighted by NHS Wales to remain at home and follow national guidelines.
Spread of Covid-19 by contaminated surfaces. 
Regular monitoring of soap, alcohol gel and hand towel stations and replenished as and when necessary. Regular cleaning of wash stations and bins emptied. Regular cleaning of touch surfaces, door handles, light switches etc. 
Hand washing/Sanitising stations in place for all staff and contractors situated at entrance and exits to all buildings. Alcohol wipes and sanitising gel available at all workstations. All workstations to be deep cleaned before/after use.
Spread of Covid-19 by airborne transmission.
No meetings to be held face to face. All staff to utilise Microsoft Teams or equivalent as a means of conference call. Ventilation to be improved, where possible using natural air flow – opening windows, doors etc. All staff to follow Social Distancing guidelines set out by Public Health Wales.





Spread of Covid-19 by excess numbers in building.
Any member of staff developing symptoms to leave the workplace and follow NHS Wales guidelines. All staff to follow Social Distancing guidelines set out by Public Health Wales. Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.  Working from home to be adopted by all that can do so and limit numbers within building.
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The Purpose of this Risk management Report is to provide guidance on managing risk as per ISO 31000:2018:en:Risk Management Guidelines.
What is Risk? 
Risk is the effect of uncertainty on objectives. To call something a “Risk” is to recognize its importance to our subjectivity and wellbeing (Lupton, 1999)
What is a Risk assessment? 
A risk assessment is a collective process of gathering information regarding, identifying the hazard, the impact that has and the probability of it happening, setting a priority on the risk and mitigating the findings. 
A risk assessment is thought to be the fundamental component of the risk management process (Popov, 2016)
What is Risk management? 
Risk management is thought to be the complete process of a risk assessment, risk control and reduction (Svalova, 2018)


This Risk Report was carried out between a small portfolio of commercial buildings including a high street shop, an open plan office block and the old Cinema. Please see attached risk assessments (Appendix A) and risk registers (Appendix B) for identified risks and mitigations required. 





.
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Following the risk assessment process carried out within the portfolio , in total there was  17 High, 16 Medium and 56 Low level risks identified, with mitigations put in place or need actioning. To comply with the Management of Health and Safety at Work Regulations 1999 we must ensure the risk management process is complete from identifying the hazard, assessing the likelihood of that hazard happening and how seriously that hazard could be (the risk), mitigating the hazard and monitoring (Health & safety Executive , 2022).
According to Allianz Risk Barometer 2022 survey the top concerns with UK companies was Cyber incidents, business interruption and climate change. 
Worldwide concerns show an increase of 13% from 2021 figures on shortage of skilled workers, cyber incidents up 44% from 2021 figure but concerns over another pandemic outbreak down 22% from 2021 survey (Allianz, 2021)
According to the Office for National Statistics 24.9% of the entertainment industry, 17.4% of retail outlets and 24.5% of  the administrative sector only that have sufficient cash reserves to survive 1-3 months if another pandemic or such would cause temporary closure to the working environment  (Office for National Statistics , 2020)
Top risks highlighted in this report are, employee welfare and wellbeing, health & safety, day to day operations and running of the business, cyber-attacks, the ongoing impact of Brexit and the Covid-19 pandemic.  Adopting a process and new procedures now to mitigate these risks will not only satisfy legislation but also corporate management. It should be considered a priority to evaluate the need to retain a solid knowledgeable works workforce, constantly keep abreast with technology to combat the increased risk in cybercrime and evaluate contingency plans for business closure with the need to improve lending and cash reserves. 
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Please see Appendix C 

[bookmark: _Toc102167854]5.0 Office Adaption Works 

Please see Appendix D 

[bookmark: _Toc102167855]6.0 Procurement Route and Contract for Office Adaptation 

The right procurement contract for this adaptation to the office block is  vital to the successful completion of this project and ensuring the works are delivered on time and within budget. 
What are the procurement methods and contracts available?
The 5 procurement routes available to assist the adaptation of the office block are: 
· Traditional –  The design is the responsibility of the client, and the contractor is solely responsible for the building works with the client normally supplying a bill of quantiles for the building contractor to price from and ensuring a high level of quality, keeping costs down but increasing the project time. The disadvantage of this procurement method is the divide in designer and contractor can cause conflict on defects. It is essential that the final designs are completed before works begin to stabilise costs and completion time. 

· Design & Build – The Design & Build method puts all the risk with the contractor as they are employed as both designer and contractor, working from a client brief. Time frame is a lower turn around in works due to this and a single point of contact for both design and construction queries. But due to pressures to deliver the project on time and within budget quality can be affected.  A detailed specification is required by the client to eradicate this. 

· Construction Management – A main contractor is employed and oversees contractors for different elements of the project.

· Management Contracting – The management of the project is employed separately to oversee works and has no links to the contactors. 


· Collaboration – A Collaboration of clients, consultants, contractors etc. to procure works and share knowledge and risk, most suited for local authorities.  

It is recommended that to complete the identified required works the best possible procurement route and contract to adapt the office block to become more energy efficient would be to incorporate a Design and Build method of procurement and employ a single point of responsibility reducing risk associated with refurbishments. If we look at the Iron triangle below, with a detailed specification of requirements drafted prior to a contractor being appointed, quality of works can be upheld. The time frame for completion can be kept to a minimal by ensuring the needs of the company are met by both designer and construction by way of  transparent communication between trades and as the contractor. Trades will have a good working relationship and a working knowledge of each other ensuring a successful completion.

Iron Triangle
[image: Chart, line chart
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Risk Assessment Impact of Brexit

	Activity to be Assessed
	Assessment Number

	Impact of Brexit  
	02

	Persons undertaking or affected by the activity

	
	
	
	
	
	
	
	
	
	
	

	
	*
	Employees
	*
	Contractor
	*
	Public
	
	Pupil
	
	Service User

	
	
	

	
	
	Other …………………………………………………………………………………………….

	
	
	

	Identified Hazards and Associated Risks
	Likelihood
	Severity
	Risk Level

	1
	Loss of staff / recruitment issues 
	4
	4
	16

	2
	Demand levels drop due to lower population 
	3
	3
	9

	3
	Drop in suppliers’ reliability 
	3
	3
	9

	4
	Risk between suppliers & customers 
	3
	3
	9

	5
	Change in future procurement rules 
	2
	2
	4

	6
	Reduced EU funding 
	3
	3
	9

	Existing Control Measures / Additional Control Measures Required

	1
	· Help staff with re-settlement applications 
· Recruitment campaign ready to role out 
· Source out (drop shop) 

	2
	· Gather real time data to assess
· New marketing campaign in place 
· Re-branding 

	3
	· Update contracts to ensure supply continues
· Update communication paths 
· Contingency plans in place for alternative suppliers 
· Holding bulk stock

	4
	· Draft new data gathering systems 
· Up to date protocol for customs process, tariffs, import taxes etc. 

	5
	· Ensure business gathers data on new regulations and conforms 
· Up to date training
· Business case for new position within the company 

	6
	· Re-investment of capital 
· Investigate options for local government funding availability 
· Investigate options for private funding availability 


	Reassessment of Activity Hazards 
	Likelihood
	Severity
	Risk Level

	1
	Loss of staff / recruitment issues 
	2
	4
	8

	2
	Demand levels drop due to lower population
	2
	3
	6

	3
	Drop in suppliers’ reliability
	2
	3
	6

	4
	Risk between suppliers & customers
	2
	3
	6

	5
	Change in future procurement rules
	1
	2
	2

	6
	Reduced funding
	2
	3
	6

	Name: Matthew Jones 

Position: H&S Officer

	Signed:
	Date:

01/04/2022

	Reviews
	Key
	

	Review Date :
	Likelihood
	Severity
	Severity 
	5
	5Y
	10R
	15
	20
	25

	Reviewed by:
	1   very unlikely
2   unlikely
3   likely
4   very likely
5   certainty
	1   nuisance
2   minor
3   financial loss
4   major
5   cease to trade 
	
	4
	4
	8
	12
	16
	20

	Review Date :
	
	
	
	3
	3
	6G
	9
	12
	15

	Reviewed by: 
	
	
	
	2
	2
	4
	6Y
	8
	10Y

	Review Date :
	
	
	
	1
	1
	2
	3
	4
	5G

	Reviewed by:
	
	
	
	0
	1
	2
	3
	4
	5

	Review Date :
	
	
	
	Likelihood 

	Reviewed by:
	
	
	
	Low Risk
	
	Medium Risk
	
	High Risk










Risk Assessment The spread of Coronavirus Covid-19 with office staff and contractors.

	Activity to be Assessed
	Assessment Number

	The spread of Coronavirus Covid-19 with office staff and contractors.
	01

	Persons undertaking or affected by the activity

	
	
	
	
	
	
	
	
	
	
	

	
	*
	Employees
	*
	Contractor
	*
	Public
	
	Pupil
	
	Service User

	
	
	

	
	
	Other …………………………………………………………………………………………….

	
	
	

	Identified Hazards and Associated Risks
	Likelihood
	Severity
	Risk Level

	1
	Spread of Covid-19 by person-to-person contact 
	4
	4
	16

	2
	Spread of Covid-19 by contaminated surfaces 
	4
	4
	16

	3
	Spread of Covid-19 by airborne transmission 
	4
	4
	16

	4
	Spread of Covid-19 by excess numbers in building 
	4
	4
	16

	5
	Two person lifting handling 
	3
	4
	12

	6
	Workplace entry / exit 
	3
	4
	12

	Existing Control Measures / Additional Control Measures Required

	1
	· Information on all Covid-19 measures communicated to all through posters, audio messages.
· All staff/visitors to sign in using the NHS app. / QR code reader etc 
· All staff to wear appropriate face coverings whilst in the building.
· Working from home to be adopted by all that can do so.
· All staff to follow Social Distancing guidelines set out by Public Health Wales.
· All staff with positive covid-19 test result or showing symptoms as highlighted by NHS Wales to remain at home and follow national guidelines. 
· 

	2
	· Regular monitoring of soap, alcohol gel and hand towel stations and replenished as and when necessary. 
· Regular cleaning of wash stations and bins emptied.
· Regular cleaning of touch surfaces, door handles, light switches etc. 
· Hand washing/Sanitising stations in place for all staff and contractors situated at entrance and exits to all buildings.
· Alcohol wipes and sanitising gel available at all workstations.
· All workstations to be deep cleaned before/after use


	3
	· No meetings to be held face to face. All staff to utilise Microsoft Teams or equivalent as a means of conference call.
· Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.
·   All staff to follow Social Distancing guidelines set out by Public Health Wales.


	4
	· Any member of staff developing symptoms to leave the workplace and follow NHS Wales guidelines.
· All staff to follow Social Distancing guidelines set out by Public Health Wales.
· Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.  
· Working from home to be adopted by all that can do so.
· Limit numbers within building

	5
	· Any member of staff developing symptoms to leave the workplace and follow NHS Wales guidelines.
· Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.
· All staff to wear appropriate face coverings whilst in the building.


	6
	· Adopt one way system entry / exit to building
· Secure all access doors to control access


	Reassessment of Activity Hazards 
	Likelihood
	Severity
	Risk Level

	1
	Spread of Covid-19 by person-to-person contact

	2
	4
	8

	2
	Spread of Covid-19 by contaminated surfaces 
	2
	4
	8

	3
	Spread of Covid-19 by airborne transmission
	2
	4
	8

	4
	Spread of Covid-19 by excess numbers in building
	2
	4
	8

	5
	Two person lifting handling
	2
	4
	8

	6
	Workplace entry / exit
	1
	4
	4

	Name: matthew G-Jones

Position: H&S Officer

	Signed:
	Date:

01/04/2022

	Reviews
	Key
	

	Review Date :
	Likelihood
	Severity
	Severity of Injury
	5
	5Y
	10R
	15
	20
	25

	Reviewed by:
	1   very unlikely
2   unlikely
3   likely
4   very likely
5   certainty
	1   nuisance
2   minor
3   medical treatment
4   major
5   fatal
	
	4
	4
	8
	12
	16
	20

	Review Date :
	
	
	
	3
	3
	6G
	9
	12
	15

	Reviewed by: 
	
	
	
	2
	2
	4
	6Y
	8
	10Y

	Review Date :
	
	
	
	1
	1
	2
	3
	4
	5G

	Reviewed by:
	
	
	
	0
	1
	2
	3
	4
	5

	Review Date :
	
	
	
	Likelihood of Injury

	Reviewed by:
	
	
	
	Low Risk
	
	Medium Risk
	
	High Risk



























Risk Assessment Cyber attacks


	Activity to be Assessed
	Assessment Number

	Cyber security employees working from home, external attacks   
	04

	Persons undertaking or affected by the activity

	
	
	
	
	
	
	
	
	
	
	

	
	*
	Employees
	
	Contractor
	
	Public
	
	Pupil
	*
	Service User

	
	
	

	
	
	Other …………………………………………………………………………………………….

	
	
	

	Identified Hazards and Associated Risks
	Likelihood
	Severity
	Risk Level

	1
	· Password attack
	4
	3
	12

	2
	· Malware attack
	3
	5
	15

	3
	· SQL attacks 
	3
	5
	15

	4
	· Crypto-jacking attack 
	3
	5
	15

	5
	· Trojan virus attack 
	4
	5
	20

	6
	· Data protection
	4
	5
	20

	Existing Control Measures / Additional Control Measures Required

	1
	· Double knock password login 
· Limit unknown internet source 
· Regular updating passwords 

	2
	· Up to date anti-malware software installed 
· Promote caution with unknown files, emails, websites etc. 

	3
	· Application of fire walls 
· Limit unknown internet source 


	4
	· Regular updates of all security software
· Limit unknown internet source

	5
	· Restrict downloads to IT department only 
· Regular updates of all security software
· Limit unknown internet source

	6
	· No access for staff to use USB drives 
· Password protection
· Manager access only data bases 

	Reassessment of Activity Hazards 
	Likelihood
	Severity
	Risk Level

	1
	Password attack
	2
	3
	6

	2
	Malware attack
	1
	5
	5

	3
	SQL attacks
	1
	5
	5

	4
	Crypto-jacking attack
	1
	5
	5

	5
	Trojan virus attack
	1
	5
	5

	6
	Data protection
	1
	5
	5

	Name: Matthew G-Jones 

Position: H&S Officer

	Signed:





	Date:

01/04/2022

	Reviews
	Key
	

	Review Date :
	Likelihood
	Severity
	Severity of Injury
	5
	5Y
	10R
	15
	20
	25

	Reviewed by:
	1   very unlikely
2   unlikely
3   likely
4   very likely
5   certainty
	1   nuisance
2   minor
3   system down
4   major
5   fatal for system
	
	4
	4
	8
	12
	16
	20

	Review Date :
	
	
	
	3
	3
	6G
	9
	12
	15

	Reviewed by: 
	
	
	
	2
	2
	4
	6Y
	8
	10Y

	Review Date :
	
	
	
	1
	1
	2
	3
	4
	5G

	Reviewed by:
	
	
	
	0
	1
	2
	3
	4
	5

	Review Date :
	
	
	
	Likelihood 

	Reviewed by:
	
	
	
	Low Risk
	
	Medium Risk
	
	High Risk











Risk Assessment Finance


	Activity to be Assessed
	Assessment Number

	Finance  
	03

	Persons undertaking or affected by the activity

	
	
	
	
	
	
	
	
	
	
	

	
	*
	Employees
	*
	Contractor
	
	Public
	
	Pupil
	*
	Service User

	
	
	

	
	*
	Other …………The business ………………………………………………………………………………….

	
	
	

	Identified Hazards and Associated Risks
	Likelihood
	Severity
	Risk Level

	1
	Reduction in customer footfall 
	4
	4
	16

	2
	Reduction in cashflow
	2
	4
	8

	3
	Credit risk 
	3
	4
	12

	4
	Operations 
	3
	4
	12

	5
	Systems  
	2
	4
	8

	6
	Reduction in grants / funding 
	2
	3
	6

	Existing Control Measures / Additional Control Measures Required

	1
	· Increase marketing campaigns 
· Reach out to other market streams
· Improve online presents 
· Improve market base 

	2
	· Increase marketing campaigns 
· Diversify income sources 
· Identify issues with cashflow, customer feed back

	3
	· Reduce credit limits to customers 
· Increase credit limits from suppliers 
· Increase payments to credit lenders 
· Package all lending to one source 

	4
	· Improve efficiency of internal procedures 
· Update policies 
· Improve employee knowledge /training 
· Recruitment 


	5
	· Improve IT software 
· Improve IT hardware
· Improve employee knowledge /training 
· Recruitment 

	6
	· Source private investment 
· Improve communication with funding agencies 
· Recruit advisers 

	Reassessment of Activity Hazards 
	Likelihood
	Severity
	Risk Level

	1
	Reduction in customer footfall
	3
	4
	12

	2
	Reduction in cashflow
	2
	4
	8

	3
	Credit risk
	2
	4
	8

	4
	Operations 
	1
	4
	4

	5
	Systems 
	1
	4
	4

	6
	Reduction in grants / funding
	1
	3
	3

	Name: Matthew Jones 

Position: H&S Officer

	Signed:





	Date:

01/04/2022

	Reviews
	Key
	

	Review Date :
	Likelihood
	Severity
	Severity of Injury
	5
	5Y
	10R
	15
	20
	25

	Reviewed by:
	1   very unlikely
2   unlikely
3   likely
4   very likely
5   certainty
	1   nuisance
2   minor
3   financial loss
4   major f/loss
5   cease trading 
	
	4
	4
	8
	12
	16
	20

	Review Date :
	
	
	
	3
	3
	6G
	9
	12
	15

	Reviewed by: 
	
	
	
	2
	2
	4
	6Y
	8
	10Y

	Review Date :
	
	
	
	1
	1
	2
	3
	4
	5G

	Reviewed by:
	
	
	
	0
	1
	2
	3
	4
	5

	Review Date :
	
	
	
	Likelihood of Injury

	Reviewed by:
	
	
	
	Low Risk
	
	Medium Risk
	
	High Risk
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Risk report Cinema   
 Section 1 - Overview 
	Address – The Old Cinema, High Street, Llanelli, Carmarthenshire
Responsible Person – M Jones 
This Report Was Carried Out On – 10/04/2022



Building Details 
	Assessor -M G Jones 
Checked By – M Jones 
Area –2000m₂
Number Of Floors -2
Occupied Floors -1
Number Of Occupants –15 staff 
Type Of Fire Alarm – L1 System 



	Description Of Property -
The building is a two-storey brick building, single glazed windows, and a flat roof.
Building is currently being used as a Cinema with 3 screens each with capacity to hold 70 members of the public.
 Occupying approximately 15 members of staff.  
Ticket sales and shop in lobby with café area to the right. 
Access if via the front door off the high street with rear exits for emergencies   
10.00am – 10.00pm 
Monday – Saturday 





	Logbook
	Next Due

	Risk Assessment
Fire Drill 
Fire Extinguisher Maintenance 
Fire Safety Training 
Fire Marshal Training 
Fire Alarm Service 
Emergency Lighting Service 
Pat Testing 
Electrical Inspection Condition Report Test  
	10/04/2023
10/05/2022
29/04/2023
29/04/2023
29/04/2023
29/01/2023
29/01/2023
29/01/2023
19/01/2025



Section 2 Risk Assessment 
	See Appendix A


















Location/Department - Cinema
	ID
	Risk Name 
	Risk impact Description
	Risk Impact Probability level	Level
	Risk Priority Level
	Risk Mitigation
	Risk Ownership

	
	Coffee shop area 
	
	
	
	
	
	

	1
	Slips and falls
	slips and falls from spilt drinks etc.                 
	4
	4
	16
	Signage in place, walkways 
free of obstructions, staff to 
keep their work areas tidy, wet floor signs in place 
	Management / Staff 

	2
	Hot surfaces 
	Burns/scalding on hot surfaces 
	4
	4
	16
	No members of the public in cooking/ prep area, 
	

	
	Concessions 
	
	
	
	
	
	

	3
	heavy vending machines toppling over
	injury from falling vending machines 
	4
	3
	12
	Vending machines to be fitted with alarm is shaken, 
queuing system in place to deter large groups 
	

	4
	Popcorn machine hot surface 
	Burns/scalding on hot surfaces 
	4
	4
	16
	staff training, PPE provided 
gloves, wrist protectors etc. suitable barrier from public 
	

	
	Screening area 
	
	
	
	
	
	

	5
	Darkness/lack of light 
	falls, injury from lack of vision
		4	4
	16
	Customers to be guided to their seat by touch light. 
Low level lighting in walk ways, public to follow all preshow instructions,  full lights on exit/end for picture 
	



	6
	Strobe lighting 
	visual effects, dizziness, disorientation etc.
	4
	4
	16
	All public pre-warned before ticket sales and pre-show.

	7
	3D glasses 
	falling, visual effects 
dizziness, vertigo
	4
	3
	12
	Pre-show instructions brief played, public only to wear glasses to watch the 
screening, anyone suffering to remove and report to staff. 

	8
	Noise
	Discomfort, headache, dizziness, deafness
	4
	4
	16
	Anyone suffering due to high noise levels to leave 
the cinema asap and seek advice from member of staff 

	9
	Fire
	Burns/scalding on hot surfaces 
	4
	2
	8
	Al fire exists to be illuminated, staff to ensure all members of the public 
leave the building, fire alarm activation. 

	10
	Age related restrictions
	Graphic scene, violent content, sexual scenes
	4
	3
	12
	ID required at all times, staff to be vigilant of a customer, tickets only for access

	11
	Copyright infringement
	Videoing, photos of copyright  showings
	4
	3
	12
	No cameras, video recording devices allowed whilst 
viewing, no phones allowed staff to supervise. 

	
	General
	
	
	
	
	



	12
	Terrorism threat
	injury /fatality to staff and public
	5
	2
	10
	Staff to vigilant of unsupervised packages/baggage, CCTV in working order, audio 
messages to deter and inform all of safety 
housekeeping/vacating procedures. 

	
	Covid-19
	
	
	
	
	

	13
	Covid -19 
Restricted numbers
	Spread of Covid-19 symptoms as per WHO
	5
	4
	20
	Seating to be spaced out to comply with social 
distancing rules, online 
ticket sales only and capped at a percentage of capacity.

	14
	Covid -19 Loss of revenue 
	loss of revenue, sales etc. 
	4
	4
	16
	Cinema to offer online shows/screenings, sale of 
DVDs,/downloads, 
possibility of external screenings. 

	15
	Covid -19 spread of virus
	Spread of Covid-19 symptoms as per WHO
	5
	4
	20
	Face coverings to be worn by all, hand washing / hand gel facilities readily 
available, signage in place 
with gov. guidelines, audio 
messages QR login required by all. 

	
	Finance 
	
	
	
	
	



	16
	Reduction in customer footfall
	loss of revenue, sales etc. 
	4
	3
	12
	Increase marketing campaigns 
Reach out to other market streams
Improve online presents 
Improve market base 

	17
	Reduction in cashflow
	Reduction in cash flow causing unstable balance sheets, profit margins etc. 
	4
	2
	8
	Increase marketing campaigns 
Diversify income sources 
Identify issues with cashflow, customer feed 
back

	18
	Credit risk
	default on payments 
received, payment first to supplier before profit
	4
	2
	8
	Reduce credit limits to customers 
Increase credit limits from suppliers 
Increase payments to credit lenders 
Package all lending to one source 

	19
	Operations 
	dated policies, untrained 
employees, lack of internal efficiency. 
	4
	1
	4
	Improve efficiency of internal procedures 
Update policies 
Improve employee knowledge /training 
Recruitment 

	20
	Systems 
	outdated IT systems, 
untrained employees lacking knowledge 
	4
	1
	4
	Improve IT software 
Improve IT hardware
Improve employee knowledge /training 
Recruitment 



	21
	lack of funding for
recruitment, expansion 
Reduction in 
grants / funding






	3
	1
	3
	Source private investment 
Improve communication with funding agencies 
Recruit advisers 

	
	Brexit 
	
	
	
	

	22
	Loss of staff / recruitment issues 
	No staff available to carry out duties, recruitment 
issues, staff leaving posts to return to EU countries
	4
	2
	8
	Help staff with resettlement applications 
Recruitment campaign ready to role out 

	23
	Demand levels 	Reduced numbers at drop due to 	showings lower population
	3
	2
	6
	Gather real time data to assess
New marketing campaign in place 
Re-branding 

	24
	Delay in release film times, low stock level 
Drop in suppliers’ reliability
	3
	2
	6
	Update contracts to ensure supply continues
Update communication paths 
Contingency plans in place for alternative suppliers 
Holding bulk stock

	25
	Cinema not functioning to new procurement rules and regulations
Change in future procurement rules
	2
	1
	2
	Ensure business gathers data on new regulations and conforms 
Up to date training
Business case for new position within the company 



	Reduced funding available to subsidise employment and future projects 
Reduced funding
	3
	2
	6
	Re-investment of capital 
Investigate options for local government funding 
availability 
Investigate options for private funding availability 
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Risk report Office Block 
 Section 1 - Overview 
	Address – Office Block 1, Unit 1, retail park 1, Carmarthenshire 
Responsible Person – M Jones 
This Report Was Carried Out On – 20/04/2022



Building Details 
	Assessor -M G Jones 
Checked By – M Jones 
Area –2500m₂
Number Of Floors -3
Occupied Floors -3
Number Of Occupants –150
Type Of Fire Alarm – L1 System 



	Description Of Property -
The building is a 3-storey concrete frame with brick clad building, single glazed windows, and a flat roof.
Building is currently being used on all 3 floors as office space occupying approximately 150-170 people. 
Two access stairwells and one lift covering all floors.
Office hours 7.00am – 6.00pm 
Monday – Friday 





	Logbook
	Next Due

	Risk Assessment
Fire Drill 
Fire Extinguisher Maintenance 
Fire Safety Training 
Fire Marshal Training 
Fire Alarm Service 
Emergency Lighting Service 
Pat Testing 
Electrical Inspection Condition Report Test  
	20/04/2023
20/05/2022
29/04/2023
29/04/2023
29/04/2023
29/01/2023
29/01/2023
29/01/2023
19/01/2025



Section 2 Risk Assessment 
	See Appendix A



















Section 3 Risk Register 

Location/Department - Office block 
	ID
	Risk Name 
	Risk impact Description
	Risk Impact 
	Probability Risk Priority Level Risk Mitigation Level
	Risk Ownership

	
	
	H&S
	
	
	
	
	

	1
	Stress
	mental health issues 
	4
	3
	16
	staff not overloaded with duties, office appropriate staff numbers, office managers/supervisors to hold regular 1-2-1 meetings for support 
	Management 

	2
	over worked 
employees
	over worked due to staff 
shortages, mental health 
issues, exhaustion, work 
pressures 
	4
	4
	16
	essential working hours covered, adequate staff numbers in place 
	Management 

	3
	Manual handling, boxes 
of paper, office equipment 
	Strains, injuries 
	4
	4
	16
	All staff to have manual handling training, trollies available for bulky items 
	Management & Staff

	4
	Slips and falls 
	slips and falls from objects , spills 
	3
	4
	12
	Good housekeeping, good lighting in walkways and stairwells, offices cleaned every day, staff to keep work areas clean and tidy
	Management & Staff

	5
	Working from height
	falls from height 
	3
	4
	12
	safe use of step ladders training, staff to wear correct footwear, Ensure steps are fully opened and locked, Steps to be inspected by operative before use.
	Management & Staff



	6
	Deliveries
	moving vehicles reversing vehicles in loading bay area
	3
	5
	15
	Hi-visability jackets to be worn, loading bay area 
sectioned off with walk ways
	Management & Staff

	8
	Chemicals cleaning materials 
	burns, breathing issues 
from open, spillages 
	3
	4
	12
	all instructions to be followed, COSH guidance to be followed and stored correctly in locked cupboard. 
	Management 

	9
	Lone working 
	unable to report incidents, 
office staff locked in over 
night
	4
	1
	4
	staff share electronic diaries with office manager, office to be checked for staff before locking building, 
flexible working limited to 
7.00am-6.pm 
	Management 

	10
	Heating appliances 
	fires/burns 
	4
	2
	8
	No portable heaters used within the shop/staff room areas 
	Management 

	11
	Electrical portable equipment
	electric shock
	4
	2
	8
	All portable appliences to be PAT tested and used as per manufactures instructions 
	Management 

	12
	Display screen equipment 
	headaches, bad backs, hands arms 
	4
	3
	12
	DSE training to all staff, work stations assessed to meet the needs of the user, regular screen breaks, correct lux levels for the environment, eye tests provided by employer. 
	Management & Staff



	13
	fire 
	smoke inhalation, burns, fatality 
	4
	2
	8
	fire escapes kept clear at all times, staff to carry out weekly fire drills and training
	Management & Staff

	14
	working environment 
	office staff could feel 
uncomfortable with lights, heating controls, work 
stations 
	4
	4
	16
	improve ventilation, correct lux levels for lighting, task lighting fitted where required, blinds fitted on windows, work stations are suitable for the task. 
	Management

	15
	Welfare
	discomfort to users
	3
	2
	6
	hot water and soap provided , running hot and cold water, toilets cleaned every day, regular monitoring. 
	Management 

	16
	Storage 
	filing cabinets toppling 
over, shelves over loaded causing objects to fall
	3
	2
	6
	filing cabinets to be filled from bottom up, one draw open  a time, warning signs in place, light items on shelves.
	Management & Staff

	
	Covid-19
	
	
	
	
	



	17
	Spread of Covid-19 by person-to-person contact 
	Spread of Covid-19 symptoms as per WHO
	4
	2
	8
	Management & Staff
Information on all Covid-19 measures communicated to all through posters, audio messages.
All staff/visitors to sign in using the NHS app. / QR code reader etc 
All staff to wear appropriate face coverings whilst in the building.
Working from home to be adopted by all that can do so.
All staff to follow Social Distancing guidelines set out by Public Health Wales. All staff with positive covid19 test result or showing symptoms as highlighted by NHS Wales to remain at home and follow national guidelines. 



	18
	Spread of Covid-
19 by contaminated surfaces 
	Spread of Covid-19 symptoms as per WHO
	4
	2
	8
	Regular monitoring of soap, alcohol gel and hand towel stations and replenished as and when necessary. Regular cleaning of wash stations and bins emptied. Regular cleaning of touch surfaces, door handles, light switches etc. 
Hand washing/Sanitising stations in place for all staff and contractors situated at entrance and exits to all buildings.
Alcohol wipes and sanitising 
gel available at all workstations.
All workstations to be deep cleaned before/after use
	Management & Staff

	19
	Spread of Covid-
19 by airborne transmission 
	Spread of Covid-19 symptoms as per WHO
	4
	2
	8
	No meetings to be held face to face. All staff to utilise Microsoft Teams or equivalent as a means of conference call.
Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.
  All staff to follow Social Distancing guidelines set out by Public Health Wales.
	Management & Staff



	20
	Spread of Covid-
19 by excess numbers in building 
	Spread of Covid-19 symptoms as per WHO
	4
	2
	8
	Any member of staff 	Management & Staff developing symptoms to leave the workplace and follow NHS Wales guidelines.
All staff to follow Social Distancing guidelines set out by Public Health Wales. Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.  
Working from home to be adopted by all that can do so.
Limit numbers within building

	
	Brexit
	
	
	
	
	
	Management & Staff

	21
	Loss of staff / recruitment issues 
	No staff available to carry out duties, recruitment 
issues, staff leaving posts to return to EU countries
	2
	2
	4
	Help staff with resettlement applications Recruitment campaign ready to role outsource out (drop shop) 
	Management & Staff

	22
	Drop in suppliers’ reliability 
	Products not readily available, waiting time for 
deliveries increased, limited amounts available 
	3
	2
	6
	Update contracts to ensure supply continues Update communication 
paths 
Contingency plans in place for alternative suppliers 
Holding bulk stock
	Management & Staff



	23
	Change in future 
procurement 
rules 
	Office not functioning to new procurement rules and 
regulations
	2
	1
	2
	Management & Staff
Ensure business gathers data on new regulations and 
conforms 
Up to date training Business case for new position within the company 

	24
	Reduced EU funding 
	Reduced funding available to subsidise employment and future projects 
	3
	2
	6
		Re-investment of capital 	Management & Staff
Investigate options for local government funding 
availability 
Investigate options for private funding availability 

	
	Cyber Attacks 
	
	
	
	
	

	25
	Password attack
	Password breach gaining access to personal data, customer details etc. 
	3
	2
	6
	Management & Staff
Double knock password login 
Limit unknown internet source 
Regular updating passwords 

	26
	Malware attack
	 Breach of software gaining access to personal / 
sensitive data, customer details etc. 
	5
	1
	5
	Up to date anti-malware software installed Promote caution with unknown files, emails, websites etc. 
	Management & Staff

	27
	SQL attacks 
	 Breach of software gaining access to personal / 
sensitive data, customer details etc. 
	5
	1
	5
	Application of fire walls Limit unknown internet source 
	Management & Staff

	28
	Crypto-jacking attack 
	enabling unauthorised 
hackers to use companies hard wear to mine for cryptocurrency 
	5
	1
	5
	enabling unauthorised hackers to use 
companies hardware to mine for cryptocurrency 
	Management & Staff



	29
	Trojan virus enables attacker to attack gain access to companies 
software and hardware 
	5
	1
	5
	Restrict downloads to IT department only Regular updates of all security software Limit unknown internet source
	Management & Staff

	30
	Data Protection
	 Breach of software gaining access to personal / 
sensitive data, customer details etc. 
	5
	1
	5
	No access for staff to use 
USB drives 
Password protection Manager access only data bases 
	Management & Staff

	
	
	Finance 
	
	
	
	
	

	
	Reduction in cashflow
	Reduction in cash flow causing unstable balance sheets, profit margins etc. 
	4
	2
	8
	Increase marketing campaigns 
Diversify income sources Identify issues with cashflow, customer feed back
	Management 

	
	Operations 
	Reduced productivity, end user quality 
	4
	1
	4
	Improve efficiency of internal procedures Update policies Improve employee knowledge /training 
Recruitment 
	Management 

	
	Credit risk
	default on payments 
received, payment first to supplier before profit
	4
	2
	8
	Reduce credit limits to 
customers 
Increase credit limits from suppliers 
Increase payments to credit lenders 
Package all lending to one source 
	Management 




Risk report Shop 
 Section 1 - Overview 
	Address – The Shop , High Street, Llanelli, Carmarthenshire
Responsible Person – M Jones 
This Report Was Carried Out On – 19/04/2022



Building Details 
	Assessor -M G Jones 
Checked By – M Jones 
Area –1000m₂
Number Of Floors -2
Occupied Floors -2 
Number Of Occupants –10 staff 
Type Of Fire Alarm – L1 System 



	Description Of Property -
The building is a two-storey brick building, single glazed windows, and a pitched roof.
Building is currently being used as a Retail shop on the ground floor with the 1st floor utilised as a stock room.  
 Occupying approximately 10 members of staff.  
Access if via the front door off the high street with rear exits for emergencies   
9.00am – 6.00pm 
Monday – Saturday 





	Logbook
	Next Due

	Risk Assessment
Fire Drill 
Fire Extinguisher Maintenance 
Fire Safety Training 
Fire Marshal Training 
Fire Alarm Service 
Emergency Lighting Service 
Pat Testing 
Electrical Inspection Condition Report Test  
	19/04/2023
10/05/2022
29/04/2023
29/04/2023
29/04/2023
29/01/2023
29/01/2023
29/01/2023
19/01/2025



Section 2 Risk Assessment 
	See Appendix A



















Risk Location/Department - Shop 1 
	ID
	Risk Name 
	Risk impact 
Description
	Risk 
Impact level
	Probability Level
	Risk 
Priority 
Level
	Risk Mitigation
	Risk Ownership

	
	H&S
	
	
	
	
	
	

	1
	over worked employees
	over worked due to staff shortages, mental health issues, exhaustion 
	4
	4
	16
	essential working hours covered, adequate staff numbers in place 
	Management 

	2
	Manual handling 
	Strains, injuries 
	4
	4
	16
	All staff to have manual handling training, trollies available for bulky items 
	Management & 
Staff

	3
	Slips and falls 
	slips and falls form excess stock in walkways, spills etc. 
	3
	4
	12
	Signage in place, walkways free of obstructions, staff to keep their work areas tidy
	Management & 
Staff

	4
	Working from height
	falls from height 
	3
	4
	12
	safe use of step ladders training, staff to wear correct footwear, Ensure steps are fully opened and locked, Steps to be inspected by operative before use.
	Management & 
Staff

	5
	Deliveries
	moving vehicles 
reversing vehicles in loading bay area
	3
	5
	15
	Hi-visibility jackets to be worn, loading bay area sectioned of with walk ways
	Management & 
Staff



	6	threats, abuse behaviour etc. 
	Threatening actions from members of 
the public resulting 
in physical/mental 
injury 
	3
	4
	12
	Panic alarm on site, more than one staff member on shop floor, cctv in working order, staff to report all issues
	Management 

	7	Chemicals cleaning materials 
	burns, breathing 
issues from open, spillages 
	3
	4
	12
	all instructions to be followed, COSH guidance to be followed. 
	Management & 
Staff

		8	Lone working 
	unable to report incidents 
	4
	1
	4
	No lone working at any time 
	Management 

		9	Heating appliances 
	fires/burns 
	4
	2
	8
	No portable heaters used within the shop/staff room areas 
	Management & 
Staff

	10 Electrical portable equipment
	electric shock
	4
	2
	8
	All portable appliances to be PAT tested and used as per manufactures instructions 
	Management 

	11 service lift 
	entrapment 
	4
	2
	8
	lift to be used only for stock two members of staff present at all times 
	Management & 
Staff

	General 
	
	
	
	
	
	

	12 Theft
	Loss of revenue due to theft 
	5
	5
	25
	Regular monitoring of CCTV stsytems, store to participate in local store watch scheme, se
	Management & 
Staff

	13 Terrorism threat
	injury /fatality to 
staff and public
	5
	2
	10
	Staff to vigilant of unsupervised packages/baggage, CCTV in working order, audio messages to deter and inform all of safety housekeeping/vacating proceedures. 
	Management & 
Staff

	Covid-19 
	
	
	
	
	
	



	14 Covid -19 Restricted numbers
	Spread of Covid-19 symptoms as per 
WHO
	4
	2
	8
	Any member of staff developing symptoms to leave the workplace and follow NHS Wales guidelines.
All staff / public to follow Social Distancing guidelines set out by Public Health Wales. Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.  
Limit numbers within building
	Management & 
Staff

	15 Spread of Covid-19 by person-to-person contact 
	Spread of Covid-19 symptoms as per 
WHO
	4
	2
	8
	Information on all Covid-19 measures communicated to all through posters, audio messages.
All staff/customers  to sign in using the NHS app. / QR code reader etc 
All staff/customers to wear appropriate face coverings whilst in the building. All staff/customers to follow Social Distancing guidelines set out by Public Health Wales. All staff with positive covid-19 test result or showing symptoms as highlighted by NHS Wales to remain at home and follow national guidelines. 
	Management & 
Staff



	16 Spread of Covid-19 by contaminated surfaces 
	Spread of Covid-19 symptoms as per 
WHO
	4
	2
	8
	Regular monitoring of soap, alcohol gel and hand towel stations and replenished as and when necessary. 
Regular cleaning of wash stations and bins emptied.
Regular cleaning of touch surfaces, door handles, light switches etc. 
Hand washing/Sanitising stations in place for all staff and customers situated at entrance and exits to all buildings.
Alcohol wipes and sanitising gel available at all workstations.
All workstations to be deep cleaned before/after use
	Management & 
Staff

	17 Spread of Covid-19 by airborne transmission 
	Spread of Covid-19 symptoms as per 
WHO
	4
	2
	8
	Ventilation to be improved, where possible using natural air flow – opening windows, doors etc.
  All staff/customers  to follow Social 
Distancing guidelines set out by Public Health Wales.
	Management & 
Staff

	Brexit 
	
	
	
	
	
	

	18 Loss of staff / recruitment issues 
	No staff available to carry out duties, 
recruitment issues, 
staff leaving posts to return to EU 
countries
	2
	2
	4
	Help staff with re-settlement applications 
Recruitment campaign ready to role out 
Source out (drop shop) 
	Management



	19 Drop in suppliers’ 
reliability 
	Products not readily available, waiting 
time for deliveries increased, limited amouts available 
	3
	2
	6
	Update contracts to ensure supply continues
Update communication paths 
Contingency plans in place for alternative suppliers 
Holding bulk stock
	Management

	20 Change in future procurement rules 
	Office not functioning to new 
procurement rules 
and regulations
	2
	1
	2
	Ensure business gathers data on new regulations and conforms 
Up to date training Business case for new position within the company 
	Management

	21 Reduced EU funding 
	Reduced funding available to 
subsidise 
employment and future projects 
	3
	2
	6
	Re-investment of capital 
Investigate options for local government funding availability 
Investigate options for private funding availability 
	Management

	Cyber attacks
	
	
	
	
	
	

	23 Password attack
	Password breach gaining access to personal data, customer details etc. 
	3
	2
	6
	Double knock password login 
Limit unknown internet source 
Regular updating passwords 
	Management & 
Staff

	24 Malware attack
	 Breach of software gaining access to 
personal / sensitive data, customer details etc. 
	5
	1
	5
	Up to date anti-malware software installed Promote caution with unknown files, emails, websites etc. 
	Management & 
Staff



	25 SQL attacks 
	 Breach of software gaining access to 
personal / sensitive data, customer details etc. 
	5
	1
	5
	Application of fire walls 
Limit unknown internet source 
	Management & 
Staff

	26 Crypto-jacking 
attack 
	enabling 
unauthorised 
hackers to use 
companies hard 
wear to mine for cryptocurrency 
	5
	1
	5
	enabling unauthorised hackers to use companies hard wear to mine for cryptocurrency 
	Management

	27 Trojan virus attack 
	enables attacker to gain access to 
companies’ software and hardware 
	5
	1
	5
	Restrict downloads to IT department only 
Regular updates of all security software
Limit unknown internet source
	Management & 
Staff

	28 Data Protection
	 Breach of software gaining access to 
personal / sensitive data, customer details etc. 
	5
	1
	5
	No access for staff to use USB drives 
Password protection
Manager access only data bases 
	Management 

	Finance 
	
	
	
	
	
	

	29 Reduction in cashflow
	Reduction in cash flow causing 
unstable balance sheets, profit margins etc. 
	4
	2
	8
	Increase marketing campaigns 
Diversify income sources 
Identify issues with cashflow, customer feed back
	Management 



	30
Operations 
	Reduced productivity, end user quality 
	4
	1
	4
	Improve efficiency of internal procedures 
Update policies 
Improve employee knowledge /training Recruitment 
	Management 

	31
Credit risk
	default on payments 
received, payment first to supplier 
before profit
	4
	2
	8
	Reduce credit limits to customers 
Increase credit limits from suppliers 
Increase payments to credit lenders Package all lending to one source 
	Management 
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[bookmark: _Toc102167859]Appendix C – Condition Survey  

Condition Survey  
Property Details  
Office Block 1, Unit 1, retail park 1, Carmarthenshire 
 
External Areas  
	Element 
	Remarks 
	Recommendations  

	Soft Landscaping  
	Satisfactory  
	None  

	Hard Landscaping  
	Satisfactory 
	None 

	Paths / Paving  
	High levels of moss on paths  
	Clear moss from path   

	Car Parks  
	Low levels of illuminance  
	Improve lighting levels 


 
 

	Building Survey Summery  
	3 storey flat metal roof building approx. 35 years old with single glazed windows.  

	Building Survey Recommendations  
	Undertake the recommended works below to improve condition and efficiency of the building. 

	Electrical Survey Summery  
	The electrical installation has had some investment since original construction in a reasonable condition, but improvements needed to improve efficiency  

	Electrical Survey Recommendations  
	Improve electrical output efficiency  

	Mechanical Survey Summery  
	Boilers are approx. 8-10 years old but are missing time controls and thermostatic valves.  

	Mechanical Survey Recommendations  
	Improve mechanical efficiency within the building  


 
Building is open plan on all floors and lacks insulation on internal, external and roof space, constructed with the original single glazed windows has a high heat loss and it is recommended to follow the recommendations below.  
 
 
 
 
 
 
 
	Element 
	Sub-Element 
	Condition 
	Action 
	Remarks 

	Roofs 
	Roof structure 
	Satisfactory  
	Provide  
	Minimum amount of insulation in roof void, additional required to meet building regs. 

	Roofs 
	Roof covering 
	Satisfactory  
	None 
	N/A 

	Roofs 
	Fascia’s/Soffits 
	Poor 
	Repair 
	Damaged 
fascia’s need attention. 

	Roofs 
	Rainwater goods  
	Poor 
	Replace 
	Missing and damaged in places. Replace damaged down pipes.  

	External windows/doors  
	External walls  
	Satisfactory 
	None 
	N/A 

	External windows/doors 
	External doors  
	Satisfactory 
	Investigate 
	Recommend  automated access doors to reduce draft levels, security and address DDA issues. 

	External windows/doors 
	External windows  
	Poor 
	Replace 
	Dated single glazed windows, replace to improve U values. 

	 
	 
	 
	 
	 


 
	M&E  
	External lighting  
	Poor 
	Replace  
	Poor levels of lighting and lack of controls. Lighting constantly on through out the day. 

	 
	Main supply  
	Satisfactory  
	N/A 
	N/A 

	M&E 
	Electrical distribution  
	Satisfactory 
	Improve  
	Current EICR indicates a satisfactory certificate at time of last test, suggest upgrading the distribution boards whilst undertaking other works to incorporate surge protection devices and arc fault detection devices to meet current 18th edition regs.  

	M&E 
	Internal lighting  
	Poor 
	Replace  
	Recommend 
replacing existing T8 tubes with a retrofit LED type and improve control systems to segregate works areas. 

	M&E 
	Fire detection 
	Satisfactory  
	N/A  
	N/A 

	 
	 
	 
	 
	 

	M&E 
	Heat generation  
	Satisfactory 
	N/A 
	N/A 

	M&E 
	Heating controls  
	Poor 
	Install 
	Install time controls and thermostatic valves.  



	M&E 
	Heat distribution  
	Poor 
	Install 
	Recommend 
introducing zones to each floor area 

	M&E 
	Hot/Cold water supply  
	Poor 
	Repair 
	Numerous leaks around building – trace and repair. 
 

	M&E 
	Drainage  
	Poor 
	Repair/investigate 
	High build-up of surface water to rear of building investigation required. 

	 
	 
	 
	 
	 

	Internal Doors & Walls  
	Internal Walls 
	Poor 
	Improve/Install 
	Lack of insulation on internal stud walls – 
improvement needed to meet building regs.  

	Internal Doors & Walls 
	Internal doors 
	Poor 
	Repair/Replace 
	Circulation area Fire doors have visible gaps around the frames. Doors to be overhauled, repaired as necessary, gaps to be filled and panels to be replaced with 
suitable fire containment material. 
 
 
 
 
 
 
 
 



	Ceilings 
	Ground Floor 
	Poor 
	Improve/Install 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
	Ceiling tiles missing or damaged in areas, approx. 
800mm gap between suspended ceiling and concrete ceiling. Insulation needs increasing to 
improve heat loss 

	Ceilings 
	1st Floor  
	Poor 
	Improve/install 
	As above 

	Ceilings 
	2nd Floor  
	Poor  
	Provide  
	As above  

	 
	 
	 
	 
	 

	Floors and 
Stairs  
	Ground Floor 
	Satisfactory  
	 
	Solid floor 

	Floors and Stairs 
	Stairs 
	Satisfactory 
	 
	Concrete stairs with metal handrails. 

	Floors and Stairs 
	Fire escapes 
	Satisfactory 
	 
	 

	Floors and Stairs 
	1st Floor  
	Satisfactory  
	 
	Solid floor 

	Floors and Stairs 
	2nd floor  
	Satisfactory  
	 
	Solid floor 

	 
	 
	 
	 
	 

	Access 
	Lift 
	Poor 
	Repair 
	No service records available, allow to test and inspect on regular basis  

	Access  
	DDA 
Compliance  
	Poor 
	Improve/Install 
	Flat access ramp to building but lack of handrails needs improving. Internally 
automated doors recommended.  


 
	Overall Block Condition  
	Poor  


 


 
Suggested U-values in Wales 
Non-Domestic  
 
	 
	New Build - Best 
Starting Point 
(Fabric Only) 
	Existing Buildings 
-Extension 
(Domestic in Character) 
	Existing Buildings 
- Extension 
(Other Buildings) 
	Existing Buildings -Refurbishment 

	Walls 
	0.22 
	0.21 
	0.26 
	0.30/0.55* 

	Floor 
	0.18 
	0.18 
	0.22 
	0.25 

	Pitched Roof Ceiling Level  
	0.14 
	0.15 
	0.15 
	0.16 

	Pitched Roof Rafter Level   
	0.14 
	0.15 
	0.18 
	0.18 

	Flat Roof  
	0.14  
	0.15 
	0.18 
	0.18 


 
* A U-value of 0.55 W/m²·K is used for cavity insulation and 0.30 W/m²·K for internal or external wall insulation. 






[bookmark: _Toc102167860]Appendix D – Recommended Works to Improve energy Efficiency 

[bookmark: _Hlk102167660]Recommended works to improve buildings energy efficiency  

	Heat Loss – 
There is evidence the buildings thermal insulation requires improvement, to comply with energy efficiency requirements Part L of the Building Regulations 2010.  
It is recommended that the external walls are resurfaced with internal insulation boards and finished to a high standard and that the ceiling and roof voids are installed with sufficient thermal insulation to increase U values and reduce heat loss as per table below.  
 
An upgrade to double glazed windows and new frames to approx. 35no. single glazed metal framed windows on all floors. Again, to meet current regulations and in conjunction with the overall buildings U values contribution.  
 
General U Values for glazing -  
[image: ]  Single glazing U value = 5.6 w/m2K (Watts / square metre Kelvin).  
[image: ]  Double glazing (with air cavity) U value = 2.8 w/m2K.  
[image: ]  Double glazing (with argon gas cavity) U value = 2.6 w/m2K.  
[image: ]  Double glazing with low emissivity glass (with air cavity) U value = 1.8 w/m2K.  
 
Heating & Ventilation-  
Currently the office space on all three floors is operated by staff members as an on / off function as an when required. The issue being if one person on the 1st floor is calling for heat the other two floors could potentially be calling on the air conditioning units to cool the work area or opening windows etc. 
 
 
 
 
 
 
 



	Recommended works – 
 
Adapt the existing heating system to operate as a zonal system split into 3 floors functioning on a timers situated away from unauthorised personnel along with the inclusion of thermostatic valves on radiators to regulate the heat output.  
Sun proof the building by installing blinds and glass film to reduce thermal effects from sunlight. 
Electrical – 
The functional lighting throughout the building is a mixture of T8 and T5 tubed fittings with a recent upgrade to LED bulkheads on the emergency lighting. The switching on each floor is of a basic function designed as rows of three with a three-gang switch located centrally.  
The latest  Electrical Installation Condition Report carried out on 20th November 2019 indicated a satisfactory condition but highlights recommendations for the installation of Surge Protection Devices (SPD )and Arc Fault Detection Devices (AFDD) as per the requirements for Electrical Installations BS 7671. 
Recommended works –  
Replace existing T8 tubes with a retrofit LED type  to improve current Lux levels to 
500LUX as per CIBBSE recommendations. Which will not only reduce usage by up to 80% but also increase comfort levels and staff productivity.  
Improve lighting control systems to segregate works areas in the areas of workstations and incorporate occupancy sensors, to reduce wastage.  
 
Externally the carpark lighting which is currently the Son type lights without a control system should be upgraded to 150w LED flood lighting with integrated photocell via a time clock to control hours of illuminance.   
 
The buildings main entrance and foyer doors to be upgraded to fully automated and intergraded to the fire alarm system, with swipe card access restricted to employees only for increased security and to aid in the reduction of drafts, causing imbalances in air temperature.  
 
It is also recommended that there is consideration for dramatic cost savings the installation of renewable energy and storage sources, such as- • Battery storage 
· Solar PV 
· Air source heat pumps  
· Ground source heat pumps  
 
The maintenance issues highlighted in this report also need addressing.  
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