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This is an individual practical lab-test, held under examination conditions. You will be assigned a Router, a Switch and two PCs; you should configure these devices based on the following specifications. 
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TOPOLOGY DIAGRAM
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IP addressing scheme 

	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	R1
	G0/0
	192.168.10.1
	255.255.255.0
	N/A

	
	G0/1
	192.168.11.1
	255.255.255.0
	N/A

	S1
	VLAN 1
	192.168.11.10
	255.255.255.0
	192.168.11.1

	PC-A
	NIC
	192.168.11.254
	255.255.255.0
	192.168.11.1

	PC-B
	NIC
	192.168.10.254
	255.255.255.0
	192.168.10.1



	

Task 1: Network Connection (15 Marks)
	
Physically cable the network as shown in the topology diagram. 


Task 2: Configure the Router (25 Marks)

Part 1: 
1) Assign a device name R1 to the router.
2) Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were host names.
3) Assign class as the privileged EXEC encrypted password.
4) Assign cisco as the console password and enable login.
5) Assign cisco as the VTY password and enable login.
6) Encrypt the clear text passwords.
7) Create a banner that warns anyone accessing the device that unauthorized access is prohibited.
8) Configure and activate both interfaces on the router.
9) Configure an interface description for each interface indicating which device is connected to it.
10) Save the running configuration to the startup configuration file.


Task 3: Configure the Switch (20 Marks)

11) Enter global configuration mode and assign the switch hostname.
12) Assign class as the privileged EXEC encrypted password.
13) Assign cisco as the console password and enable login.
14) Encrypt the clear text passwords.
Prevent unwanted Domain Name System (DNS) lookups.
Configure a login message-of-the-day (MOTD) banner.
Enter global configuration mode to set the SVI (VLAN 1) IP address to allow remote switch management.
Configure IP default gateway. 
Configure the virtual terminal (VTY) line for the switch to allow Telnet access. If you do not configure a VTY password, you will not be able to Telnet to the switch.
Save the running configuration to the startup configuration file.


Task 4: Configure host PCs (20 marks)

After configuring each host computer, record the host network settings with the ipconfig /all command. 



	Host PCA Network Configuration

	Description
	

	Physical Address
	

	IP Address
	

	Subnet Mask
	

	Default Gateway
	



	Host PCB Network Configuration

	Description
	

	Physical Address
	

	IP Address
	

	Subnet Mask
	

	Default Gateway
	




Task 5: Test Connectivity (10 Marks)


	Task
	Result

	PCA to PCB and vice versa
	

	PCA to R1
	

	PCA to S1
	

	PCB to S1 
	

	PCB to R1
	




Task 6: Password Recovery Procedure (10 Marks)
1. Write the step-by-step procedure to do password recovery on a Cisco 2911 Router.

Submission Requirement 
On each device the following outputs should be copied on to a text file. The file name should be as studentname_Pno_routername.txt

Show running-configuration
Show ip interface brief
Show ip route

All documentation for your solution should be submitted electronically on Moodle.
[bookmark: _GoBack]It is your responsibility that you copy all the outputs and files correctly.
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