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[bookmark: _Toc134016203]1. Introduction

[bookmark: _Hlk117859646][bookmark: _Toc134016204]1.1 Project Choice
The project topic, Social Engineering Attacks and Mitigation Strategies, was chosen due to its engaging nature after being introduced to it in lectures by Niteesh Kaliyamurthy. Despite a system's technological security measures, individuals can still be vulnerable to attacks, resulting in compromised information and other negative consequences. 
Therefore, it is crucial for individuals, regardless of their technical literacy, to be aware of how to protect themselves against these intrusions.
[bookmark: _Toc134016205]1.2 What is social engineering.
Social engineering is the act of manipulating an individual or organisation into provide information or resources that you otherwise would not have access to. This can be used to gain access to confidential information or monetary assets.
According to Blythe and Madhavapeddy (2019), social engineering involves the use of psychological manipulation to acquire sensitive or undisclosed information from a target. This type of manipulation differs from others in that it is often part of a complex plan; if an initial attempt fails, it may not be possible to gather additional information.[1] 
a common way for private investigators to acquire information is pretexting — phoning an individual for information providing them with false information like masking their identity, as they will be likely to provide information to a trustworthy source. Such attacks of this nature are known as social engineering. [2]

[bookmark: _Toc134016206]2. Aims and Objects

[bookmark: _Toc134016207]2.1 Aims	
The Aim of this project will be accessing different methods of which social engineering attacks are conducted and institutions/individuals may fall victim to these malicious attacks as evaluation from the results of my experiment.


[bookmark: _Toc134016208]2.2 Objectives
· Conduct research on project topic to form ideas and understanding to help develop my experiment.
· Use various variables in my experiment to measure the effectiveness of the attacks which can be evaluated and contrasted.
· Create a social engineering attack in process that is in line with ethical guidelines of the university.

[bookmark: _Toc134016209]2.3 Background to the Proposed Research

To have a better understanding of the subject area of this project there will be brief research with this proposal which will then be expanded on within the full project. Using a variety of accredited academic works in the way of government statics, academic articles/case studies as well as books. This will allow for a more well-rounded project hopefully and make it more credible.
For this initial research in the proposal, an investigation into the historical progression of social engineering to get a better idea of how it has evolved over time and its applications. Looking at noteworthy academic writing to have more Nuanced understanding of the modern interpretations of this technique and allowing for the author to develop methodology for me to test ideas for the project.
This is also of personal interest for the author as within cyber security issues can be made or challenges can be made quite niche or specific within certain sub areas of computing such as security of cloud services for instance. It affects those that are not within the field of technology which means they may be more susceptible to manipulation tactics as most technologically literate and engaged individuals will be aware of methods to keep themselves safer such as being wary of specific sites not answering too emails or going directly to the site making use of password managers encryption and so on. 
The author has is that the experiential nature and is not grounded in facts/statistics as of this point in the authors research, the author will find support to validate this assumption as my research progresses.
As a basis throughout the author has the research and greater project will be making use of the research onion. On referencing the image below there is a diagram of with various stages which will help to inform a balanced and systematic approach to each stage of the project and make sure that each process in the project is adequately addressed.
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[bookmark: _Toc134016210]3. Research and Literature review
[bookmark: _Toc134016211]3.1 Introduction
The act of social engineering encompasses a variety of activities, including acquiring information from staff members in a building. In the virtual world, phishing is one of the most popular forms of social engineering attacks. According to Sheng, Holbrook, Kumaraguru, and Cranor (2010) [1], phishing has become one of the most common forms of internationally committed fraud-related crimes from 1996 to the present day, with its prevalence increasing every year. The reasons for this uptick are varied and may be related to factors such as the economic recession caused by the quarantine over the past two years, which has brought financial hardship to people.
In 1996 hackers were stealing America Online (AOL) accounts by scamming passwords from unsuspecting AOL users. The popularized first mention on the Internet of phishing was made in the alt.2600 hacker newsgroup in January 1996. [3]
In Q2 of 2022 alone the Anti-Phishing Working Group reported that 1,097,811 total phishing attacks were recorded by their organisation. APWG reported that this was the worst to date recording that the organisation had ever seen and that the amount had quadrupled since 2020 [4].
The number of phishing attacks reported to APWG has quadrupled since early 2020, when APWG was observing between 68,000 and 94,000 attacks per month [5].
During the research phase of the project, it would be beneficial to contrast and compare statistics to gain more insights into the areas that require more focus when developing a solution. For example, if a particular type of attack is more prevalent, it may make sense to develop a solution around that. However, there are some roadblocks in acquiring these statistics, as some organizations such as "The Office for National Statistics" [6] may not provide information due to ethical concerns about the possibility of criminals exploiting individuals further.
Phishing emails are not recorded by either the Crime Survey for England and Wales (CSEW) or police-recorded crime figures. Phishing is an enabler of committing fraud, and no separate crime is recorded concerning phishing. [6]
[bookmark: _Toc134016212]3.2 Social Engineering Frameworks
In social engineering, there are many ways in which the individual may be attacked (E-mails, Text, Call, social media, etc.) but before accessing these individual attacks. It is important to get a grasp for the key concepts that are at play within social engineering the structure of how attacks are committed [7].
Being able to break the steps of social engineering attack down allows the steps to be better defined and understood in nuanced way so that individuals can be better educated at the analysis of such attacks to allow for better understanding [7].
There are three main types of attacks in the world of computing. Syntactic, Physical Attacks or Semantic attacks. Physical target a physical infrastructure of a computer systems or network. This could be the wan connection throughout an office building for company for instance [8].
Syntactic attacks are focusing on the exploitation of software through Malicious software there are various variations (Trojan, worms, R.A.T, etc.) [9].
Much research has gone into mitigating syntactic attacks, as well as adapting approaches for combating syntactic attacks into similar approaches to combat semantic attacks — for example, developing filters that can detect the signature of a phishing email. [10]
The communicative elements of phishing attack can be broken down into key different areas which are used regarding communication between the victims and the attack which allow for better descriptors. 
Friendship /liking: People are more willing to comply with requests from friends or people they like. [11]
Commitment/consistency: Once committed to something, people are more willing to comply with requests consistent with this position. [12]
Scarcity: People are more willing to comply with requests that are scarce or decreasing in availability. [13]
Reciprocity: People are more willing to comply with a request if the requester has treated them favourably in the Past. [14]
There are various approaches to communication during social engineering attacks which the project will be breaking down into further detail.
The author believes making use of these terms regarding talking about the process of discuss the results of my experiment will lead into more concise and scientific approach with these definitions it will allow and the analysis to be more precise and better understood by any future readers of this paper.


This describes the communicative aspect of possible attacks but does not describe the element of urgency that could be attributed to the attack. This is another element used within the framework of criminal to add pressure to victims allowing for this time to respond to elements of the phishing attempt.
Visceral triggers that would be considered stressors are motivational manipulations that attackers reducing the skill of information processing in an induvial, allowing decision making errors [15] [16]
The author will now be detailing the steps which are taken throughout the process of a social energeenering attack these steps will be considered while designing and implementing experiment process of the project.
[bookmark: _Toc134016213]3.2.1 Social Engineering Attack Process
Step 1: Attack Formulation
The goal of the attack is to gain unauthorized access to the primary target’s email account by requesting a secondary target to have the password for the email account reset. The primary target of the attack is an individual with an email account at the specified organization, and an individual at the organization (which is considered the secondary target) will be persuaded by social engineering to provide access to the primary target’s email account [17]. This allows the attacker to target any individual within the organization who has the capability of allowing the attacker to reset the password of the target’s email account [18].

Step 2: Information Gathering
The information sources include the organization’s website, organizational policies, and any source that can provide personal information of the primary target. Gather information from all the above-mentioned sources, which relate directly to how and when password resets can be requested and what information is required to be provided during the password reset request. Determine what process is followed during the password reset request, what information is requested from the individual requesting a password reset and assess the validity of all gathered personal information of the primary target [19].

Step 3: Preparation
Using all the assessed information, determine the best time slots during which a specific staff member of the organisation who has control over the password request process (the secondary target) can be contacted. In addition, it is required to develop a full profile of the primary target’s personal information. Develop an attack plan that contains the exact time that the organization will be phoned, a full script of the planned telephonic conversation, and an organized list of the personal information of the primary target [18].

Step 4: Develop Relationship
The physical action of making the phone call to the organization, up to the point where the secondary target can assist the attacker with the password reset request. The attacker is required to develop a friendly relationship with the individual (secondary target) who can assist with the password reset request. The attacker’s intention is to get the targeted individual to trust the attacker [20].

Step 5: Exploit Relationship
The attacker who is impersonating the primary target will explain to the individual (secondary target) that he/she (the attacker) urgently requires to regain access to ‘his/her’ email account. One example of a way in which a sense of urgency is created is telling the individual how important it is for the attacker to retrieve a specific document from the primary target’s email account and that this document is required immediately for some emergency. The attacker (who is still impersonating the primary target) will request a password reset for the primary target’s email account and put forward as the reason for this request that the attacker is using an alternate workstation to access the email account, therefore it does not have the log-on credentials stored [18].

Step 6: Debrief
After the attacker has successfully requested the password reset, the attacker will profusely thank the individual for the assistance and congratulate him/her on a job well done. Since the attacker was able to successfully request a password reset for the primary target’s email account, he/she can thus proceed to the ‘goal satisfaction’ step [18].
[bookmark: _Toc134016214]3.2.2 Social Engineering Attack Process conclusion

In conclusion, social engineering attacks like the one described above can be highly effective in gaining unauthorized access to a target's email account. Organizations must be vigilant and educate their employees on the risks and warning signs of such attacks to prevent falling victim to such tactics [21].
This may provide some issues during the research but there should be some quality statistics which will allow for good analysis.
It is somewhat of an outdated stereotype to have phishing only being through scam emails and texts though this does happen people’s awareness of this specific form of phishing through the cliché of emails from far-off royalty that have asked for financial support to a random text from someone attempting to disguise themselves under a guise of a company and any of these messages being filled with poor grammar or spelling. 
[bookmark: _Toc134016215]3.3 Social Engineering Attack Tools
[bookmark: _Toc134016216]3.3.1 Zphiser
Phishing attacks have become increasingly prevalent in recent years due to the ease of access to tools such as Zphisher, which is a phishing tool that allows users to send templates that replicate those of a variety of companies and create fake web pages to capture users' login details and other sensitive information. Zphisher is just one example of the many available Linux command line programs that have templates readily available, making it easier for individuals with little to no advanced knowledge of hacking and social engineering attacks to carry out successful phishing attempts [22].

The popularity of these tools has made the entry level for these types of phishing attempts more accessible to a wider range of people. Furthermore, the ease of use of these tools has lowered the barrier of entry for potential attackers, making it even more critical to have a strong mitigation strategy in place. By understanding the types of tools used in social engineering attacks, a more comprehensive solution can be developed, and potential vulnerabilities can be addressed [19].

While it is important to defend against known types of attacks and tools like Zphisher, it is also essential to consider the unpredictability of technological advancement through software and hardware. Attackers will continue to innovate, and defenders may not be aware of these innovations until an attack is occurring, putting them at a disadvantage [23].

In summary, phishing attacks are becoming more prevalent, and tools like Zphisher make it easier for attackers to carry them out. Understanding the tools and techniques used in these attacks is essential to developing a comprehensive mitigation strategy. However, it is important to consider the unpredictability of technological advancements and the need for ongoing adaptation to defend against new types of attacks [24,25].
In conclusion to this section, I will be making use of Zphiser in my experiment as it is an effective tool with a variety of options I how I can go about customizing options within the experiment. Making use of phishing toolkit such as this will be essential for the outcome of my experiment as it helps to allow for the authenticity of a real-world scenario helps to emulate legitimacy of a phishing attack.
[bookmark: _Toc134016217]3.3.2 Social Engineering Toolkit (SET)

Social Engineering Toolkit (SET) is a powerful open-source tool that enables security professionals and hackers to simulate various social engineering attacks [26]. The tool is designed to automate and simplify the process of creating sophisticated social engineering attacks, making it easier for even non-technical users to conduct such attacks. SET provides a range of attack vectors, including email phishing, website cloning, and USB drive attacks, and allows users to customize and combine them to create effective social engineering campaigns.

The uses of SET are varied and can range from conducting penetration testing to training employees on how to recognize and avoid social engineering attacks [27]. By simulating realistic attack scenarios, SET helps organizations identify and mitigate vulnerabilities in their security infrastructure. It also helps security professionals understand how attackers use social engineering techniques to exploit human vulnerabilities and gain access to sensitive information.

SET can be used in combination with other phishing tools like zphisher to increase the effectiveness of social engineering attacks [28]. Zphisher is another open-source tool that automates the process of creating phishing pages. It provides a range of pre-built templates that mimic popular websites and enables users to customize them to suit their needs. By combining SET and zphisher, attackers can create sophisticated phishing campaigns that are difficult to detect.

For example, an attacker could use SET to create a USB drive attack that installs a keylogger on the victim's computer. The keylogger would capture the victim's keystrokes and send them to the attacker. The attacker could then use zphisher to create a phishing page that mimics the victim's bank website. The page would prompt the victim to enter their login credentials, which would be captured by the keylogger and sent to the attacker.
While SET and zphisher can be powerful tools in the hands of attackers, they can also be used for legitimate purposes. Organizations can use them to conduct simulated phishing campaigns to train employees on how to recognize and avoid social engineering attacks. By conducting such campaigns, organizations can increase employee awareness of the risks associated with social engineering attacks and reduce the likelihood of successful attacks [27].
[bookmark: _Toc134016218]3.3.3 Social Engineering Attack Tools Conclusion
In conclusion, Social Engineering Toolkit (SET) is a powerful tool that enables security professionals and attackers to simulate social engineering attacks. It provides a range of attack vectors and allows users to customize and combine them to create effective social engineering campaigns. When used in combination with other phishing tools like zphisher, SET can increase the effectiveness of social engineering attacks. However, it is important to note that these tools can also be used for legitimate purposes, such as training employees on how to recognize and avoid social engineering attacks. Organizations should use them responsibly and ethically to improve their security posture.
Therefore, looking into future technology and current defence strategies will be important to allow for more longevity to the solution though staying relevant for lengthy periods is not viable due to the progressive nature of technology.
Social engineers use strategies to gain people’s trust. it is easier to convince someone to reveal his or her password hacking, this field is associated with sociology with cyber security. The social behaviour of humans affects online activities and influences the issue to a great extent. [28]
[bookmark: _Toc134016219]3.4 Demographics and Statistics
A large issue for awareness of defence strategies against phishing attacks comes from an educational Issue within security. I think this stems from the fact that more young people are educated and aware of technology through that time in education versus older people who may not have experienced the same level of education as they already will have left school or university by this point [29].
Workplaces will normally add train members of staff specially depending on the level of security that is required for instance if the workplace is for a government contractor. The issue is that this security is not normally enforced honest consistent level and is often not a main issue for workers to be regularly ordered said on the security due to economic constraints prevent the workplace or a lack of availability for time [30].
This may have improved overtime is now in schools it is becoming mandatory for children or young adults to be made more aware of how to say secure online and not fall prey to fishing attacks. This leaves a large majority of elderly people or older generations of people to be more vulnerable to phishing attacks [27].[image: Chart, bar chart
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Figure 1 Statics on age of Phishing victims [31]
Looking at the statics breakdown on this table. That was 80,000 individuals who surveyed for these results [31]. On closer inspection of this table, it does not confirm my biases the Elderly people are the biggest risk group for a phishing attack. In fact, the largest demographic op risk of a phishing attack is 25- to 44-year-olds I think the reason that this statistic might show up is that out of the people more maybe less likely to be extensively using technology so fall into the trap of being phished [31].
They may fall victim to a more traditional type of fraud like a doorstep or in person fraud also it could be likely that people in this age range likely to complete these surveys than elderly people for instance.
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Figure 2 Smartphone/social media % in the US [32]
Looking at the statistics in the tables above technology usage within elderly/late middle-aged people is on massive increase. Over the period of just over a decade there seems to be around a 40% increase in technology adoption over a range of services or devices [32].
the data in the owned a tablet computer table is not indicative or necessarily reflective as tablet computers we are much less common in the early twenty 10s when compared to the other categories such as owning a smartphone or using social media [32].
However, looking at the data trends from these tables across all age ranges included within we can see a general increase across the board of adoption of technology potting more people at risk of falling victim to an attack [32].
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Figure 3 Online Usage between age ranges [33]
Interesting play if within the age range of those that are most likely to be targeted by phishing guitared they also have a much higher usage of online resources this table is not necessarily conclusive though as it does not specify any specifics about what constantly in quotations mains on this a subjective term is quiet.


[bookmark: _Toc134016220]3.4 Uber 2022 Breach Case Study
In recent years, there has been more high-profile data leaks across various companies one of the main highlights being Uber’s data breach on September 15th, 2022. The breach was caused by social engineering hack by a single perpetrator.
A single member of staff within the Uber corporate team was exploited the hacker did this by perpetrating as an employee from IT helpdesk which contacted the holder of the MFA authentication phone. They had access to an account which had been obtained at an estimation by an Uber Contractor.
The company said that the attacker — a teenager linked to the incident was just arrested in London —obtaining the corporate password of an Uber contractor. [34]
The proprietor had access to a suite of Ubers internal systems revealing vulnerability for the attacker to exploit. The purpose of the access to this suite was for the external contractors to report any issues or bugs.
the dashboard where the company’s security researchers report bugs and vulnerabilities. It is important, and an embarrassment to the company. [35]
Uber has claimed that user's information has not been compromised as a part of this hack but the damage that was received because of this hack will not be known in its full existent till legal matters such as lawsuits have been settled.
It is a risk with a lot of fast growth startup companies that they end up compromising their security as way of balancing the company's economics as they will usually be blindsided by increasing their growth and customer base. 
[bookmark: _Toc134016221]3.4.1 Cybersecurity Budgetting
The issue with this is that companies do not have incentives to not provide paralleled security solutions to protect their enterprise. There is extraordinarily little in monetary incentives for these companies to make sure that they keep up their level of security with the growth of their businesses as on average a data breach will cost a company $4.2 million which often a lot cheaper than investing then increasing the budget allocation for Cyber security.	Comment by Dave William: Reference the source of these figures and stats
In 2022 Uber pulled in an annual turnover of 8.6 billion dollars which would equate to them spending around 870 million dollars on their security infrastructure as its usually companies' best practice to spend around 10-15 percent of their profits invested back into the company's security infrastructure so spending the money on the fine is usually preferable compared to investing all that money back into security.
Revenue grew 49% YoY to $8.6 billion, or 59% on a constant currency basis, with Revenue growth significantly outpacing Gross Bookings growth due to a change in the business model. [36]
The implications of these hacks could have further concisions as companies are now tracking more data than on habits such as consumption and the movements, we are making within are lifestyles. There is some concern around state backed hackers acquiring this data and it being used for purposes of espionage to remove any political responsibility. 
State actors are exploiting the exceptional situation by using targeted phishing emails – so-called “spear phishing “– for espionage purposes. Groups of hackers that are believed to be sponsored by Russia, China and North Corea are using personalized emails containing references to the pandemic to infect their targets with malware or pick off passwords. [37]
NotPetya showed that cyber-attacks can have far-reaching consequences even without causing direct physical damage, by having a negative impact on the functionality of computers: the Russian malware irreversibly encrypted essential data for running Windows computers, thereby rendering these computers useless.30 Ukraine was the main target of this operation, whose total damage was estimated at ten billion US dollars [38]
There have been some concerns raised about the increased vulnerability risk of breaches as working from home has become more common place as a stop margin for cost savings from not running large office spaces for employees. It was found that on average when breach had occurred when someone was working from home that it was additionally costing another $1 million dollars, so the severity of the hack is worse when people are remotely.
For organizations with the largest share of employees working remotely — 81% to 100% — the average cost of a data breach was USD 5.10 million. [39]
In contrast, the average cost of a data breach was USD 4.02 million when remote work was not a factor in causing the breach, a difference of USD 0.97 million or 21.5%. When remote work was a factor, the cost was also USD 0.64 million more than the overall global average, a difference of 13.7% [40]
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With this larger servitor of hacks in out of office environments such as café, airports, and homes. It is important that individuals are kept educated on IT security fundamentals to hopefully help reduce the frequency and risk of attack by Cyber Criminals. In study conducted by Irene Woon, Gek-Woo Tan, R.Low into “A Protection Motivation Theory Approach to Home Wireless Security” found in its conclusion that it was important to make security approachable and accessible for its employees. I will talk about this study further as it could have interesting approaches to its experimental aspect which I think could have a beneficial influence on the experiment that will be conduct in my project.
The perceived severity influences behaviour. This showing that though they do not think that they are targets, overall, they perceive that the impact of a security breach would have a detrimental impact on them (e.g., slow response from the Internet). [41]
Our research also yielded unexpected results, finding perceived severity to be significant in predicting behaviour, a finding that is inconsistent with health-related studies. This validates risk management guidelines suggested by best practices in IT security management. Implications for practitioners include the need to make security knowledge easier, more accessible, and more transparent to the user. 
The study makes use of various models for evaluating biases within the experiment I will make use of such techniques when conducting the experiment within my project to provide a more scientific and credible aspect to my work.
the results of our research are consistent with the findings of previous studies (Cox et al. 2004; Wurtele 1988; Wurtele and Maddux 1987) that found significant main effects for coping appraisal but not threat appraisal variables. [42] 
The author will discuss this in further detail after my literature review section when evaluating the results of my experiment as well as the implementation for said experiment.

[bookmark: _Toc134016222]3.5 Conclusion
Overall, the research the author has written during the reports literacy review has given me good understanding of the different concepts within the social engineering ranging from the different types of attacks, the history of the topic, importance within of industry, statistics, frameworks for planning and structing attacks. 
Taking forward this information will help to inform the process of designing the experiment, conducting said experiment so that there can be a quality result when discussing the results of the project. 
Due to the limited about of time and word count in the literacy review, there are vast variety of other tools within Kali Linux that can be discussed and other forms of attacks that have not been mentioned. This will be discussed further within the appendix of my project showcasing the full the extent and context between these different systems.










[bookmark: _Toc134016223]4 Research overview
[bookmark: _Toc134016224]4.1 Introduction to Phishing Attacks
Phishing attacks have become one of the most prevalent and dangerous threats in the world of cybersecurity. Phishing attacks are a type of social engineering attack that uses deceptive techniques to trick individuals into providing sensitive information such as usernames, passwords, and credit card numbers. These attacks often come in the form of emails, text messages, or even phone calls that appear to be from legitimate sources such as banks, online retailers, or even colleagues. Phishing attacks are successful because they exploit human vulnerability, such as fear, curiosity, or trust, to trick individuals into providing information that can be used for fraudulent purposes.

[bookmark: _Toc134016225]4.2 Types of Phishing Attacks
Several types of phishing attacks exist, each with unique characteristics and methods of operation. One of the most common types is spear phishing, which is a targeted attack directed at specific individuals or organizations. These attacks use personal information, such as social media profiles or public databases, to create a sense of familiarity and trust. [43] Another type of phishing attack is known as whaling, which is like spear phishing but targets high-level executives or individuals in positions of authority within an organization. These attacks use tactics such as impersonation to trick individuals into providing sensitive information. [44] Smishing is another type of phishing attack that uses text messages instead of email to trick individuals into providing sensitive information. These attacks use urgency or fear to create a sense of urgency and encourage individuals to respond quickly without thinking. [45]

[bookmark: _Toc134016226]4.3 Preventing Phishing Attacks
Preventing phishing attacks requires a combination of technical controls and user awareness. Technical controls such as firewalls, anti-virus software, and intrusion detection systems can help prevent phishing attacks by blocking malicious emails and websites. [46] User awareness is also critical in preventing phishing attacks. Users should be trained to recognize the signs of a phishing attack, such as suspicious URLs, misspellings, and unsolicited requests for information. [47] Two-factor authentication can also be used to prevent phishing attacks, requiring users to provide two forms of identification before gaining access to a system or application. [48]








[bookmark: _Toc134016227]4.4 Phishing Tools and their Applications:

The prevalence of phishing attacks and the use of tools such as Zphisher and Social Engineering Toolkit (SET) in carrying out these attacks is concerning. The use of these tools has lowered the barrier of entry for potential attackers, making it essential to have a strong mitigation strategy in place. [49] Zphisher is a phishing tool that allows users to send templates that replicate those of various companies and create fake web pages to capture users' login details and other sensitive information. [50] SET, on the other hand, enables security professionals and hackers to simulate various social engineering attacks, including email phishing, website cloning, and USB drive attacks, making it easier for even non-technical users to conduct such attacks. [51] While combining tools like SET and Zphisher can create sophisticated phishing campaigns that are difficult to detect, it is essential to use them responsibly and ethically to improve security posture.

[bookmark: _Toc134016228]4.5 Defence Strategies:
Given that social engineers use strategies to gain people's trust, awareness of defence strategies against phishing attacks is challenging. Understanding the tools and techniques used in these attacks is critical to developing a comprehensive mitigation strategy. Future technology and current defence strategies must be examined to allow for more longevity to the solution, although staying relevant for lengthy periods is not viable due to the progressive nature of technology. [52]

[bookmark: _Toc134016229]4.6 Demographics for attacks:
This section of the literature review discusses the demographics most vulnerable to phishing attacks and the increase in technology adoption across all age groups. The author notes that the largest demographic at risk of phishing attacks is 25-44-year-olds, possibly due to their higher usage of technology compared to the elderly. However, the trend of technology adoption is increasing in all age groups, indicating that more people are at risk of falling victim to phishing attacks. 
[bookmark: _Toc134016230]4.7 Uber Case Study
The author also includes data on Uber's data breach in 2022, caused by a social engineering hack that exploited a single member of staff within the company. While Uber claimed that user information was not compromised, the full extent of the damage is yet to be determined. 	Comment by Dave William: Back this up with a reference
The author discusses the lack of monetary incentives for companies to invest in cybersecurity and notes that the cost of a data breach is often cheaper than investing in cybersecurity. The section also mentions concerns about state-backed hackers acquiring data and using it for espionage purposes, as well as the increased vulnerability risk of breaches as more people work from home. The author includes a few statistics to support their arguments, such as the fact that on average, a data breach costs a company $4.2 million and that the total damage from the NotPetya attack was estimated at $10 billion.



[bookmark: _Toc134016231]4.8 Conclusion
In this section the author has given an overview of the research that has been conducted so far as a part of this project. Section gives more clarity around the specific and important points of each section of that research. 
Provided this will give some ease to the use of this research going forward through the eyes of the readers and will help define concise decision making when it comes to outline future elements of the project.



                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                 
[bookmark: _Toc134016232]5. Project Design & Implementation

[bookmark: _Toc134016233]5.1 Introduction
In this part of the project, the experiment for the project will be outlined with the desired outcome of the experiment. It will delve into the different variables that will need to be considered when designing the experiment and how these metrics can be measured and evaluated against each other. 
The implementation section will detail the setup of the various softwares that will be used in the process of the experiment. This is for the purpose of being able to replicate the experiment later and documents the process.
[bookmark: _Toc134016234]5.2 Outline of Project Process
In this section the investigator will be detailing the process of different tools which will be used during the experiment process of my project. This will be detailed in clear flow charts so that the experiments can be repeated by individuals in the future who may wish to conduct the experiment for themselves or if I want to develop on the experiment themselves.
The experiment will be conducted in a way to replicate the authenticity of social engineering attacks tools like Maskphish will be used to mask the URL to appear more authenticate as most phishing tools will not use the authenticate password reset or login page URLs of the sites URLs from genuine sites I’ll be taken for this process.
The ethics will be detailed in their own section within the project design section. 
[bookmark: _Toc134016235]5.3 Data Collection
Data is captured via txt file generated by the phishing tools used during the experiment this captures the details of the user’s information if they have logged via the phishing email. Other data that is captured is also if the email was received, viewed, and opened which can be used as a metric to evaluate the effectiveness of the attacks.
[bookmark: _Toc134016236]5.4 Data Evaluation
Data that is captured during the experiment will be processed via excel put into graphs and charts for presentation purposes which will be showcased when discussing the results of the experiment.
[bookmark: _Toc134016237]5.5 Risks & Limitations
A limitation of the experiment is that there will be a small group of volunteers that the experiment will be conducted. This is an issue as the bigger pool of participates hopefully the more conclusive the results will be or a more defined pattern in the results will emerge. 
It is hard to occur a large group firstly due to the nature of the experiment and the fact that I do not have big enough social links to recruit more participates to be conducted in the experiment.
Another factor that may limit the results of the experiment is that the investigator cannot convey the full content of the experiment as this could affect the outcome of the experiment.
[bookmark: _Toc134016238]5.6 Ethical Issues
Any data from the experiment will be removed on completion of the project any person information of the volunteers of the experiment shall be blacked if the documentation need to be showed in any way during the process of the project. 
In the act of genuineness of the results of the experiment the investigator will notify any volunteers if their information has been captured because of the experiment. The investigator will prompt that said information has been removed at the end of the experiment and that they should change their login details if their password was captured during said process.
[bookmark: _Toc134016239]5.7 Resources Required

[bookmark: _Toc134016240]5.7.1 Hardware Resources

The hardware resources that are required for this experiment to be conducted are a modern laptop or desktop running using a modern version of windows (8.1, 10 or 11). The author of the experiment is current using a Lenovo 81HN to conduct the experiment on and write the report on, but any modern machine should suffice as there is nothing in the test that is too taxing on the system hardware. The device also needs to be able to connect via the internet whether that is via Wi-fi or a Wired Ethernet connection.
An internet connection is required to be able to monitor the information that is captured via the phishing campaign and send out the initial email as well as the facilitating for downloading the required software such as the virtual machine software (Virtual Box, The repositories for phishing tools in Linux). In the test I will be making use of my own home broadband which is Virgin 500m contract.
A high-end internet connect is not required however as this is not an intensive bandwidth process, and any modern internet connection should suffice.
[bookmark: _Toc134016241]5.7.2 Software Resources
The project is being written with Microsoft word and data analysis/processing will be completed via Microsoft Excel.
Virtual machine software will be required to install Kali Linux onto the experimenters. The project will be using VirtualBox though any mainstream Virtual machine manager should be appreciated if it can run Kali Linux.
The repositories for Zphiser, Maskphish and SET will need to be downloaded via the terminal in Kali Linux.
An email service will also be need so emails can be sent out during the experiment. The provider does not matter but during this process The investigator will be making use of a Gmail based email account to conduct the experiment via.
This is required as the phishing software is not capable of creating an email domain when sending emails, so an email server needs to be provided for this to be successful.
The use of VPN will also be used this for the purpose of masking internet information of the attacker. This is only an emulation of the process that an attacker would take in a real-world scenario however adding this process into the experiment adds to the realism of experiment. 
[bookmark: _Toc134016242]5.7.3 Other Resources
N/A
[bookmark: _Toc134016243]5.7.4 Planning Chart

Below is a Gantt chart outlining a rough outline of the progression with dates for the duration of the project.
[image: Table, timeline
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[bookmark: _Toc134016244]5.8 Implementation

[bookmark: _Toc134016245]5.8.1 VirtualBox
· To start with load the VirtualBox Website which will take you too the homepage of the website at the URL (https://www.virtualbox.org/) [53].
· Once the webpage has loaded then navigate to the “Downloads” tab on the navigation panel on the left-hand side of the webpage (https://www.virtualbox.org/wiki/Downloads) [53].
· Select the Windows hosts option under the VirtualBox 7.0.8 platform packages banner on the webpage which will begin the download of the VirtualBox install executable [53].
· Open windows explorer and navigate to the download location for your web browser at this point you will need to open the executable to begin the install for VirtualBox.
[image: ]
Figure 4 Example of the downloaded VirtualBox File
· Upon opening the installation fie you will prompted with the window for the VirtualBox Setup Wizard.
[image: Text
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Figure 5 VirtualBox Setup Wizard
· The next button will need to be clicked to continue the installation process. The author is then prompted with options to customize their installation of VirtualBox for this project the default options are used. The installation can be continued by pressing “Next”.
[image: Graphical user interface, text, application
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Figure 6 VirtualBox Installation Customizer Setup Window
· After this the installation will continue and the final page of the installation will allow Accessibility option to be customized. This is preferential but the author has left this default for their installation.
[image: A screenshot of a computer
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Figure 7 Network Interface installation prompt
· The author is prompted to install a network interface card as a part of their installation. This prompted was accepted and the installation was continued
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Figure 8 Installation of the VirtualBox software has been completed.
· Installation of the VirtualBox has been completed.


















[bookmark: _Hlk133906323][bookmark: _Toc134016246]5.7.2 Kali Linux

· Navigate to official Kail Linux OS website to begin the process of downloading the Operating System software. Official website URL (https://www.kali.org/)
· Upon the loading the homepage of the website, you will now need to select the download button prompt.
[image: Graphical user interface
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Figure 9 Kali Linux Website Homepage
· Upon clicking the download prompt, the author is greeted by a download page. The “Virtual Machines” box will need to be selected.
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Figure 10 Kali Linux Download Page


·  Upon opening the “Virtual Machines” navigation box. The author is sent to the Virtual Machines Download Tab. The author will need to scroll down to the bottom of the page at which point the author will need to select VirtualBox 64bit option and click on either the direct download or torrent option whichever is preferred at the time.
[image: ]
Figure 11 Prebuilt Virtual Machines Download Page
· This commences a download for a prebuilt OS. This is preconfigured to work with the VirtualBox software this means less configuration or potential issues at later points during the experiment. It helps with the consistency of the results of the experiment too.
[image: ]
Figure 12 Downloaded Prebuilt Kali Linux image.
· After the virtual machine Image has been downloaded this will need to be add this into VirtualBox. The author is now clicks the add button within VirtualBox and clicks the Kali Linux file with “.vbox” file extension which will then add the virtual machine to into VirtualBox.
[image: ]
Figure 13 Virtual Box with the Kali Linux VM installed.
· After the virtual machine has been installed successfully then the author will be able to see the Kali Linux virtual machine option in the tools list on the left-hand side of VirtualBox.





























[bookmark: _Toc134016247]5.7.3 ExpressVPN
The next piece of software that will be downloaded as a part of the implementation will be ExpressVPN.
· Firstly, Navigate to the ExpressVPN website.
· Create an account if the author does not already have one. I already have an account created, however.
· Navigate to the “Download VPN” banner on the navigation bar at the time of the webpage and then click the “Windows PC VPN” navigation button.
· The “Windows VPN” page will load and the author has selected the “Download Windows VPN button. [image: A screenshot of a computer
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Figure 14 ExpressVPN download Page.
· After this load the ExpressVPN executable following the remaining installation process using the default installation options.
· After the installation has been completed the program can be via Windows.
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Figure 15 Successfully loaded ExpressVPN application






























[bookmark: _Toc134016248][bookmark: _Hlk133992058]5.7.4 Zphisher

The first tool that will be setup within Kali Linux will be Zphisher which will be used as part of the phishing process.
· Firstly, the author will need to acquire the cloning URL from the GitHub page for this software. The URL to clone the repository for this software is: git clone –depth=1 https://github.com/htr-tech/zphisher.git.
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Figure 16 Clone URL displayed on the GItHub page.
· Next the Clone URL will need to be ran within the Kali Linux terminal to download the software.
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Figure 17 Software has been successfully cloned.
· The final step will involve the launching the program to make sure that it successfully loads. This can be completed by executing the following commands in the terminal: cd zphisher and then execute bash zphisher.sh

[image: A screenshot of a computer
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Figure 18 Zphisher application loaded.
· After the commands were executed successfully the software was loaded into the Kali Linux terminal.


























[bookmark: _Toc134016249]5.7.5 Social Engineering Toolkit
The setup for the next tool used in the experiment will be Social Engineering Toolkit. 
· First step is to navigate to the GitHub page for the software. (https://github.com/trustedsec/social-engineer-toolkit)

· Acquire the git clone URL to download the software via the Kali Linux terminal (git clone https://github.com/trustedsec/social-engineer-toolkit/setoolkit/)

· Input the Clone URL into the Kali Linux terminal.

[image: A computer screen shot of a program
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Figure 19 Successfully downloaded software.
· After inputting the command, the software will download successfully onto the machine.
· Input sudo setoolkit into the Kali Linux terminal to load the application successfully.

[image: A screenshot of a computer screen
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Figure 20 Successfully loaded Social Engineering Toolkit.
[bookmark: _Toc134016250]5.7.6 ngrok
Another tool that will need to be setup as a part of the implementation is ngrok.
· Load the ngrok homepage at the following URL (https://ngrok.com/)
· Create an account for the service using the “Sign up” navigation button in top right hand corner of the navigation bar.
· Download the software within the Kali Linux Virtual Machine by click on the download button on the ngrok website (https://dashboard.ngrok.com/get-started/setup).
· Navigate to the Downloads folder within Kali Linux via the file explorer and right-click and extract the downloaded ngrok zip file.
· After this has been completed the file needs to be moved /usr/local/bin so the program can be executed via terminal.
[image: A picture containing text, font, screenshot, graphics
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Figure 21 Command to move ngrok to bin directory.
· Add authentication token so that program can function correctly this will be unique and is displayed below the download button on the download page.
[image: A screen shot of a computer
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Figure 22 Adding Authentication token to ngrok.yml file
· Executing ngrok help command to see if the program loads correctly in terminal.

[image: A screenshot of a computer screen
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Figure 23 Help command executed successfully.
[bookmark: _Toc134016251]5.7.7 Maskphish
The final tool that will need to be setup on Kali Linux is Maskphish.
· Navigate to the Maskphish GitHub page (https://github.com/jaykali/maskphish).
· Copy the git clone URL from the installation section (git clone https://github.com/jaykali/maskphish)
· Paste the clone URL into the Kali Linux terminal
· Change to the maskphish directory using the following command: cd maskphish.
· Launch tool using the following command: bash maskphish.sh
[image: A screenshot of a computer
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Figure 24 Maskphish has successfully loaded.


[bookmark: _Toc134016252]5.8 Conclusion
In conclusion in this section the authors choices for what software/hardware are required for the experiment to be conducted successfully as well as detailing how each tool is configured and setup so that the experiment may be replicated by others.
The parameters and setup of the software was detailed in step by step so that there is no confusion on consistency of creating this experiment for replication purposes or further development in the future by the author or others.


[bookmark: _Toc134016253]6– Experiment and Testing
[bookmark: _Toc134016254]6.1 – Introduction
In this section of the project the author will be outlining the process of how the experiment will be conducted this will be breaking down the experiment into steps so that the experiment can be replicated successfully and that each step is clear in the experiment.
The author will also complete testing to make sure that experiment can be conducted successfully without failure tests will be detailed so that is clear that test was successful before completing the full experiment.
[bookmark: _Toc134016255]6.2 – ngrok
The first tool that will need to be configured before beginning the testing process for the experiment will be ngrok. ngrok allows a tunnelling process to be engaged that allows the author to view phishing test webpages via localhost within Kali Linux.
· The first step is configuring ngrok with the http 80 command. This will open port 80 these saves having to configuring open ports via the router settings. This reduces the variation in the experiment as anyone reproducing the experiment could be using a different router to the author allowing for less issue to arise as a result.
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Figure 25 Entered the ngrok http 80 command



· After entering the information session window will load detailing details regarding the port change which has been inputted. I have made a note of the URL for later use in the experiment process,
[bookmark: _Toc134016256]6.3 – Zphisher
Zphisher has been used to showcase the multiple tools that could potentially be used during this process and for comparison with the other phishing toolkit that will be used in the experiment SET. The tools have similar function, but Zphisher is more basic and lacks the customization that SET offers for which reason the phishing emails used in the attack will be conducted via SET as it has maximum capability with the other tools being used.
· Upon using loading Zphisher the author has the choice of various website templates that can be selected for this example I will use Facebook.
· The author has selected option 1 for the Facebook template and then selected option 1 again which uses a template for a traditional login page.
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Figure 26 Option selection in Zphisher
· After confirming choices, the author will need to input a forwarding URL. The local host option will be selected as this has already been configured via ngrok.


Figure 27 Port forwarding service window.
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Figure 28 Successfully hosted phishing webpage
[bookmark: _Toc134016257]6.3.1 – Zphisher testing
· Right clicking on the URL that was provided by Zphisher and selecting the open link option from the context menu will open the link the authors default browser within Kali Linux (Firefox.
· The webpage has loaded and the Facebook login page is displayed.
[image: A screenshot of a computer
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Figure 29 Facebook login page.
· The author now enters a test login to see if the information by the user login information is successful captured.
· Zphisher has successfully captured the authors test login information and results have been output of txt file on authors system.
[image: A screenshot of a computer screen
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Figure 30 Captured login information.














[bookmark: _Toc134016258]6.3 – Social Engineering Toolkit
The social engineering toolkit will be used to complete the main phishing attack during the experiment. The tool will be used to compare to different types of email to see how the effects on participants which can then be evaluated in the final section of the author’s project.

· Select option 2 to enter the sub menu options for “Website Attack Vectors” the program as this has the appropriate options for the experiment to continue. [image: A screenshot of a computer
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Figure 31 Initial Social engineering toolkit options.
· Then select option 3 “Credential Harvester Attack Method” this option contains related content towards phishing attacks.

[image: A screenshot of a computer program
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Figure 32 Options for Website Attack Vectors.

· [bookmark: _Toc134016259]For the next stage we are going to want to use the custom import option this allows the use of genuine URL of webpage that the author wants to create a template of. I have chosen Facebook to be use in this example. The author has already acquired a html file for the login page of the website. Using this method helps to obfuscate the illegitimate URL that is normally generated when using the regular URL that used does not resemble the URL. This will give this element give more legitimacy to the experiment as the URL could giveaway the lack of legitimacy of the phishing attempt effecting the quality of the experiment result.
[bookmark: _Toc134016260][image: A screenshot of a computer program
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Figure 33 Custom Import option has been selected.
· Then the ngrok address is used so that webpage can be loaded successfully as a part of the test.
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[bookmark: _Toc100308860][bookmark: _Toc101112264][bookmark: _Toc101881006]

[bookmark: _Toc134016261]7 – Results
[bookmark: _Hlk134015025][bookmark: _Toc134016262]7.1 Experiment Part 1
[bookmark: _Hlk134014963]The first part of the experiment made use of a basic login request email the reason for this to see how effective just this email would be in comparison to the second email that would be provided and second part of the experiment. The email used was a basic login request email that would be provided to the participants.



As seen in table of the results from this part of the experiment are included below. 40% of the participants did not react to the email at all with them either not seeing the phishing email or choosing to ignore the contents of said email.
The Majority choose to the read the email and then ignore the process not following on proceeding carrying out the login process for this section.
Only one of the participants open the link and then proceed to continue with the login process as a result their login details were captured.
	Attribute
	Percentage %
	Overall

	Did not see the email
	3
	15%

	Ignored the email
	5
	25 %

	Read the email but ignored the link
	10
	50%

	Clicked On Link
	1
	5%

	Input Credentials
	1
	5%


This initial experiment has not yielded very successful results from the participants has been rather ineffective.


Figure 34 Pie Chart of Experiment part 1 results
[bookmark: _Hlk134015011][bookmark: _Toc134016263]7.2 Experiment Part 2
[bookmark: _Hlk134014992]In experiment part 2 I will be sending out an email again to the participants this however will use a higher priority email type. This was in the hope that participants would me more likely to react without necessarily having the ability to process the information of the email making them more likely to react to the content of said email. My hope is that this email will yield more higher likely hood of being effective in participants allowing their login information to be phished successfully.
This urgency was created via using a suspicious login email for Instagram. Upon the author receiving these personal knows the effect this had on me check the author to check the effect account to make sure that no changes had been made to said account.
The results yield from the second part of this experiment has higher level of success proving that the adding drastic content to the email may the participants more likely to provide their information making for more successful phishing attack overall in comparison.
	Attribute
	Percentage %
	Overall

	Did not see the email
	1
	5%

	Ignored the email
	3
	15 %

	Read the email but ignored the link
	6
	30%

	Clicked On Link
	10
	50%

	Input Credentials
	7
	35%


Overall, 20% of the participants did not interact with the email at all. 80% interacted with the email with 30% reading the email and choosing not to proceed further and 50% choosing to click on the link that provided with the email for the user to click on the link. Of the participants that processed to the login link 70% had their login details harvested by the phishing link which was 35% of the participant group in total.
 





[bookmark: _Toc134016264]7.3 Experiment Conclusion
To summarize the results of the experiment, it was divided into two parts. In the first part, a basic login request email was sent out to the participants, but the results showed that it was not very effective. 40% of the participants did not react to the email, and only one participant provided their login details.
In the second part of the experiment, a higher priority email type was used, which was a suspicious login email for Instagram. This email had a higher level of success, with 80% of the participants interacting with it. Of these, 50% clicked on the link provided in the email, and 70% of those participants had their login details harvested by the phishing link. In total, 35% of the participant group had their login details successfully harvested.
The results of this experiment suggest that adding drastic content to phishing emails, such as using a higher priority email type, can make participants more likely to provide their login information, leading to a more successful phishing attack. However, it is important to note that 20% of the participants did not interact with the email at all, indicating that some people are still able to identify and ignore phishing emails.
In future research, it may be beneficial to explore additional factors that could influence participants' responses to phishing emails, such as the language used in the email or the familiarity of the sender's name. Understanding these factors can help improve cybersecurity measures and protect individuals and organizations from phishing attacks.
It may have been more beneficial to use a larger group of participants as this may have indicated a larger variety of results overall for experiment.
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