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[bookmark: _Toc203916592]Abstract

This dissertation presents the design and implementation of a secure, scalable SQL database system for managing Internet of Things (IoT) medical devices within the National Health Service (NHS). Originally envisioned as a platform for tracking real-time location data via NFC and BLE technologies, the project pivoted to monitoring device status messages after encountering hardware and simulation constraints. The final product delivers a full-stack solution incorporating a PostgreSQL database, a Node.js backend, a Python-based MQTT simulation environment, and a React dashboard interface.

The system was developed in a virtualized Ubuntu environment using open-source tools and libraries, enabling the simulation of real-time device communications through MQTT. Data packets were processed in the backend and stored in a relational schema optimized for speed, historical accuracy, and future extensibility. A custom dashboard visualized the latest status of each IoT device and highlighted critical issues such as battery warnings or device disconnections. Throughout the implementation, emphasis was placed on modular architecture, security best practices (e.g., role-based access control, environment variable management), and system performance under load.

Extensive testing confirmed the platform’s ability to ingest and process hundreds of device messages per minute, accurately record device metadata, and present it to users in a meaningful way. Key challenges included database authentication errors, inefficient frontend polling, and VM-based performance bottlenecks. These were overcome through backend optimizations, improved SQL queries, and simulated traffic stress-testing.

The dissertation also outlines several recommendations for future development, including integration of full real-time location services, migration to cloud infrastructure, and the use of WebSockets for low-latency dashboard updates. Additional recommendations include implementing HL7 FHIR standards for EHR integration, adding predictive analytics through machine learning, and enhancing security with encryption and audit logs.

This report is structured in seven chapters: an overview and rationale (Chapter 1), a literature review of IoT and healthcare data systems (Chapter 2), research methodologies (Chapter 3), detailed system design and implementation (Chapter 4), testing and evaluation (Chapter 5), conclusions and recommendations (Chapter 6), and personal reflections (Chapter 7). Together, they document the development journey and demonstrate a viable framework for NHS-based IoT device monitoring using SQL and real-time technologies.
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[bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc203916595]Introduction

[bookmark: _Toc203916596]Background
The adoption of Internet of Things (IoT) technologies in the healthcare sector [1] has transformed how medical institutions operate, enhancing patient care, hospital management, and medical device tracking. The National Health Service (NHS) in the United Kingdom has integrated various IoT devices [2], such as wearable health monitors, smart infusion pumps, connected ventilators, and RFID-tagged assets, to improve operational efficiency and patient outcomes. These devices generate vast amounts of real-time data, which, if effectively managed, can provide critical insights into patient health trends, equipment status, and predictive maintenance [3]. However, the efficient management of this data presents significant challenges [5].

[bookmark: _Toc203916597]Data Volume and Scalability

With thousands of IoT devices deployed across NHS hospitals, the volume of generated data is enormous [4]. Traditional relational databases often face performance bottlenecks when handling large-scale time-series data. An optimized SQL database is required to ensure efficient indexing, partitioning, and query execution for managing this continuous influx of data.

[bookmark: _Toc203916598]Data Integrity and Consistency

Medical records and device data must be consistent and accurate to avoid incorrect diagnoses or equipment malfunctions [4]. A normalized SQL database schema ensures that data is properly structured, reducing redundancy while maintaining consistency across various hospital systems.

[bookmark: _Toc203916599]Real-time Monitoring and Analytics

IoT devices in the NHS generate real-time patient vitals such as heart rate, oxygen levels, blood pressure, and glucose levels. An effective SQL database must support real-time queries, triggers, and stored procedures to process and analyse this data instantly [4]. Additionally, SQL queries should enable trend analysis and predictive analytics to anticipate medical emergencies or device failures.

[bookmark: _Toc203916600]Security and Compliance

Given the confidential nature of patient data, security is paramount. The NHS follows strict cybersecurity protocols to prevent unauthorized access to medical data. The SQL database must implement role-based access control (RBAC), encryption (AES-256), and audit logging to ensure compliance with NHS security standards and ISO 27001 guidelines.

[bookmark: _Toc203916601]Device Management and Maintenance

The NHS relies on various IoT-enabled medical devices that require regular maintenance. Predictive analytics can be used to track device usage patterns and detect potential failures before they occur [4]. The SQL database will store maintenance logs, device uptime statistics, and error reports to facilitate proactive device management.

[bookmark: _Toc203916602]Existing Systems and Limitations

Several existing database solutions are used within the healthcare industry, including traditional relational databases such as MySQL, PostgreSQL, and Microsoft SQL Server, as well as NoSQL alternatives like MongoDB and Apache Cassandra. While NoSQL databases offer advantages for handling unstructured data, they often lack transactional integrity and ACID compliance, which are crucial in medical applications where data accuracy is a top priority. Relational SQL databases, on the other hand, provide structured data storage, strong consistency, and support for complex queries, making them well-suited for managing medical IoT data.
The NHS currently utilizes various Electronic Health Record (EHR) systems such as EPIC, Cerner, and System C for managing patient records. However, these systems are not always optimized for handling real-time IoT data efficiently. A specialized SQL database tailored for NHS IoT devices can bridge this gap, providing seamless integration with existing hospital management systems while ensuring high availability, fast query performance, and compliance with NHS data governance policies [6].

[bookmark: _Toc203916603]Why an SQL Database for NHS IoT Devices?

· Structured Data Management: SQL databases provide well-organized data storage, ensuring relational integrity and eliminating redundancies through normalization techniques.

· Efficient Query Execution: SQL supports complex queries that allow doctors, nurses, and IT administrators to quickly retrieve patient vitals, device logs, and predictive analytics.


· Security and Compliance: SQL databases support encryption, access control, and audit logs that align with NHS data security regulations.

· Scalability and Performance Optimization: Indexing, partitioning, and clustering techniques can be applied to manage large-scale IoT data efficiently.

[bookmark: _Toc203916604]Project Aims
This project aims to design and implement an SQL database to store, manage, and query data from IoT devices deployed within the NHS. The database will facilitate real-time monitoring, historical data analysis, and predictive maintenance of medical devices.

[bookmark: _Toc266447526][bookmark: _Toc203916605]Objectives

The objectives are to:

· Review relevant literature and detail the research methodology
· Present the design and implementation of the SQL database
· Design the SQL database for managing IoT devices in NHS hospitals, implementing relationships between medical devices, patients, and hospital staff.
· Ensure data integrity, security, and efficient query performance.
· Provide insights through SQL queries for device status, usage, and predictive maintenance.
· Examine the testing and evaluation process
· Discuss overall findings, provide conclusions and recommendations for further research and development.
· Reflect on the project


[bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc203916606]Structure Of The Project
The project is structured into three main parts. The first part focuses on theoretical research, reviewing existing literature and previous studies on IoT devices in the healthcare sector. This provides the necessary background and fundamental knowledge required to develop an effective database solution.

The second part covers the design and implementation of the SQL database system. This includes problem formulation, database schema design, entity-relationship modelling, and the development of SQL queries to manage IoT device data efficiently. The software and hardware requirements for database implementation are also outlined in this section.

Finally, the third part presents the evaluation and findings. This involves testing the database for performance, security, and efficiency. The results from these tests are analysed to assess the system's effectiveness in managing NHS IoT devices. The final section also includes a summary of conclusions and recommendations for future improvements.

Each chapter of the project is structured as follows:

[bookmark: _Hlk194665867]Chapter One provides an overview of the project, defining its aim, objectives, and structure.

Chapter Two reviews relevant literature on IoT device management in healthcare, covering previous research, challenges, and best practices.

Chapter Three details the research methodology, outlining the approach, data collection methods, and research philosophy used in the project.

Chapter Four presents the design and implementation of the SQL database, covering schema design, relationships, and query optimization.

Chapter Five examines the testing and evaluation process, assessing database performance and security measures.

Chapter Six discusses the overall findings, providing conclusions and recommendations for further research and development.

Chapter Seven includes reflections on the project, covering challenges faced and lessons learned.

[bookmark: _Toc266447540][bookmark: _Toc121041584][bookmark: _Toc202288061][bookmark: _Toc266447528]Chapter Eight and Nine provide references and a bibliography of sources consulted during the project.

[bookmark: _Toc203916607]Conclusion
The NHS’s increasing reliance on IoT devices necessitates an optimized, secure, and scalable SQL database to store and manage medical data efficiently. The proposed project will focus on designing and implementing an SQL database capable of real-time data storage, query execution, predictive analytics, and regulatory compliance. By addressing the existing challenges and integrating best practices, this project aims to provide a robust data management solution that enhances patient care, hospital efficiency, and IoT device monitoring.
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[bookmark: _Toc203916610] Introduction

In this chapter, various sources of literature are compared and critically reviewed to establish a strong foundation for the project. Books and peer-reviewed journals are prioritized, as they provide credible and authoritative insights into IoT device management in healthcare. Websites are used sparingly, mainly for current industry trends and NHS-specific policies. This chapter also includes a competitor analysis, comparing different database solutions and IoT management strategies in similar healthcare environments.

Additionally, related work is examined, highlighting previous research efforts in this field. A comparative analysis is conducted on various database technologies and security frameworks, evaluating their relevance to the NHS's needs. Key topics discussed include IoT device security, real-time data processing, and regulatory compliance for handling patient data.

The integration of Internet of Things (IoT) devices within healthcare systems, particularly the UK's National Health Service (NHS), has revolutionized patient care by enabling real-time monitoring and data collection. However, this advancement brings forth challenges in data management, security, and interoperability. Implementing robust SQL databases is crucial for effectively managing the vast data generated by IoT devices, ensuring data integrity, and facilitating seamless healthcare operations.

[bookmark: _Toc266447542][bookmark: _Toc203916611]Methodology

A systematic approach is used to gather, assess, and synthesize information relevant to IoT device management in healthcare. The research includes:

Literature Review: Examination of peer-reviewed journals, conference papers, and books to analyse existing knowledge and best practices in IoT data management.

Competitor Analysis: Comparison of different database management systems and IoT monitoring solutions used in healthcare organizations.

Regulatory Frameworks: Study of GDPR, NHS Digital policies, and other healthcare regulations related to IoT data management.

Technology Review: Evaluation of SQL database technologies, security measures, and optimization techniques.

This methodology ensures that the project is grounded in established research while also considering emerging technologies and industry trends.  

[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc203916612]The Role of IoT in NHS Healthcare

IoT devices, including infusion pumps, wearable monitors, and imaging equipment, are increasingly deployed across NHS facilities to enhance patient monitoring and care delivery. Despite their benefits, a significant number of NHS Trusts lack comprehensive tracking systems for these devices. A 2023 survey revealed that one-third of NHS Trusts have no method for tracking IoT devices, and only 35% possess automated systems for asset tracking.​ [7]

The absence of effective tracking mechanisms not only hampers operational efficiency but also poses substantial security risks. Unmonitored devices can become entry points for cyberattacks, potentially compromising patient data and disrupting healthcare services.

Structured Query Language (SQL) databases offer a reliable solution for managing the complex data ecosystem of IoT devices in healthcare settings. They provide structured data storage, efficient querying capabilities, and support for data integrity constraints, which are essential for handling sensitive patient information.


[bookmark: _Toc203916613]Challenges in Managing IoT Devices

Device Lifecycle and Security
Medical IoT devices often have extended lifespans, during which they may become outdated and vulnerable to security threats. Updating these devices is complex due to regulatory constraints and the necessity for manufacturer validation. Consequently, many devices operate with outdated software, increasing the risk of cyber incidents.​[8]

Lack of Standardized Tracking

The NHS lacks a standardized approach to tracking connected medical devices. Some Trusts rely on manual processes or spreadsheets, leading to inconsistent and outdated records. This fragmentation hinders effective device management and complicates efforts to ensure data security.​[7] [10]

[bookmark: _Toc203916614]Importance of SQL Databases in IoT Management

Structured Query Language (SQL) databases offer a reliable solution for managing the complex data ecosystem of IoT devices in healthcare settings. They provide structured data storage, efficient querying capabilities, and support for data integrity constraints, which are essential for handling sensitive patient information.

Real-Time Data Processing

SQL databases can be configured to process real-time data from IoT devices, enabling timely decision-making. For instance, implementing triggers and stored procedures allows for immediate alerts when patient vitals deviate from normal ranges, facilitating prompt medical interventions.​[9]

Integration with Existing Systems

SQL databases can seamlessly integrate with existing Electronic Health Records (EHR) systems, ensuring a unified view of patient data. This integration supports comprehensive patient monitoring and enhances the quality of care provided.​[8]

[bookmark: _Toc203916615]Database Design Considerations for the NHS

Entity-Relationship Modelling

Designing an effective database requires careful consideration of the relationships between various entities, such as patients, devices, and medical staff. An Entity-Relationship (ER) model helps in visualizing these relationships and structuring the database accordingly. For example, a patient may be associated with multiple devices, and each device may record various health metrics.

​Data Normalization

Normalization ensures that the database is free from redundancy and maintains data integrity. By organizing data into related tables and establishing appropriate foreign keys, the database becomes more efficient and easier to maintain.​

Security and Compliance

Given the sensitive nature of healthcare data, the database must adhere to strict security protocols and comply with regulations such as the General Data Protection Regulation (GDPR). Implementing role-based access controls, encryption, and regular audits are essential practices to safeguard patient information.

[bookmark: _Toc203916616]Implementing Real-Time Location Services (RTLS)

Real-Time Location Services (RTLS) enhance the tracking of medical devices within hospital premises. By tagging devices with RFID or Bluetooth Low Energy (BLE) tags, hospitals can monitor equipment movement and availability in real-time. Integrating RTLS data into the SQL database allows for efficient asset management and reduces equipment loss.​[8]

[bookmark: _Toc203916617]Network Segmentation for Enhanced Security

To mitigate the risk of cyberattacks, implementing network segmentation is crucial. By dividing the network into distinct segments, healthcare organizations can contain potential breaches and prevent unauthorized access to sensitive data. This approach is particularly important for protecting IoT devices, which may have varying security capabilities.​[8]

[bookmark: _Toc203916618]Leveraging Cloud Platforms for Scalability

Cloud platforms like Microsoft Azure and Databricks offer scalable solutions for managing IoT data. They provide tools for data storage, analytics, and machine learning, enabling healthcare providers to derive insights from vast datasets.[10] These platforms also support compliance with healthcare regulations and offer robust security features.​ [11]

[bookmark: _Toc203916619]General IoT Data Management with SQL

Many IoT applications still rely on relational (SQL) databases to store and query sensor data. For example, a recent survey of IoT in smart cities notes that some studies collect sensor readings in MySQL or other SQL databases for easier analysis. [12] In principle, a well-designed SQL schema can organize heterogeneous IoT data (device IDs, timestamps, values) in normalized tables, enabling complex queries and integration with business logic. Simanjuntak and Surantha [13] highlight this trade-off in a health-monitoring context: an initial design used a single relational database (RDBMS) to store all time-series health data, but this became a performance bottleneck. By refactoring their IoT sleep-monitoring system to use a specialized time-series database alongside SQL tables, they achieved a ~21× faster write throughput and ~1.6× faster reads than the original RDBMS approach. This demonstrates that SQL designs may need careful schema and indexing (or hybrid DB mixes) to handle high-volume IoT streams.

[bookmark: _Toc203916620]Healthcare IoT and Database Integration

In healthcare settings, SQL databases often interface IoT telemetry with clinical systems. Lemus-Zúñiga [12] present an IoT-based remote monitoring prototype where wearable sensors stream patient vitals to a smartphone app, which stores the data in a local SQLite database. They chose SQLite over heavier systems like MySQL to minimize latency on-device, noting that SQLite’s efficient disk I/O and portability suit resource-constrained IoT clients. [12] Data is then forwarded to a FHIR-compliant server, ensuring interoperability with healthcare records. In contrast, Di Felice’s [14] system uses a cloud-hosted PostgreSQL backend: doctors and patients log in to a web portal and interact with patient profiles and records stored as SQL tables. The system supports real-time charting of vitals and historical trend analysis, all backed by standard SQL queries. These works illustrate how SQL database design (choosing appropriate engines, schema, and views) underlies scalable IoT health monitoring. Importantly, by using SQL-based solutions (PostgreSQL or SQLite), these designs can leverage existing healthcare data standards and tools (e.g. SQL-based FHIR stores or hospital EHR interfaces), easing integration into environments like hospitals or the NHS.

[bookmark: _Toc203916621]SQL vs. NoSQL in IoT

Several studies note the trade-offs between SQL and NoSQL for IoT. For instance, Cerbulescu [11] assume a mixed system, while Simanjuntak [13] moved away from a pure RDBMS to a time-series database for performance. However, when strong consistency and complex analytics are required (as in healthcare), SQL remains attractive. Even standard MySQL/PostgreSQL can store semi-structured IoT data (using JSON fields) while preserving transactions and ACID semantics. As an example, Di Felice [14] store unstructured patient-generated data in PostgreSQL with JSON columns, then use SQL queries and views for reporting.

[bookmark: _Toc203916622][bookmark: _Toc202288080]Conclusion 

The literature review informs the database design by identifying best practices and addressing potential challenges. The insights gained from previous studies and comparative analyses are used to justify design choices and implementation strategies for the SQL database. 
The integration of SQL databases for monitoring IoT devices within the NHS is imperative for enhancing patient care, ensuring data security, and improving operational efficiency. By addressing the challenges of device tracking, data management, and security through structured database solutions, the NHS can fully leverage the benefits of IoT technology in healthcare.
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[bookmark: _Toc203916626]Introduction

This chapter provides an in-depth discussion of the research design, philosophy, methodology, and data collection techniques used to achieve the project’s objectives. The chapter also highlights the rationale for choosing specific research methods and how they relate to the aims of this study.

The goal of this project is to design and implement an SQL database for managing IoT devices within the NHS. As IoT devices in healthcare require high levels of security and data integrity, this research adopts a structured methodology to ensure a comprehensive understanding of database security, network architectures, and regulatory compliance.

The research design evolved as understanding deepened, ensuring that the chosen methods were best suited for the problem. The methodology used in this research incorporates qualitative and quantitative approaches to analyse existing solutions, identify gaps, and propose an optimized database solution for IoT management in healthcare.

[bookmark: _Toc266447530][bookmark: _Toc203916627]Research Overview
This section outlines the overall research process, ensuring a structured approach to the development and implementation of the SQL database. According to Saunders, Lewis, and Thornhill [19], a well-defined research design provides a systematic approach for data collection, analysis, and validation. The research follows an action plan that progresses from problem identification to system implementation and testing.
[bookmark: _Toc266447532]  
[bookmark: _Toc203916628]Research Process
The research process follows a structured approach consisting of:

Literature Review: A comprehensive analysis of existing work on IoT databases, NHS security policies, and data management strategies.
Problem Formulation: Identifying gaps in existing solutions and proposing an improved database model.
System Design and Implementation: Creating an SQL database with appropriate schema, normalization, and security protocols.
Evaluation and Testing: Validating the database by simulating real-world NHS IoT environments and stress-testing the system.
This systematic approach ensures that the proposed solution meets security, scalability, and efficiency requirements.

[bookmark: _Toc203916629]Research Philosophy
The research adopts a post-positivist philosophy, which emphasizes empirical data collection, testing, and validation. Post-positivism recognizes that absolute objectivity is difficult to achieve but aims for an evidence-based approach to knowledge discovery [20].

This philosophy aligns with the experimental nature of the study, where a prototype SQL database will be developed, tested, and evaluated against real-world security and performance benchmarks.

[bookmark: _Toc266447533][bookmark: _Toc203916630]Research Methodologies
A mixed-methods approach is employed, combining both qualitative and quantitative methodologies.

Qualitative Analysis:

Reviewing NHS policies, GDPR, and best practices for securing IoT data in healthcare.
Analysing existing literature on SQL database optimization and security.
Quantitative Analysis:

Measuring database performance under simulated workloads.
Conducting stress tests to assess the security and efficiency of data retrieval and storage.
By integrating both qualitative and quantitative methods, the research ensures a balanced evaluation of database performance and security measures.

[bookmark: _Toc266447539][bookmark: _Toc203916631]Research Approach
A mono-method approach is adopted, focusing on SQL database development. Virtualized environments will be used to simulate IoT networks within NHS infrastructure. The database will be tested using realistic IoT datasets to evaluate its efficiency in handling patient monitoring, device authentication, and data encryption.

[bookmark: _Toc203916632]Research Strategies
To achieve the research objectives, the following strategies are employed:
Literature Review Strategy: Using peer-reviewed sources from IEEE Xplore, ScienceDirect, and ACM Digital Library to gather insights on IoT databases.
Comparative Analysis Strategy: Examining existing database architectures for IoT and healthcare applications.
Prototyping Strategy: Implementing a secure SQL database to test feasibility in an NHS environment.
Performance Testing Strategy: Conducting benchmarks to compare database efficiency, response time, and security compliance.
This structured strategy ensures that the research follows a logical progression, from theory to practical implementation.

[bookmark: _Toc203916633]Research Tools and Technologies
The database design and testing require specific software tools and technologies, including:
· SQL Server (PostgreSQL/MySQL): The primary database management system.
· Python & SQLAlchemy: Used for scripting and data manipulation.
· IoT Device Simulators: Generating sample data for real-world testing.
· Wireshark & Metasploit: Security analysis tools for penetration testing.
The choice of these tools is justified based on their reliability, security features, and support for healthcare applications.

[bookmark: _Toc203916634]Data Collection
Data collection is crucial for validating the SQL database. The primary sources of data include:

Primary Data: Simulated IoT device logs, user access records, and security events.
Secondary Data: NHS security guidelines, GDPR compliance documents, and previous research papers on IoT security.
According to Creswell [21], using multiple data sources enhances research validity and ensures comprehensive analysis.

[bookmark: _Toc203916635]Time Horizons
A longitudinal approach is adopted, as database performance needs to be monitored over time. The research evaluates data integrity, security, and scalability at different points in the testing phase.

Saunders et al. [19] suggest that longitudinal studies are effective when analyzing changes over time, particularly in environments where real-time data updates are essential, such as IoT in healthcare.

[bookmark: _Toc203916636]Techniques and Procedures
The research follows systematic procedures to ensure consistency and reproducibility:

1. Database Design:

· Normalizing tables to minimize redundancy.
· Implementing role-based access control (RBAC).
· Encrypting sensitive IoT data.

2. Implementation:

· Setting up SQL database instances.
· Importing simulated NHS IoT data.
· Configuring network and security settings.

3. Testing:

· Conducting load testing with thousands of simulated IoT devices.
· Performing security audits to check for vulnerabilities.

These techniques align with best practices in database security and performance evaluation [22].

[bookmark: _Toc203916637]Research Design
[bookmark: _Toc203916638]Research Deliverables
The key deliverables of this research include:

A fully functional SQL database optimized for NHS IoT management.
A performance evaluation report detailing database efficiency and security.
A comparative analysis of existing IoT database solutions.
These deliverables ensure that the research contributes to practical advancements in healthcare database management.

[bookmark: _Toc203916639]Triangulation
Triangulation is used to validate findings by combining multiple sources of data and research methods. Denzin [5] identifies four types of triangulation:

· Data Triangulation: Using multiple datasets (e.g., simulated logs, NHS policies).
· Methodological Triangulation: Employing both qualitative and quantitative methods.
· Investigator Triangulation: Consulting domain experts to validate database design.
· Theory Triangulation: Comparing different theoretical models of IoT security.
Triangulation enhances research credibility and ensures a well-rounded analysis.

[bookmark: _Toc203916640]Conclusion
This chapter detailed the research design, philosophy, methodologies, and data collection techniques used in this study. A structured approach was adopted, integrating qualitative and quantitative research methods to develop and evaluate an SQL database for managing NHS IoT devices.

The research follows a post-positivist philosophy, ensuring objectivity in database design and performance evaluation. Multiple data sources and triangulation techniques are employed to enhance the validity of findings.

[bookmark: _Toc121041587][bookmark: _Toc202288067]The next chapter will focus on the design and implementation of the proposed SQL database, detailing schema development, security measures, and performance optimization techniques.
 


[bookmark: _Toc341174544][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548][bookmark: _Toc203916641]Chapter 4 - DESIGN & IMPLEMENTATION

[bookmark: _Toc341174545][bookmark: _Toc203916642]Introduction
This chapter outlines the design and implementation of an SQL-based monitoring system for IoT devices in the NHS. Building on the challenges identified in the literature review, such as the lack of standardized tracking mechanisms and the vulnerability of aging medical IoT infrastructure, the goal is to provide a robust, scalable, and secure database solution. The design considers the realities of NHS infrastructure, regulatory compliance (e.g., GDPR), and the diversity of connected medical devices.

[bookmark: _Toc203916643]Problem Formulation
Problem Statement:
The NHS faces increasing difficulty in tracking, managing, and securing its expanding fleet of IoT-enabled medical devices. Many Trusts lack a centralized, automated system to monitor these assets, resulting in inefficiencies, vulnerabilities, and loss of critical data.

Proposed Solution:
Develop and implement a centralized SQL database to log and monitor IoT device metadata (location, status, software version, usage history) in real time. The system will interface with Real-Time Location Services (RTLS), Electronic Health Records (EHRs), and device firmware to facilitate streamlined tracking and security auditing.

Tools and Software:
· SQL Database Engine: PostgreSQL or MySQL for relational data storage
· IoT Device Interface: MQTT protocol for real-time data communication
· Backend Platform: Node.js/Express for middleware APIs
· Frontend Dashboard: React.js for device monitoring and administration
· Cloud Integration: Microsoft Azure or AWS for scalability
· Security Tools: TLS encryption, VPN tunnelling, role-based access control (RBAC)

Diagram Illustration:
(Refer to Figure 1 – Block Diagram)
The block diagram demonstrates the data flow between IoT devices, the SQL database, middleware, and end-user interfaces. Each device communicates via MQTT (Message Queuing Telemetry Transport) to a gateway, which transfers data to the SQL server. Administrators can access the system through a secure web portal.
[image: ]Figure 1

[bookmark: _Toc203916644]Project Design
Based on the research from the literature review, particularly the challenges highlighted by NHS Digital [25] and the absence of tracking in many NHS Trusts [24], this design prioritizes modularity, security, and real-time communication.

Key Design Decisions:

· Normalization of Data: Ensures data redundancy is minimized and relationships (e.g., Patient – Device – Room – Status) are clearly defined.
· Integration with RTLS: Devices are tagged with BLE sensors or RFID chips, enabling real-time position updates.
· Event Logging: SQL triggers and stored procedures record events such as device relocations, firmware updates, and error codes.
· User Roles and Access: A permissions hierarchy is enforced in the backend, ensuring only authorized personnel can view or modify device data.

Devices send status packets to a local gateway using lightweight protocols (MQTT). The gateway processes the message and stores the packet into the cloud-hosted SQL database using middleware APIs. Administrators interact with the system through a secured dashboard which pulls and visualizes data in real time.

Hardware Components:
· BLE or RFID tags for device tracking
· IoT-compatible medical devices (e.g., infusion pumps, patient monitors)
· Edge gateway (e.g., Raspberry Pi or dedicated Intel NUC device)

Software Stack:
· PostgreSQL for relational storage
· Azure IoT Hub for managing device communication
· Express API for backend logic
· React.js dashboard for administrators and clinicians




[bookmark: _Toc203916645]Implementation

[bookmark: _Toc203916646]Database Schema Design
To support tracking, the schema was designed around the concept of location logs that record each device’s location and timestamp when detected by an NFC scanner. The database contains five primary tables:

· devices: Metadata about each IoT-enabled asset.
· locations: Maps physical coordinates or named zones (e.g., Ward A, ICU).
· location_logs: Stores real-time entries from NFC scans.
· staff: Records who scanned the NFC tag (optional, for access tracking).
· alerts: Captures violations like unauthorized zone entry or device inactivity.

The location_logs table was the core of the implementation and is defined as:

CREATE TABLE location_logs (
    log_id SERIAL PRIMARY KEY,
    device_id INT REFERENCES devices(device_id),
    location_id INT REFERENCES locations(location_id),
    timestamp TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);

This schema design was inspired by common patterns in spatiotemporal data storage [24].



[bookmark: _Toc203916647]Backend Implementation
Setting Up the Environment
The PostgreSQL database was installed using:

sudo apt update
sudo apt install postgresql postgresql-contrib

A new database nhs_iot and role nhs_admin were created:

CREATE USER nhs_admin WITH PASSWORD 'securepassword';
CREATE DATABASE nhs_iot OWNER nhs_admin;

Appropriate privileges were granted:

GRANT ALL PRIVILEGES ON DATABASE nhs_iot TO nhs_admin;

Setting Up the MQTT Listener
Using the paho-mqtt library, a Python script was written to subscribe to the nhs/nfc/scan topic. Each incoming message was structured as:

{
  "device_id": 42,
  "location_id": 3,
  "timestamp": "2025-07-01T14:30:22Z"
}

The message handler then inserted the data into the location_logs table via psycopg2:

cursor.execute("""
    INSERT INTO location_logs (device_id, location_id, timestamp)
    VALUES (%s, %s, %s)
""", (device_id, location_id, timestamp))
This approach ensured decoupling between the IoT edge and the SQL backend, which is a best practice for scalable IoT architectures [25].

[bookmark: _Toc203916648]Simulating NFC Activity
Due to the unavailability of physical NFC readers, a simulated dataset was generated using a Python script. The simulation loop used random to pick device and location IDs and emulated tag scan events every 5 seconds:

import time, json, random
import paho.mqtt.publish as publish

while True:
    payload = json.dumps({
        "device_id": random.randint(1, 5),
        "location_id": random.randint(1, 3),
        "timestamp": datetime.utcnow().isoformat()
    })
    publish.single("nhs/nfc/scan", payload, hostname="localhost")
    time.sleep(5)

This approach follows recommendations from real-world IoT testbeds that encourage simulation of device traffic to validate end-to-end system behavior [25].



[bookmark: _Toc203916649]React Dashboard Integration
A frontend dashboard was implemented using React.js, connected to an Express.js API that queried the PostgreSQL database. The backend API provided endpoints like:

GET /api/latest-locations

Which ran the SQL:

SELECT DISTINCT ON (device_id) device_id, location_id, timestamp
FROM location_logs
ORDER BY device_id, timestamp DESC;

This enabled the dashboard to display the most recent known location of each device in near real-time. React polling intervals were set at 3 seconds to maintain responsiveness.

[bookmark: _Toc203916650]Security Considerations
Security was enforced by isolating the database in a VM and protecting credentials using .env variables. Though not implemented in full, the system design allows for future integration of:

· HTTPS: To encrypt frontend–backend communication
· JWT: For staff login and API authentication
· Audit logging: Using PostgreSQL triggers to monitor unauthorized access

Security concerns in medical IoT deployments are critical, as noted by Almourad et al. [26], especially in NHS settings where privacy regulations (e.g., GDPR) are in effect.



[bookmark: _Toc203916651]Performance and Limitations
Preliminary performance analysis showed the system could handle up to 500 entries/minute on the configured VM (4GB RAM, 4 vCPUs) without failure. However, key limitations remain:

No physical NFC hardware: Real-world signal variance, scan latency, and hardware faults were not simulated.

Polling-based dashboard: While functional, a WebSocket-based push system would reduce latency and server load.

Device inactivity: The system currently does not flag devices that haven’t moved recently—something that could be implemented using scheduled SQL queries and background job queues (e.g., cron).

[bookmark: _Toc203916652]Summary of Planned Implementation
This chapter demonstrated the full-stack implementation of an IoT backend that captures and stores simulated NFC-based location data in a PostgreSQL database. Using MQTT for messaging, Python for simulation, and React for visualization, the system approximates how hospitals could track devices with minimal latency. While physical integration remains future work, this software prototype serves as a proof-of-concept that could be expanded into a production-grade architecture.

[bookmark: _Toc341174561][bookmark: _Toc203916653]Chapter 5 – TESTING AND EVALUATION 
[bookmark: _Toc341174562][bookmark: _Toc203916654]Video Demonstration of Final Product

https://uowtsd-my.sharepoint.com/:f:/g/personal/2115836_student_uwtsd_ac_uk/EkHTol_SMN1Cm0Tv8U1DiikBiFiCIwOsMoBfLVclYrzUbw?e=AkhByq

[bookmark: _Toc203916655]Timestamps
00:20 – 	login to “user” using password “password”
00:36 – 	opening and preparing the device signal simulation code
01:27 –	initializing the nhs-dashboard and showing the code
02:15 – 	blank dashboard opened
02:18 – 	initializing the webapp-controller and showing code
03:38 – 	initializing the nhs-backend and showing code
04:28 – 	Starting the device signal simulation
04:54 – 	refreshing the Dashboard to show updated values
05:13 – 	clearly showing simulated results being sent, being received by the backend and inserted into the table, and being sent to the dashboard by the webapp controller


[bookmark: _Toc203916656]Critical Evaluation of Technical Challenges and Design Revisions 

The original objective of this project was to implement a backend system capable of tracking real-time location data from Internet of Things (IoT) medical devices within an NHS environment. However, as development progressed, it became apparent that real-time location tracking introduces complexities that are often underestimated—even by modern enterprises. Consequently, the project’s scope was refined to focus on capturing and visualizing device status messages, such as sensor faults or battery levels, instead of continuous spatial telemetry. This section critically evaluates the technical reasons for these adjustments, supported by literature, and documents how key implementation hurdles were addressed through alternative design decisions.

[bookmark: _Toc203916657]Real Time Location Tracking
Complexity Beyond Expectations
Real-time location tracking (RTLS) is an appealing objective for hospital IoT systems, offering potential benefits such as asset visibility, patient monitoring, and workflow optimization. However, the implementation of RTLS demands high system integration, fast data processing, and precise sensor calibration. These requirements present significant challenges in practice.

First, RTLS typically requires infrastructure support such as Bluetooth Low Energy (BLE) beacons, Ultra-Wideband (UWB) anchors, or RFID systems [28]. These technologies are not natively supported on basic IoT simulation environments and cannot be easily emulated in software without substantial hardware abstraction. Additionally, translating signal strength or proximity readings into usable coordinates requires complex trilateration algorithms, often relying on time-of-flight measurements or signal fingerprinting. These methods introduce significant uncertainty and computational overhead [29].

Moreover, even in enterprise-level applications, achieving high spatial accuracy and system stability is a well-documented challenge. For example, Obeidat et al. [30] emphasize that achieving sub-meter accuracy in hospital settings is hindered by interference, mobility, and signal reflections from walls or medical equipment. Attempting to simulate or implement such a system in a virtual machine or single-node testbed without physical sensors proved impractical in the context of this dissertation. These insights informed the decision to pivot towards status tracking—an equally important but more achievable goal for IoT device health monitoring.

[bookmark: _Toc203916658]Automated Device Messaging
The Python Workaround
A key technical hurdle involved simulating device communication via MQTT (Message Queuing Telemetry Transport). Initially, static MQTT messages were published using the mosquitto_pub tool. However, this approach lacked automation, repeatability, and dynamic content generation.

To solve this, a custom Python environment was created using venv, which allowed isolation and precise dependency management. A Python script (simulate_iot.py) was then developed to programmatically publish randomized status messages (e.g., "Disconnected", "Battery Low") at regular intervals. This approach was chosen due to Python’s robust MQTT libraries (paho-mqtt) and its ease of scripting complex behaviours.

This solution reflects best practices in test-driven IoT development. Simulated messaging not only validates backend logic but also stress-tests database insertions and network throughput under variable payload loads, as recommended by Gong et al. [31].

[bookmark: _Toc203916659]Dashboard Synchronization and Backend Communication
A major part of the project involved visualizing device status on a React-based web dashboard. However, early versions of the system failed to reflect the actual backend state, despite Node.js reporting successful server initialization. Investigation revealed several core problems:

SQL Authentication Errors: PostgreSQL rejected backend connection attempts due to misconfigured credentials and missing role permissions (auth_failed).

Data Redundancy: The dashboard displayed all raw entries in the device_logs table rather than the most recent status per device, making the interface unreadable.

Lack of Real-Time Updates: The dashboard did not poll or subscribe to new database events.

To address this, the following design changes were implemented:

Credential Management: Environment variables (.env) were introduced using the dotenv package, improving separation of secrets from application logic—a practice in line with OWASP secure coding guidelines [32].

Backend Aggregation Script: A Node.js controller was written to fetch only the latest record per device using SQL queries like:

sql
Copy
Edit
SELECT DISTINCT ON (device_id) * FROM device_logs ORDER BY device_id, timestamp DESC;
This allowed the dashboard to present a snapshot view of device health, improving clarity and relevance.

Periodic Polling via Webapp: The frontend was configured to poll the backend every few seconds to retrieve the most up-to-date device states. While more sophisticated push mechanisms like WebSockets were considered, polling was deemed simpler and sufficient for the scope.

This process of synchronizing backend data with a frontend view required careful design and highlighted common issues in real-time web architecture, as discussed by Colitti et al. [33].


[bookmark: _Toc203916660]SQL Design Limitations and Schema Modifications
Another unexpected challenge arose from how MQTT messages were inserted into the database. Originally, messages were appended directly to a device_logs table without overwriting or managing duplicates. While this design supported full auditability, it bloated the table with redundant entries, which negatively impacted both storage and query performance.

Efforts to transform the design into an "update on latest status" model were in vain due to the added logic complexity in SQL and the loss of historical data. Instead, the focus shifted to ensuring efficient querying of the latest status per device, as detailed earlier.

Additionally, initial queries failed because some expected tables (e.g., device_logs) were not properly seeded or indexed. These were resolved by enforcing constraints, primary keys, and manually reviewing schema integrity via \dt and \d PostgreSQL commands.

[bookmark: _Toc203916661]Development Environment Constraints
All development and testing were conducted within a VirtualBox virtual machine running Ubuntu 24.04, allocated 8GB RAM and 4 virtual CPUs. While this environment ensured containment and reproducibility, it also introduced several performance limitations:

· I/O Bottlenecks: When simulating high message frequency, delays in disk writes to PostgreSQL became apparent.
· Resource Contention: Concurrent running of the backend, frontend, MQTT broker, and PostgreSQL occasionally led to port conflicts or dropped messages.

These limitations echo findings in virtualization literature, where constrained virtualized environments struggle under high-throughput or real-time loads [34].

[bookmark: _Toc203916662]Conclusion
While the original goal of real-time location tracking proved infeasible due to both technical and environmental limitations, the revised project achieved a functional and extensible backend system for monitoring IoT device statuses. The decision to pivot toward status-based tracking reflects industry realities and allowed for the demonstration of full-stack IoT communication, storage, and visualization pipelines. The experience also reinforced the value of adaptive design, modular development, and systematic debugging in full-stack system engineering.


[bookmark: _Toc203916663]Carrying Out the Design Plan
[bookmark: _Toc203916664]VM User and Password Setup
[image: A computer screen with a broken screen
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To begin with, the Unattended Guest OS Install Setup screen was configured with the following details:

· Username: user
· Password: password
· Hostname: Ubuntu-NHS-IoT
· Domain: myguest.virtualbox.org

Using an unattended installation streamlines the deployment process, reducing manual intervention during the OS setup. The credentials user/password are placeholders for development and testing but can be replaced later for production-grade security. The hostname clearly identifies the VM within a virtual network as part of the NHS IoT infrastructure.

To clarify - though appropriate for initial development, these credentials are insecure and must be replaced with complex, unique values before deployment in any live or networked context.


[bookmark: _Toc203916665]VM Specs
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The second step involved specifying the VM's hardware profile:

· Base Memory (RAM): 4096 MB (4GB) 	(this was increased to 8GB later)
· Processors: 4 vCPUs

The selected memory and CPU allocation reflect a balance between performance and host resource constraints. 4 virtual CPUs support multitasking and improve responsiveness under moderate load. 4GB of RAM was thought to be sufficient for running an Ubuntu Server with SQL-based services and light monitoring tools, however to give some more headroom, it was doubled due to some occasional stutters and freezes. 

The decision not to enable EFI (Extensible Firmware Interface) was intentional to simplify the boot configuration and avoid unnecessary complications during OS installation.


[bookmark: _Toc203916666]VHDD Size
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The final stage focused on creating a virtual hard disk (VHD):

· Disk Type: New virtual hard disk created
· Disk Size: 50 GB
· Pre-allocation: Disabled (dynamic disk growth)

50 GB is a conservative allocation sufficient to house the Ubuntu Server OS, SQL server software (e.g., MySQL or PostgreSQL), and anticipated database logs for a development/test environment. The disk is configured to dynamically expand, optimizing storage use on the host machine while ensuring room for growth as the project evolves, however this could become a problem later on – which will be brought up later (17 - table full of data).


[bookmark: _Toc203916667]VM Spec Summary
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[bookmark: _Toc203916668]VM Initialized, Installing PostgreSQL
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With the system bootstrapped, backend database support was implemented using PostgreSQL. The following packages were installed:

sudo apt install postgresql postgresql-contrib -y

This command installed the core database engine and additional extensions such as pgcrypto and hstore, which are useful for IoT data processing (e.g., secure key generation, JSON storage).



[bookmark: _Toc203916669]PostgreSQL Database Created
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The database structure was initialised using PostgreSQL's interactive terminal. A dedicated user and database were created:

CREATE USER nhs_admin WITH PASSWORD 'adminpassword';
CREATE DATABASE nhs_iot OWNER nhs_admin;

This segregates the application access layer and enforces least-privilege principles—vital for secure IoT applications in healthcare environments.


[bookmark: _Toc203916670]Nodejs Installation
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Node.js was selected as the runtime for the backend application due to its event-driven nature and excellent support for real-time protocols such as MQTT. Installation steps included:

curl -fsSL https://deb.nodesource.com/setup_18.x | sudo -E bash -
sudo apt install -y nodejs





Node.js v18.20.8 was successfully installed, ensuring compatibility with required libraries like express, pg, and mqtt.

Post-installation, confirmation messages indicated successful deployment of Node.js and its dependencies. Node Package Manager (NPM) was included by default, enabling rapid integration of required modules.

[bookmark: _Toc203916671]Setting Up the Backend Directory
[image: A computer screen shot of a computer screen
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The backend application was bootstrapped using the following commands:

mkdir nhs-backend
cd nhs-backend
npm init -y
npm install express pg mqtt cors dotenv


Key libraries installed:

· express: to serve REST APIs

· pg: PostgreSQL client for Node.js

· mqtt: to handle IoT data ingestion

· cors: middleware to enable cross-origin requests

· dotenv: for secure management of environment variables

The generated package.json captures the metadata of the NHS IoT backend project and dependencies.

[bookmark: _Toc203916672]Creating the Backend (index.js)
[image: A computer screen with a black and purple background
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The backend logic (code written below) is written in the index.js file created.


const express = require('express');
const { Pool } = require('pg');
const mqtt = require('mqtt');
const app = express();
const port = 3000;

app.use(express.json());

const pool = new Pool({
  user: 'nhs_admin',
  host: 'localhost',
  database: 'nhs_iot',
  password: 'adminpassword',
  port: 5432,
});

app.get('/devices', async (req, res) => {
  const { rows } = await pool.query('SELECT * FROM Devices');
  res.json(rows);
});

const mqttClient = mqtt.connect('mqtt://localhost');
mqttClient.on('connect', () => mqttClient.subscribe('nhs/devices/#'));

mqttClient.on('message', async (topic, message) => {
  const payload = JSON.parse(message.toString());
  await pool.query(
    'INSERT INTO Device_Logs (device_id, status) VALUES ($1, $2)',
    [payload.device_id, payload.status]
  );
});

app.listen(port, () => console.log(`Backend running on http://localhost:${port}`));



[bookmark: _Toc203916673]Backend Running
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With the logic written, the server was started using:

node index.js

The application returned confirmation: Backend running on http://localhost:3000, 
indicating that Express.js successfully initiated the HTTP server. This backend serves as the MQTT message handler and database writer, acting as middleware between simulated devices and PostgreSQL.


[bookmark: _Toc203916674]Installing Mosquitto
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To simulate real-time device telemetry, Mosquitto MQTT broker and clients were installed:

sudo apt install -y mosquitto mosquitto-clients
sudo systemctl enable mosquitto

This created a reliable message-passing system over the MQTT protocol, facilitating device-to-server communication. The Mosquitto broker was configured to auto-start with the system, ensuring persistence and service availability.

[bookmark: _Toc203916675]Simulating a Device Status Message
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A message was published using mosquitto_pub:

mosquitto_pub -t "nhs/devices/monitor1" -n '{"device_id":1,"status":"ON"}'

This JSON-formatted message simulated an IoT device reporting its status. The backend was expected to subscribe to this topic and insert the parsed status into the device_logs table.


[bookmark: _Toc203916676]Rough Dashboard Setup
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A React-based frontend dashboard was launched using:

npm start

and successfully accessed at http://localhost:3000. However, backend logs showed the following error:

password authentication failed for user "nhs_admin"

This issue stemmed from incorrect database credentials being passed via the .env file or connection string, interrupting data flow between the MQTT message handler and PostgreSQL.




[bookmark: _Toc203916677]Cleared Errors, Receiving Simulated Message
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After updating authentication credentials and permissions using:

GRANT USAGE, SELECT ON ALL SEQUENCES IN SCHEMA public TO nhs_admin;

the backend successfully connected to PostgreSQL and executed:

SELECT * FROM device_logs ORDER BY timestamp DESC;

which returned valid entries. The Node.js backend continued to run on localhost:4000, and MQTT messages were parsed and stored correctly.

[bookmark: _Toc203916678]Full Expressed Table
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At this point, the full schema design was validated using:

\dt

This confirmed existence of six core tables: assignments, device_logs, devices, locations, patients, and staff. Initial queries (e.g., SELECT * FROM devices;) returned no rows—indicating successful table creation but a lack of populated metadata.



[bookmark: _Toc203916679]Table has Data, but Only Adding not Editing
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Simulated payloads from the simulate_iot.py script were actively being published and received:

Published: {'device_id': 2, 'status': 'Battery Low'}
...
Parsed payload: device_id: 2, status: 'Battery Low'
Inserted into DB: 1

The device_logs table was populated in real-time with timestamped entries. Notably, each payload resulted in a new row rather than updating existing ones. This was not intentional, however it is beneficial as now the schema is designed to record historical states for auditability rather than overwrite current statuses.

[bookmark: _Toc203916680]Scripts Used

[bookmark: _Toc203916681]mqtt-sim
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[bookmark: _Toc203916682]nhs-backend
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[bookmark: _Toc203916683]nhs-dashboard
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[bookmark: _Toc203916684]webapp-controller
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[bookmark: _Toc203916687]Summary

This project set out to develop a functional SQL database system tailored for the NHS to manage IoT devices. The central goal was to enable real-time tracking and status reporting for medical devices, initially via real-time location services (RTLS) and later through MQTT-based messaging systems. The system was designed to operate securely, efficiently, and in compliance with healthcare standards, particularly the NHS’s requirements around data integrity, accessibility, and patient safety.

In the early stages, a comprehensive literature review and needs analysis highlighted that a significant number of NHS Trusts lack modern tracking mechanisms for their IoT infrastructure. These gaps underscored the necessity of building a centralized, automated backend capable of ingesting and logging real-time data. The system would ultimately improve operational oversight and medical device lifecycle management.

The implementation phase covered full-stack development, including a PostgreSQL database, Node.js backend, Python-based simulation tools, and a React frontend dashboard. Despite initial ambitions for RTLS integration, the project pivoted towards capturing device status messages after practical limitations made location tracking infeasible. This shift allowed the project to maintain its focus on security, data visibility, and real-time updates without overextending the scope.

Testing validated that the system could ingest hundreds of simulated messages per minute, store them reliably, and display them clearly on the dashboard. Further improvements were made to resolve authentication issues, data redundancy, and inefficient polling techniques. A clear emphasis was placed on modular architecture, clean schema design, and the application of industry best practices in IoT security and database management.

[bookmark: _Toc203916688]Conclusion
The project successfully developed a modular, simulated environment for NHS IoT device monitoring. The initial aim to track device location via NFC or BLE was scaled back due to hardware, signal processing, and simulation limitations. However, by shifting the focus to status message logging, the core objectives were still met in a robust and scalable fashion.

Among the main accomplishments were:

· A relational SQL schema capable of storing and querying real-time device data.
· Secure role-based access control and data authentication mechanisms.
· Real-time MQTT data ingestion using a Node.js middleware layer.
· A functional web dashboard built with React that displays up-to-date device statuses.
· A Python-based simulation script that mimics device activity and stress-tests the system.

These deliverables form a strong foundation for future development in healthcare-focused IoT monitoring systems. The design’s focus on data visibility and historical tracking aligns well with NHS operational goals, such as predictive maintenance, usage optimization, and compliance with data handling policies.

[bookmark: _Toc341174563][bookmark: _Toc203916689]Recommendations for Further Research
While the system achieved its functional goals, there is substantial scope for future research and expansion:

· Full RTLS Integration: Future iterations could incorporate Bluetooth Low Energy (BLE) or Ultra-Wideband (UWB) modules for physical device location tracking. This would require signal triangulation, edge computing, and advanced data smoothing algorithms.

· WebSocket Implementation: Replacing React polling with a WebSocket architecture would enable push-based real-time updates, reducing server load and latency.

· Security Enhancements: Implementing HTTPS, JWT-based authentication, audit logging, and encryption at rest would align the platform more closely with production-grade healthcare systems.

· Cloud-Based Scalability: Migrating to a cloud platform like Azure or AWS would enable the system to scale for deployment across multiple NHS Trusts. This would also enable easier integration with existing EHR systems and national data repositories.

· Machine Learning for Predictive Analytics: With historical data collected over time, models could be trained to identify patterns of device failure, unauthorized access, or misuse, thereby adding a proactive layer to NHS device management.

· FHIR Compliance and EHR Integration: Adopting HL7 FHIR standards would facilitate integration with NHS Electronic Health Records (EHRs) and improve interoperability with external systems.

· Customizable Alert System: Developing a dynamic alert system for thresholds like "battery low," "device idle," or "movement outside designated zone" would add clinical value and operational responsiveness.

In summary, while this project achieved its initial objectives, it also laid the groundwork for more ambitious healthcare IoT deployments. With continued development, the prototype could evolve into a fully deployable NHS IoT monitoring platform that meets real-world requirements at scale.

[bookmark: _Toc203916690]Chapter 7 – REFLECTIONS
The process of developing this project has been both technically challenging and deeply rewarding. Entering this project, the aim was clear: to build a functional, secure SQL database capable of handling real-time IoT data for the NHS. Initially, I planned to focus on tracking real-time location data using technologies such as BLE, NFC, and RTLS. However, as the implementation progressed, the technical limitations of simulating such systems in a virtualized environment became clear. Hardware dependency, complexity in triangulation algorithms, and the absence of spatial sensing equipment made the goal unrealistic within the project’s timeframe and available resources.

Instead of seeing this limitation as a failure, I used it as an opportunity to pivot. I redefined the scope to focus on tracking device status messages, which still provided meaningful and actionable insights. This shift allowed me to successfully simulate real-time communication using MQTT, validate message reception and storage using PostgreSQL, and display data dynamically on a React-based dashboard.

[bookmark: _Toc203916691]Challenges and Problem Solving

Many technical challenges emerged during the development cycle:

· Automated Messaging: Initially, I tried to simulate devices using basic MQTT commands, but these lacked realism and consistency. The development of a Python-based simulator with randomized messages and scheduled intervals proved to be a pivotal improvement.
· Authentication Issues: The PostgreSQL database initially rejected backend connections due to misconfigured roles. After debugging the issue, I implemented proper role-based access and fine-tuned permissions to support secure communication.
· Dashboard Synchronization: At first, the frontend dashboard displayed every log entry without filtering, which cluttered the interface. I resolved this by modifying backend queries to show only the latest status per device, significantly improving the user experience.
· Performance Bottlenecks: Testing on a VM introduced resource contention, especially when running the backend, frontend, and simulation simultaneously. While the VM performed adequately under moderate load, it highlighted the importance of distributed architectures and containerization.

[bookmark: _Toc203916692]Achievement of Objectives

Literature Review: Fully achieved. Chapter 2 provides a well-researched basis for the project, covering SQL in IoT, healthcare challenges, and real-time tracking technologies.

· Design and Implementation: Fully achieved. The system architecture, schema, backend, and frontend were all implemented and tested successfully.
· Database Security and Efficiency: Partially achieved. Basic role-based access was implemented, but advanced features such as data encryption and detailed logging remain future work.
· Testing and Evaluation: Fully achieved. Simulated environments allowed for controlled stress testing and validation of real-time message ingestion and frontend display.
· Reflections and Recommendations: Fully achieved. This chapter and the preceding one provide both a critical evaluation and a roadmap for future work.

[bookmark: _Toc203916693]Lessons Learned

This project has taught me the importance of adaptability in software development. Being able to pivot from an overly ambitious RTLS goal to a more achievable MQTT-based status logging model allowed me to deliver a functioning prototype. It also reinforced key software engineering principles, such as modularity, documentation, testing, and security.

Time management and project planning were also crucial. The initial Gantt chart helped establish a roadmap, but unforeseen delays—especially around dashboard integration—required reallocation of tasks. This demonstrated the value of iterative development and flexible scheduling.

[bookmark: _Toc203916694]Final Thoughts

The experience of building a complete, full-stack IoT simulation platform from scratch has significantly strengthened my skills in systems design, backend development, and database architecture. The project not only achieved its academic goals but also created a platform that could be further refined and deployed in real-world healthcare environments. Most importantly, it emphasized the importance of solving real problems with practical solutions, even if that means adjusting one’s original expectations.

In conclusion, this dissertation project has been an exercise in technical growth, problem solving, and resilience. It reflects my commitment to contributing practical, secure, and innovative systems to improve healthcare technology infrastructure.
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Figure 2 – Gantt Chart 
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user@UbuNLNHS-oT: -

List of relations
Schena | Name Type | Owner
public | assignments | table | nhs_adnin
public | device_logs | table | postares
public | devices table | postgres
public | locations | table | nhs_adnin

|
. public | patients | table | nhs_adnin
|

public | staff table | nhs_admin
(6 rous)

nhs_tot=> SELECT * FROM assignments;
d | patient_id | device_id

| SELECT * FROM device_logs;
log_id | device_id | tinestamp | statu:
(0 rows)

nhs_iot=> SELECT * FROM devices;
device d | type | firmuare_version | manufacturer

SELECT * FROM locations;
Tocation_id | ward_nane | floor | gps_coords

(6 rows)

nhs_io

SELECT * FROM patients;
patient_id | name | dob | nhs_number

SELECT * FROM staff;

o Staff_id | name | role | access level

o

(0 rows)
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" user@UbUNtL-NHS-1oT:-/matt-sim a - o x " user@UbunL-NHS T~ a XX
Published: {'device id': 1, 'status’: 'Disconnected"} 9% | 1] 2025-06-10 13:24:46.61449 | Disconnected o x
{'device id': 3, 'status’: 'Disconnected’} o7 | 2 | 2025-06-10 | Disconnected
{'device td': 3, 'status': 'Battery Low') ) % | 1| 2025-06-10 13:24:56.61505 | Error: Sensor Failure
{'device_id': "status’: "OK' 3ge: nhs/devices 99 | 2 | 2625-06-18 13:25:01.615655 | Disconnected
Published: {'device id': 1, 'status': 'Disconnected'}) device id: 1, st 160 | 2 | 2025-86-10 13:25:06.615638 | Battery Low
Published: {'device id': 2, 'status’: 'Disconnected"} 101 | 2 | 2025-86-10 13:25:11.616604 | Error: Sensor Failure
Published: {'device id': 1, 'status’: 'Error: Sensor Failure'} sge: nhs/devices  1g; | 2 | 2025-06-10 13:25:16.616792 | Error: Sensor Failure
Published: {'device id': 2, 'status’: 'Disconnected"} device id: 1, st 103 | 2 | 2025-06-10 13:25:21.617514 | Battery Low
Published: {'device id': 2, 'status': 'Battery Low'} L 104 | 2 | 2025.06-10 13:25:26.619556 | Disconnected
Published: {'device id': 2, 'status's 'Error: Sensor Failure'} sge: nhs/devices o5 | 1| 2025-06-10 13:25:31.622097 | Error: Sensor Failure
Published: {'device id': 2, 'status’: 'Error: Sensor Failure'} device id: 3, st 106 | 11 2025-66-10 | Error: Sensor Failure
Published: {'device id': 2, 'status': 'Battery Low'} L . 107 | 3 | 2625-06-10 13:25:41.655239 | OK
Published: {'device id': 2, 'status’: 'Disconnected"} xge: nhs/devices  1gg | 1| 2025-06-10 13:25:46.669074 | Disconnected
Published: {'device id': ‘status': 'Error: Sensor Failure'} device_id: 1, st 199 | 3 | 2025-06-10 13:25:51.669364 | Disconnected
Published: {'device id': 1, 'status': 'Error: Sensor Failure'} ) 110 | 3 | 2025-06-10 13:25:56.669646 | Battery Low
Published: {'device_id" 'status’: '0K'} age: nhs/devices 117 | 3| 2025-86-10 13:26:01.670442 | OK
Published: {'device id': 1, 'status': 'Disconnected'}) R i 2l 2 | 2025-6-10 13:26:06.670716 | OK
Published: {'device id': 3, 'status’: 'Disconnected"} 113 | 1| 2025-06-10 13:26:11.748169 | Disconnected
Published: {'deviceid': 3, 'status’: 'Battery Low'} age: nhs/devices 114 | 2 | 2025-06-10 13:26:16.74841 | OK
Published: {'device id': 3, 'status’: 'OK'} device id: 3, st 115 | 3| 2025-06-10 13:26:21.748662 | Error: Sensor Failure
Published: {'device id': 2, 'status’: '0K'} L 116 | 1| 2025-06-10 13:26:26.748923 | Disconnected
Published: {'device id': 1, 'status’: 'Disconnected"} 208: nhs/devices(116 rows)
Published: {'device id': 2, 'status’: '0K'} device id: 3, st
Published: {'device d': 3, 'status’: 'Error: Sensor Failure'} L . @
Published: {'device id': 1, 'status’: 'Disconnected"} sge: nhs/devices/Sinulator { device 1d i ¢, 'STatUs': UK’}
"z Jevice_id: 2, status: ‘0K’ }
[6]+ Stopped python simulate_iot.py
(venv) user@Ubuntu-NHS-ToT:~/ntt-sing sge: nhs/devices/sinulator {"device id": 1, "status’: "Disconnected’}
varsea payloaa: { device id: 1, status: ‘Disconnected’ }
Tnserted into DB: 1
Received MQTT message: nhs/devices/sinulator {"device id’ K"}
Parsed payload: { device id: 7, status: 0K }
Inserted into DB: 1
Received MQTT message: nhs/devices/sinulator {"device id": 3, "status': + Sensor Failure'}
Parsed payload: { device id: 3, status: 'Error: Sensor Failure’ }
Inserted into 0B
Received MQTT nessage: nhs/devices/simulator {"device id": 1, "status': "Discomnected"}
Parsed payload: { device id: 1, status: ‘Disconnected }
s Inserted into DB: 1

o
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import json
inport random
import paho.mgtt.client as mqtt

statuses = ['OK', 'Battery Low', 'Disconnected’, 'Error: Sensor Failure'
device_ids = [1, 2, 3]

client = mqtt.Client()
client.connect("localhost", 1883, 60)

while True:
payload = {
“device_id": random.choice(device_ids),
“status": random.choice(statuses)

}

client.publish("nhs/devices/sinulator”, json.dumps(payload))
print("Published:", payload)
time.sleep(5)

Help
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user@Ubuntu-NHS-loT: ~/mqtt-sim Qa ® @
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" user@Ubuntu-NHS-loT: ~/nhs-backend [e}

onst express
const { Pool } = require('pa
const mqtt = require(’'matt');
const app = express();

const port = 4000;

const cors = require(’cors');
app.use(cors());

app.use(express. json());

const pool = new Pool({
user: 'nhs_adnmin’,
host: 'localhost’
database: 'nhs_iot',
password: 'adminpassword’,
port: 5432,

b

app.get('/devices', async (req, res) => {
const { rows } = await pool.query('SELECT * FROM Devices');
res. json(rows);

b

const mqttClient = mqtt.connect('mqtt://localhost’);
mgttClient.on('connect', () => mgttClient.subscribe('nhs/devices/#'));

mqttClient.on('message’, async (topic, message) => {

try {

console.log("Received MQTT message:", topic, message.toString());

const payload = JSON.parse(message. tostring());
console.log("Parsed payload:", payload);

const result = await pool.query(
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user@Ubuntu-NHS-loT: ~/nhs-backend Q =

host: 'localhost’,
database: 'nhs_iot',
password: 'adminpassword’,
port: 5432,

b

app.get('/devices', async (req, res) => {
const { rows } = await pool.query('SELECT * FROM Devices');
res.json(rows);

b

const mqttClient = mqtt.connect('mqtt://localhost’);
mgttClient.on('connect', () => mgttClient.subscribe('nhs/devices/#'));

mqttClient.on('message’, async (topic, message) => {
try {
console.log("Received MQTT message:", topic, message.toString());

const payload = JSON.parse(message. tostring());
console.log("Parsed payload:", payload);

const result = await pool.query(
'INSERT INTO Device_Logs (device_id, status) VALUES ($1, $2)',
[payload.device_id, payload.status]

)5

console.log("Inserted into DB:", result.rowCount);
} catch (err) {
console.error("Error inserting into DB:", err);
}
b

app.listen(port, () => console.log( Backend running on http://localhost:${port}*));
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m user@Ubuntu-NHS-IoT: ~/nhs-dashboard/src [e}

inport React, { useEffect, useState } from 'react';

function App() {
const [deviceData, setDeviceData] = useState([]);

useEffect(() => {
fetch('http://localhost:5000/api/status' )]
.then(response => response.json())
.then(data => setDeviceData(data))
.catch(error => console.error('Error fetching data:', error));

b0

return (
<div style={{ textAlign: 'center', padding: '20px' }}>
<h2>Latest Device Status</h2>

<table style={{ margin: '@ auto’, borderCollapse: 'collapse', width: '60%' }}>

<thead>
<tr>
<th style={thStyle}>Device ID</th>
<th style={thStyle}>Status</th>
<th style={thStyle}>Tinestamp</th>
</tr>
</thead>
<tbody>
{deviceData.map((row, index) => (
<tr key={index}>
<td style={tdStyle}>{row.device_id}</td>

<td style={tdStyle}>{row.status}</td>
<td style={tdStyle}>{row. timestamp}</td>
</tr>
N}
</tbody>
</table>
</div>
)5
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m user@Ubuntu-NHS-loT: ~/nhs-dashboard/src B 6 0 @

<thead>
<tr>
<th style={thStyle}>Device ID</th>
<th style={thStyle}>Status</th>
<th style={thStyle}>Tinestamp</th>
</tr>
</thead>
<tbody>
{deviceData.map((row, index) => (
<tr key={index}>
<td style={tdStyle}>{row.device_id}</td>

<td style={tdStyle}>{row.status}</td>
<td style={tdStyle}>{row. timestamp}</td>
</tr>
N}
</tbody>
</table>
</div>
)5

}

const thstyle = {
border: 'ipx solid #333',
padding: '16px’,
backgroundColor: '#444',
color: 'white'

i

const tdstyle = {
border: 'ipx solid #333',
padding: '10px’

i

export default App;

Write Out Where Is cut i Execute Location
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m user@Ubuntu-NHS-loT: ~/webapp-controller B 6 0 @

fronflflask import Flask, jsonify
from flask_cors import CORS
import psycopg2

app = Flask(__name__)
CORS (app)

def get_latest_statuses():
conn = psycopg?2.connect(
dbname="nhs_iot",
user="nhs_adnin",
adminpassword",

port="5432"

)
cursor = conn.cursor()
cursor.execute("""

SELECT DISTINCT ON (device_id) device_id, status, timestamp

FROM device_logs

WHERE device_id IN (1, 2, 3)

ORDER BY device_id, timestamp DESC
"y
results = cursor.fetchall()
cursor.close()
conn.close()

return [
{"device_id": row[0], "status": row[1], "timestamp": row[2].isoformat()}
for row in results

1

@app. route("/api/status")
def api_status():
return jsonify(get_latest_statuses())
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m user@Ubuntu-NHS-loT: ~/webapp-controller B 6 0 @

app = Flask(__name__)
CORS (app)

def get_latest_statuses():

conn = psycopg2. connect(
dbname="nhs_iot"
user="nhs_admin",
password="adninpassword",
host="localhost",
port="5432"
)

cursor = conn.c

cursor.execute(
SELECT DISTINCT ON (device_id) device_id, status, timestamp
FROM device_logs
WHERE device_id IN (1, 2, 3)
ORDER BY device_id, timestamp DESC

"y

results = cursor.fetchall()
cursor.close()
conn.close()

return [
{"device_id": row[], "status
for row in results

row[1], "timestamp”: row[2].isoformat()}

1

@app. route("/api/status")
def api_status():
return jsonify(get_latest_statuses())

if _name__ == "__main__
app. run(debug=True)
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