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In continuation to our earlier lecture, we discussed about
the History of Digital Forensics and its attributes. Understood
the importance of Incident Response and discussed about
the principles of Digital Forensics, its process, different roles
and finally getting to understand the technology’s role in the
crime and the law framed around it to prevent various
crimes.

Today, during the lecture, lets move forward and discuss
about various digital forensics capabilities and the
appropriate method to acquire data. We shall also discuss
the challenges in acquiring data and the area in which keen
attention is required. Our discussion this week will cover
digital evidences storage formats, Acquisition Methods,
Contingency Planning for Data Acquisition, Use and Validate
Data Acquisition, RAID Acquisition, Remote Network
Acquisition and Forensic Tools used for Data Acquisition.
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Understanding Mobile
Device Forensics

o Mobile phone forensics is the
science of recovering digital
evidence from a mobile phone
under forensically sound
conditions.

o It includes recovery and analysis of
data from mobile device
o internal memory, SD cards
o SIM cards
o Mobile forensics aims to trace the

perpetrators of crimes that involve
the use of mobile phones
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Mobile Hardware and Forensics

» Mobile device forensics is highly dependent on the underlying hardware of
mobile devices

» Investigators need to take different approaches for mobile forensics
depending upon the mobile hardware architecture

» Proprietary hardware of mobile devices makes forensics acquisition difficult

» Knowledge of mobile hardware also becomes essential in case of a broken
or damaged device when it is not possible to access device using data ports
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Mobile Hardware and Forensics

» A mobile operating system determines the functions and features available on
mobile devices

> Io’lc manages the communication between the mobile device and other compatible
evices

» This diversity in the mobile OS architecture may impact forensics analysis process

> Investigators require knowledge of underlying OS, architecture, and file systems
of mobile device under investigation

» Knowledge of mobile OS booting process helps investigator to gain lower-level
access
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Presenter Notes
Presentation Notes
This is a Android Architecture


Android Boot Process

Media Server

System Services BGUI - Home,

Apps, Serviceg

System Server

VAV AV AV AV AV A
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iPhone Boot Process

| | Media
Provides frameworks for iPhone app development

Map Kit, iAD, Game Kit, Events (Touch), Se rVICES

View Controllers, and UIKit

Provide audio, video, animation, and graphics capabiliti
to the iPhone

Provide audio, video, animation, and graphics CO re

capabilities to the iPhone Se rV|Ces

Provides foundation to upper layers

Threading, File Access, Preferences, Collections
(NSArray, NSDictionary, NSSet), Networking,

Address Book, and High Level Features | P h one H d rd \Wrelfs

(iCloud, InApp Purchase, and SQLite)

Provides low-level services
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Key Locations

Internal Memory

o RAM, ROM or flash memory (NAND / NOR) is used to store mobile phone's OS, applications
and data

SIM Card

o Stores personal information, address books, messages, and service-related information

External Memory

o Stores personal information such as audio, video, images, etc.
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Investigations

o Build a Forensics Workstation
o Build the Investigation Team
o Review Policies and Laws
o Notify Decision Makers and Acquire Authorization
o Risk Assessment
o Build a Mobile Forensics Toolkit

Mobi

Hargwl!:;'e Sim Card

Workstation Tools Cables Reader
USB Mobile Memory
Connector Forensics Kit Card Reader

Prifysgol Cymru
%'.Y e ‘ N ’ Man Geni Addysg Uwch yng Nghymru

& & University of Wales 1805 - 2022 Where Higher Education Began in Wales

~._~"  Trinity Saint David




Investigations
Risk Assessment

o To prevent new data from
contaminating the evidence, seal

The need to Incident Response the device in an isolation container
_ properly

perform forensics | pefine IR policies D t lastic baes t ¢
investigation e o Do not use plastic bags to carry ou

. & | and procedures After authorization, seized  mobile evice.  Use
Obtain written Process accordingly | assess the situation recommended isolation containers

authorization and define course o Consider the power state of mobile

of action device seized
o Expiration of the battery would be

disastrous as important data may
reside in battery-dependent
volatile memory

o Handle and transport mobile
devices carefully as they are fragile
and can be easily damaged
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Tools

o Selecting correct tools is the key.

o The mobile forensics toolkit includes both hardware and software tools required to recover

and analyze data from mobile devices
SEARCH Investigative Toolbar

BitPim

Oxygen Forensics Analayst

Few Tools are
o Cellebrite UFED System

o Secure ViewKit for Forensics
Paraben’s Sim Card Seizure

MOBILedit! Forensic
TULP2G

iIDEN Phonebook Manager
SUMURI’s PALADIN

XRY Logical & XRY Physical

o DS-Device Seizure & Toolbox

o USB reader for SIM cards

0iGo

o DC Lab Power Supply 0 15V/3A
o Digital Display with Backlight

o O O O O O O O O

o Paraben’s Phone Recovery Stick
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Process

o Selecting correct tools is the key.

o The mobile forensics toolkit includes both hardware and software tools required to recover
and analyze data from mobile devices

This Photo by Unknown Author is licensed under CC
BY-NC

&

This Photo by Unknown Author is licensed under CC BY
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Process

o Protect the integrity of traditional and electronic

o Collect and Preserve the Evidence )
evidence

o Document the Scene o Prevent unauthorized users from entering at the

o Imaging and Profiling scene and touching the evidence
o Acquire and Analyze Information o Collect all the electronic devices found at the crime
scene

o Generate Report
o Check whether the mobile device is connected to a

computer
o Confirm the power state of the devices by checking
flashing light

o Collect non-electronic evidence such as written
passwords, handwritten notes, and computer
printouts
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Process

o Collect and Preserve the Evidence o The aim of the preservation step is to seize the
suspect mobile phone and its associated
o Document the Scene peripherals without altering the data in it

o Imaging and Profiling o It is the first step carried out prior to the actual

o Acquire and Analyze Information investigation

o Generate Report o It involves discovering, recognizing,
documenting, and collecting the digital evidence
obtained at the crime scene
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Process

o Document all the electronic devices found at the
crime scene

o Collect and Preserve the Evidence

o Document the Scene ,
o Take photographs of all evidence at the scene,

o Imaging and Profiling and write notes on what you have seen on the
o Acquire and Analyze Information screen
o Generate Report o Document the state of the device during seizure

o Document any activity on the electronic devices
found at the crime scene

Identify the brand, model, operating system, and the network service provider

It helps to choose an appropriate forensics tool for the data acquisition

Identify the type of connection used to connect to the forensics workstation

It may be a cable, Infrared, or Bluetooth

This depends upon the phone, forensics tool and acquisition conditions

Based on the mobile device model and the connection, select a forensics tool that have the following capabilities:
Usable, Comprehensive, Accurate, Deterministic, Verifiable

v e © © © e
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Process
o If the device is “ON”, do not turn it “OFF”. Turning it off could activate lockout feature

o Write down all information on display (photograph if possible)

o Power down prior to transport (take any power supply cord present)

o If the device is "OFF", leave it "OFF"

o Turning it on could alter evidence on device (same as computers)

o Mobile device should be protected from signal interruption, and data overwriting

o Use signal containment devices and bags to achieve and maintain network isolation

Electromagnetic Unauthorized
Shocks Humidity Radiations People Access

Excessive Temperature Dust
Pressure
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Process

o Collect and Preserve the Evidence o A forensics investigator should not directly work

on the original evidence.
o Document the Scene _ o
o He/she should instead create a forensics image

o Imaging and Profiling of the mobile device obtained at the crime scene

o Acquire and Analyze Information o File carving and forensics analysis is conducted
o Generate Report on forensics image in order to leave the actual

evidence intact
o Possible mobile phone storage for imaging:
o Mobile phone memory
o SD card memory

o SIM card memory
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Process

o Collect and Preserve the Evidence Locks

o Mobile phones use three types of phone lock

o Document the Scene _
schemes to prevent unauthorized user access

o Imaging and Profiling . . . o
o |f phone device obtained at a crime scene is in a

o Acquire and Analyze Information locked state, the challenge of unlocking it arises

o Generate Report o Forensics investigator needs to bypass the phone
lock to forensically investigate the mobile phone

ByPassing — Locks/ Passwords
Connect the device to the forensics workstation through USB Launch adb shell using ViaExtract Remove password.key file
from android directory

Enable USB Debugging

Jail Break (If Necessary)
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Process

o Collect and Preserve the Evidence o The seized mobile phone undergoes data
acquisition and forensics imaging process at the

o Document the Scene forensics workstation

o Imaging and Profiling o During the acquisition process, all possible data

o Acquire and Analyze Information from internal and external memory of the mobile
phone is extracted for forensics analysis
o Generate Report
o Data acquisition and forensics analysis requires:
o Unlocking the device
o Rooting or Jailbreaking of the device

o Enabling USB debugging mode in the device
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o Imaging and Profiling

Physical Acquisition

®
®
o Logical Acquisition
o Acquire and Analyze Information ©
®

o Generate Report File System Acquisition

Code Division Multiple Access (CDMA) | Enhanced Data Rates for GSM Evolution (EDGE) |

Integrated Digital Enhanced Network (iDEN) | General Packet Radio Service (GPRS) | Global System for Mobile
Communications (GSM)

High Speed Downlink Packet Access (HSDPA) | Time Division Multiple Access (TDMA) | Universal Mobile Telecommunications
System (UMTS) | Unlicensed Mobile Access (UMA)
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o
o

o Imaging and Profiling o Logical Acquisition
o
o

o Acquire and Analyze Information Physical Acquisition

o Generate Report File System Acquisition

» Service provider data can act as back up evidence for the mobile forensics' investigator
» It is useful when the attacker or owner of the mobile phone has deleted call history and/or
text messages from the device to wipe out evidence
» |t can also be required in the following cases:
» When recovering of deleted data is not possible
» When location-based services are not turned ON in the phone
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o
o

o Imaging and Profiling o Logical Acquisition
o
o

. . Physical Acquisition
O AchIre and Analyze Informatlon Y 9 Industry Identifier Prefix (89 for

File System Acquisition o

o Generate Report A

A Country Code

» SIM is a removable component that contains essential information
about the subscriber : 245257

» It has both volatile and non-volatile memory N 001451

» The file system of a SIM resides in non-volatile memory i

» The SIM’s main function entails authenticating the user of the cell i el
phone to the network to gain access to subscribed services :

“2> Issuer Identifier Number
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o
o

o Imaging and Profiling o Logical Acquisition
o
o

. . Physical Acquisition
O AchIre and Analyze Informatlon Y 9 Industry Identifier Prefix (89 for

File System Acquisition o

o Generate Report A

A Country Code

» IMEl is a 15-digit number that indicates the manufacturer, model
type, and country of approval for GSM devices

» First eight digits, known as the Type Allocation Code (TAC), give the
model and origin :

» For powered on GSM and UMTS phones, the IMEI can be obtained i el
by keying in *#06# :

“2> Issuer Identifier Number
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o
o

o Imaging and Profiling o Logical Acquisition
o
o

. . Physical Acquisition
O AchIre and Analyze Informatlon Y 9 Industry Identifier Prefix (89 for

File System Acquisition o

o Generate Report A

A Country Code

» Duplicating a SIM card for further investigation in order to avoid
accidental tampering of original SIM data

001451
548

Individual Account
Identification Number

“2> Issuer Identifier Number
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o
o

o Imaging and Profiling o Logical Acquisition
o
o

o Acquire and Analyze Information Physical Acquisition

o Generate Report File System Acquisition

» Logical acquisition involves creating a bit-by-bit copy of logical storage of mobile phone
» Logical storage includes data stored within mobile files and directories
» Mobile data is extracted through mobile device’s OS, using a known set of commands
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o
o

o Imaging and Profiling o Logical Acquisition
o
o

o Acquire and Analyze Information Physical Acquisition

o Generate Report File System Acquisition

» Physical acquisition involves creating a bit-by-bit copy of data stored in the internal flash
memory of mobile phone

» It extracts maximum amount of data directly from the mobile device’s flash memory(s)

» It can also extract hidden or deleted data from flash memories

» It is the most difficult extraction as manufacturers of mobile devices often do not allows
arbitrary reading of the device’s memory
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Process

o Collect and Preserve the Evidence Cellular Data Acquisition

o Document the Scene SIM File System Acquisition

o
o

o Imaging and Profiling o Logical Acquisition
o
o

o Acquire and Analyze Information Physical Acquisition

o Generate Report File System Acquisition

» Logical acquisition cannot help in extracting deleted data from the file and directory of
mobile phone

» File system acquisition helps in recovering and extracting deleted data

» Moreover, the file system acquisition shows file structure, application data, and web
artifacts available in the mobile
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Process

o Collect and Preserve the Evidence
o Document the Scene
o Imaging and Profiling
o Acquire and Analyze Information

o Generate Report

Use file carving tools to recover:
Keyboard caches
Deleted photos

Call history data
Map tiles from maps application

>
>
>
>
>

P g ‘ Prifysgol Cymru
| | Y Drindod Dewi Sant
% University of Wales

.~ Trinity Saint David 1822 - 2022

» File carving involves recovering deleted or hidden
data from mobile phones

» Persons involved in the incident may delete certain
data, and wipe out potential evidence from the
mobile phone

» You should try to recover such deleted data for
forensics analysis

» Cached, and deleted email messages
» SMS messages with timestamp data Deleted
voicemails

Browser cache items and other personal data

Man Geni Addysg Uwch yng Nghymru
Where Higher Education Began in Wales




Process

o Collect and Preserve the Evidence
o Document the Scene
o Imaging and Profiling
o Acquire and Analyze Information

o Generate Report

» After logical, physical, and file system acquisition,
forensics examination and analysis is carried out on
the extracted data

» It involves finding out source of evidence from
information obtained by extraction

The forensics Examiner should investigate:
** Mobile phone data artifacts such as contacts, call history, browser, SMS/MMS, and

geolocation
* Raw data artifacts
* Timeline of activities

4
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Process

o Collect and Preserve the Evidence
o Document the Scene

o Imaging and Profiling

o Acquire and Analyze Information

o Generate Report

Your report must include:

» The results obtained in all the steps of forensics process
needs to be presented in a prescribed standard format

» A forensics report should include the complete forensics
investigation process followed along with supporting
documents such as photographs, notes, and signatures
of specialists

» A forensics tool is used to prepare reports to present
the forensics result in a prescribed format

Summary, Objectives, Date and time the incident allegedly occurred, Date and time the
incident was reported to agency personnel, Name of the person or persons reporting the
incident, Examination start date and time, The physical condition of the phone, Photos of the
phone and individual components, Phone status when received turned on or off, Make and
Model, Moblle Subscrlber International ISDN Number (MSISDN), Integrated Circuit Card ID
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Process

» The results obtained in all the steps of forensics process
needs to be presented in a prescribed standard format

o Document the Scene » A forensics report should include the complete forensics
investigation process followed along with supporting
documents such as photographs, notes, and signatures

o Acquire and Analyze Information of specialists

» A forensics tool is used to prepare reports to present
the forensics result in a prescribed format

o Collect and Preserve the Evidence

o Imaging and Profiling

o Generate Report

Your report must include: Last Numbers dialed, Missed calls, Short Message Services (SMS),
Calendar entries, Photographs stored in the handset, Video stored in the handset Smart Media/
Compact Flash, MMS, International Mobile Subscriber Identity (IMSI), Mobile Country Code
(MCC), Mobile Network Code (MNC), Mobile Subscriber ldentification Number (MSIN),
Preservation of the evidence, Investigative techniques, Tools used for the acquisition, Tools used
for the examination, Data found during the examination, Notes from peer review, Supporting
expert opinion
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