Sarah Rule
1810755 – 1810755@student.uwtsd.ac.uk
Lab 4 – Let’s go F(ph)ishing
Part 1: Set up your Lab

Login and record your screen: 

[image: ]


Is it similar to the other screenshot? 
Yes. The image above is the same as the other screenshot. 

Go to https://github.com/trustedsec/social-engineer-toolkit or any other websites, which you find better. List out the other website links here (Add additional lines). 
Record your reflection/understanding about SE Toolkit
My understanding on SE Toolkit (Social-Engineer Toolkit) is that it is used for testing purposes ONLY. The product is under no circumstances provided to be used for illegal purposes. Social-Engineer Toolkit has several built-in attack vectors to be able to perform an attack quickly while making it believable. 

Record your reflections/understanding about using the SE Toolkit.
I found using the SE Toolkit relatively easy. It provides you with options, so you only need to select a number for the kind of attack you wish to make. It gives a brief description of the attack and what it means as well which I found extremely useful. 

What is the security vulnerability you identified when using the link to login the social media page? 
Upon logging in to the Twitter homepage, I noticed that the connection was insecure. I identified this from the Keypad with a red line through it next to the web address. 

What are your recommendations to mitigate the above identified vulnerability? 
(Like, when you click on a link, what should you check for?)
To mitigate the chances of your personal information being obtained by ‘hackers’, one of the main things you should look for, and that I personally look for is the Keypad next to the URL. I look at this to identify whether the website is secure or no. I also looks at the web address to check that the connection is HTTPS which (generally) means it is secure, but always be careful. 







Part 2: Observe and Identify

Record your reflections/understanding about the vulnerabilities you identified when using Telnet.
My understanding of Telnet is that it is not secure. Telnet sends packages in plaintext and if compromised, ‘hackers’ will be able to see all passwords as they are unencrypted. I would not use Telnet at all is possible, due to this main vulnerability. 

Record your reflections/understanding about any vulnerabilities you identified when using SSH.
I understand that SSH is a secure and encrypted way of sending packages. All passwords are encrypted, so even if a package is compromised, no passwords will be identifiable. This is the opposite of Telnet and the best one to use. 


What is your recommendation to mitigate the above identified vulnerabilities? 
My recommendations would be to not use Telnet if possible and always attempt to use a secure and encrypted way of sending packages, especially if the data being transferred contains Personal Identifiable Information (PII). 


Part 3: Use Packet Tracer to investigate the FTP Traffic

1. Record your reflections/understanding about the vulnerabilities you identified when using FTP.
The vulnerabilities when using FTP, was that it was insecure, and all data is sent through in plaintext making it vulnerable to a ‘man-in-the-middle’ attack. The file is uploaded the correct server; however, it can be compromised on its transfer. 

2. What are your recommendations to mitigate the above identified vulnerabilities? 
FTP is very old and is open to several attacks such as brute force, bounce attacks etc. As it is an old way of transferring files to servers, to ensure integrity of the files an alternative option should be used.  
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