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Abstract
FinSure Bank (FSB) is a rapidly emerging digital-native financial organisation, the infrastructure of which is hosted in the cloud. Such dependence on online-based services, mobile bank services and cross-border business increases the risks of cybersecurity, complexity of regulation and operational risks. It possesses a clear security, governance, and compliance system in order to secure sensitive financial data and business continuity and trustworthiness among the stakeholders.
Established guidelines such as ITIL, ISO/IEC 27000 Series, NIST Cybersecurity Framework, and COBIT offer supplementary principles towards establishing a formal Information Security Management System, enhanced governance regulation, and risk-reflexive protection means. The suggested solution incorporates strategic security management, layered protection measures, zero-trust design, constant monitoring, and incident response design. Regulatory compliance and especially ensuring alignment with the data protection and financial compliance regulations, are key to accountability and audit preparations.
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[bookmark: _Toc223370810]Introduction
“FinSure Bank (FSB)” is a rapidly growing digital-first financial services provider, offering online banking, savings, loans and investment services to clients across multiple countries. 90% of its infrastructure is operated using cloud-based platforms in FSB. Businesses are hopeful about the internet, creating an increasing threat of attacks on information assets, which requires a greater number of capable professionals to protect those assets. IT professionals have the skills and experience to secure the information and computing environment.
Information is considered an asset like other important business assets and “Information Security (IS)” is a way of protecting information from a wide range of threats in order to ensure business continuity, minimise risk, and maximise return on investments and business opportunities. Information security is dependent on three main pillars: people, processes, and technology, according to a study on cybersecurity through employee hacking (Johri and Kumar, 2023). 
[bookmark: _Toc223370811]Case Scenario Overview and Problem Definition
Purpose
The purpose is to conduct research in different frameworks or models that can be used to reduce the growing concerns about data protection, fraud management and protection of financial records that are present in FS Bank. The primary purpose of addressing security problems is to safeguard data privacy, identity theft, online fraud and cyber-attacks.
Key issues to identify
Banking sectors should have multi-factor authentication, which adds an extra layer of security beyond passwords. AI utilisation and “Machine learning” will identify unusual behaviour and reduce fraud activities in real-time. The introduction of “Data Leak Prevention (DLP)” controls in ISO 27001:2022 is important for organisations because it emphasises the importance of protecting sensitive information and helps organisations identify, assess and prevent unauthorised disclosure of sensitive information. (Ryanto and Tundjungsari, 2024). Two suggested solutions are “ISO/IEC 27001” for establishing a formal “ISMS and the NIST Cybersecurity Framework” for risk-based cybersecurity controls. “ISO 27001” is the standardisation of information system security that can be used by the company in the implementation of information system security (SKMI) (Fares et al. 2022). The “NIST Framework” begins with a three-step process: determining whether an enterprise has a formal security program and assessing its defensive capabilities; and ensuring that these measures are flexible, repeatable, and aligned with the organisation’s business objectives or mission requirements (Said, 2022).
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“Information Technology Infrastructure Library (ITIL)” is an internationally acclaimed IT “Service Management (ITSM) framework” developed by “AXELOS” and it is designed to help to match IT services and business goals (Schenk, 2025). “ITIL” provides a structured framework for designing, delivering, managing, and continuously improving IT services. “ITIL” is not a security framework, but it is very important in enhancing information security governance via formalised processes, accountability and continuous service improvement.
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Figure 1: Information Technology Infrastructure
(Source: Self-Created using Draw.io)
“ITIL” assists in supporting security through the addition of controls into some of the important lifecycle phases, such as Service Strategy, Service Design, Service Transition, Service Operation and Continual Service Improvement, in a digital-first organisation such as FinSure Bank. Security requirements can be defined (Service Design) and tested (Service Transition) and monitored (Service Operation) and improved through continuous improvement cycles (Akpe et al. 2022). ITIL reduces operational risks and enhances accountability and compliance readiness by standardising incident management, change management, access control, and service level agreements (SLAs). In the case of FinSure Bank, the implementation of ITIL would establish a formal foundation of governance enabling the cloud security, BYOD management and regulatory compliance at scales that are both scalable and auditable.
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The “ISO/IEC 27000” Series, a set of standards for information security management, is developed by the “International Organisation for Standardisation (ISO)” and the “International Electrotechnical Commission (IEC)”. The series provides a structured framework for establishing, implementing, maintaining, and continuously improving an “Information Security Management System (ISMS)” (Plate, 2025). “ISO/IEC 27001” sets mandatory requirements for risk assessment, implementation of security controls, leadership commitment, and ongoing monitoring, while “ISO/IEC 27002” offers detailed guidance on establishing and managing those security controls.
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Figure 2: ISO/IEC 27000 Framework
(Source: Self-Created using Draw.io)
The standard, “ISO/IEC 27001”, specifies compulsory requirements for risk assessment, security controls, and commitment of leadership and constant monitoring, whereas “ISO/IEC 27002” provides in-depth advice on instituting security controls (Kitsios et al. 2023). In the case of a cloud-based financial institution such as FinSure Bank, the “ISO/IEC 27000” offers a systematic risk-based protection of sensitive financial and personal information. It emphasises the confidentiality, integrity, and availability (CIA triad) of information resources, while ensuring that security operations comply with regulatory requirements, including GDPR.
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The “NIST Cybersecurity Framework” was created by the “National Institute of Standards and Technology” and is a risk-based framework that incorporates five core functions, such as Identify, Protect, Detect, Respond and Recover. This framework can be used to improve cyber resilience through the integration of technical security provisions with business risk management. The “COBIT”, which has been created by “ISACA”, is about IT governance, performance management and regulatory compliance (AL-Qatanani, 2025). The framework is used to ensure that the IT processes have strategic support and a sense of accountability and control. 
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The security, governance, and compliance plan for FinSure Bank (FSB) is built upon established principles of “risk-based security”, “zero-trust access”, and “privacy-by-design”, while considering contextual assumptions such as multi-jurisdictional operations, cloud-based infrastructure, and “BYOD” requirements.
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All security decisions can be based on a risk-based approach in compliance with “ISO/IEC 27001” and the “NIST Cybersecurity Framework”, so that the controls can be proportionate to the risks and impact estimated to the business. The concepts of security-by-design and privacy-by-design can be incorporated throughout the process of system development, the configuration of the cloud and the deployment of services (Jain, 2024). The verification of identities and access control is handled by a zero-trust architecture that deals with the security needs of BYODs and third-party access. The governance model is based on the principles of the COBIT governance framework, which imposes clear control, roles and duties of it and performance management as a method to preserve accountability, transparency and direction towards strategic business goals.
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It is presumed that FSB performs its operations in several different countries, which means that it has to comply with GDPR and other applicable financial regulations applied to its jurisdictions. It can also be assumed that the organisation has low levels of maturity with reduced formalised governance and security management processes, and strong, limited technical infrastructure. The allocated budgetary resources should help in the phased implementation. Most of the infrastructure is clouds-based which needs intense vendor management and close monitoring of service-level agreements (SLAs) (Samha, 2024). The needs of identity checking, endpoint security, and data protection are upsurged by the utilisation of remote access and mobile workforces.
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FinSure Bank (FSB) needs effective governance and strategic management of security in order to keep its information security levels relevant to the business goals, regulatory management requirements and consumer expectations. Governance helps to establish clear decision-making models, authority, and accountability lines. Strategic security management establishes the provision of the capacity to secure the inputs in the projects of security to sustain long-term organisational goals, regardless of being solitary technical projects. A Formal “Information Security Management System (ISMS)” to be aligned with “ISO/IEC 27001” can be set to clarify policies, roles, responsibilities and performance indicators (Haghighat et al. 2025). The principles of COBIT can also be applied to governance practices to achieve clarity in accountability, risk ownership and alignment of the IT strategy and corporate goals.
The risk assessment, business impact analysis, regulatory compliance monitoring and resource planning should be involved in the process of enterprise decision-making. This encompasses the alignment of the cybersecurity investment with the threat intelligence, digital transformation programs and cloud adoption plans. Security objectives should be quantifiable, monitored regularly, and tracked using “key performance indicators (KPIs)” and “key risk indicators (KRIs)” to ensure effective risk management, measure progress, and demonstrate alignment with organisational goals (Mishra et al. 2023). Implementing the concept of governance within executive oversight and operational management will enable FSB to shift towards an integrated, risk-focused and strategically based security model that facilitates sustainable development and regulatory assurance.
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Risk management is a structured practice that Finsure Bank (FSB) needs to adopt in order to safeguard confidential financial information, comply with any regulatory stipulations and stay resilient in its operations. The presented strategy is based on a continuous and systematic process that is in compliance with “ISO/IEC 27005” and backed by the principles provided in the “NIST Cybersecurity Framework” (Koza, 2022). Identifying risk starts with the identification of risky assets, including essential resources such as customer financial information, cloud-based solutions, mobile banking networks and intellectual property. Cyberattacks, insider abuse, third-party susceptibility and regulatory non-compliance are some of the threats that need to be evaluated in terms of system weaknesses.
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Figure 3: Risk Management Approach
(Source: Self-Created using Draw.io)
The risk treatment strategies consider mitigation as a technical constraint (encryption, multi-factor authentication, network segmentation), transfer through contractual protections and cyber insurance, avoidance where appropriate and acceptance when risks are within acceptable tolerance levels (Adeniyan, 2025). Dynamic risk reassessment can be supported with frequent risk assessment, in-house audit, penetration testing and threat intelligence updates. Integrity with business continuity and incident response planning ensures disruption preparedness.
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Strong security policies and protection systems are the main elements in protecting the information assets of “FinSure Bank (FSB)” and regulatory compliance. Security policies offer formalised rules, standards and procedures that specify acceptable use, access, data management, and incident response and third-party involvement. Those policies are to be designed as a part of the “Information Security Management System” with references to ISO/IEC 27001 and backed by operational service controls based on the “AXELOS ITIL” recommendations (Aflakhah and Soewito, 2023). There should be an Information Security Policy, Acceptable Use Policy, BYOD Policy, Data Classification Policy, Access Control Policy and Incident Response Policy. Compliance should be effectively implemented through well-defined enforcement mechanisms, employee training programs, and regular audits.
Defence mechanisms should have an integrated administrative, technical and physical control. The technical protection measures consist of “multi-factor authentication”, “role-based access controls”, “end to end encryptions”, “secure cloud design”, “intrusion detection and prevention system” and “continuous monitoring solutions”. BYOD environments need to be secured using “mobile device management (MDM)” and “endpoint detection and response (EDR)” (Lekkala and Gurijala, 2024). The sensitive financial records should be protected against unauthorised disclosure by “data loss prevention (DLP)” tools. With layered defence mechanisms coupled with comprehensive policies, FSB can be able to minimise vulnerability, enhance regulatory compliance and build a resilient security framework that helps mitigate external cyber threats and internal abuse.
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The banking sector presents both legal and regulatory imperatives since the “FinSure Bank (FSB)” operates across various countries and deals with highly sensitive financial information. The organisation should follow the “General Data Protection Regulation”, “Financial Conduct Regulations”, “anti-money laundering (AML)” regulations, and “data localisation legislation”, where possible, to ensure compliance and protect sensitive data (Quintel, 2022). Compliance with “ISO/IEC 27001” facilitates well-documented, audit and responsibility. Internal audits, third-party assessments and compliance reporting mechanisms should be used continuously to enforce compliance.
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Contingency and incident response planning is necessary in order to make sure that “FinSure Bank (FSB)” can respond to security threats, operational disturbances and cyberattacks without incurring major losses in finances and reputation. Since FSB has a cloud-based infrastructure and digital-first service framework, it must develop procedural response plans in line with “ISO/IEC 27035” and business continuity guidance in “ISO 22301” (Ngamlertprasert and Wuttidittachotti, 2025). “Incident Response Plan (IRP)” must explicitly outline roles, escalation plans, communication plans and make decisions. Response lifecycle should comprise preparation, detection and analysis, containment, eradication, recovery and post incident review. The incident response team must work with the IT, legal, compliance, and executive management to make sure that the necessary action is taken in time.
A “Business Continuity Plan (BCP)” and “Disaster Recovery Plan (DRP)” should be included in contingency planning to protect vital services such as online banking, payment processing, and customer authentication. Periodic testing via simulations, tabletop exercises and penetration testing can confirm preparedness and promote the effectiveness of response (Angafor et al. 2023). Constant vigilance, threat intelligence and lessons-learned review can help to improve resilience. A dynamic contingency plan helps to bring stability to the operations, adhere to regulations and maintain consumer confidence even in the case of a system failure or a high-impact cyber incident.
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The regulations and the security levels should continue to be enhanced because of the rapid evolution of web-based financial services. Permanent regulatory structures are incapable of reacting properly to emerging technological dangers, particularly in traditional business settings led by the “cloud of computing”, “mobile banking” and “artificial intelligence”. Cloud computing has transformed the control of the infrastructure, the model of data storage and the degree of jurisdiction. The use of third-party cloud vendors by “FinSure Bank” offers complex structures of shared responsibility and the risk of having cross-border data transfers. The protection and data security rules should be revised to define accountability and make vendors more controlled, as well as to have similar regulations applied uniformly, such as the General Data Protection Regulation (Labadie and Legner, 2023).
Mobile banking increases the possible points of cyberattack, since the customer will be using a personal smartphone and unsecured Wi-Fi networks to access banking apps, making them more vulnerable to phishing attacks, malware infection, and identity theft. Application of the outdated standards where a perimeter-based security model is emphasized address is not capable of meeting the needs of a zero-trust architecture and endpoint security. The frequent updates are also what keep the regulatory frameworks in line with the current authentication practices, encryption protocols, and mobile security practices (Gilbert and Gilbert, 2025). The application of AI in fraud detection and possible automated decision-making brings up new ethical, operational, and transparency-related challenges that should be tackled. As much as AI improves fraud detection technology, it also attracts the attention of bias on the side of algorithms, data privacy, and transparency of decision-making.
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The security, governance and compliance model proposed to “FinSure Bank (FSB)” complies with the international standards and industry best practices of ensuring financial data integrity and addressing cyber risks. The model incorporates the “ISO/IEC 27001”, “27005”, and the “NIST Cybersecurity Framework” principles, forming a risk-related structure according to which ongoing auditing and compliance are provided. This improves accountability, regulatory compliance and ensures that the security controls are in the correct position against the threats that are identified. The system of governance and management offers executives control and strategic direction, minimising gaps or the lack of alignment in the decision-making process (Yi et al. 2022). The policy of “zero-trust”, “cloud management”, “BYOD” control and a continuous monitoring system, strengthens the flexibility of the highly dynamic digital banking landscape. Integrated risk management, including business continuity and incident response planning process, increases organisational stability and business continuity.
The plan does not include investing in culture, long-term corporate commitment, investing in education, observation equipment and compliance audit. The super dependence on formal processes can result in bureaucratic complexity uncoordinated without appropriate coordination (Maspul and Ardhin, 2025). The nature of cyber threats keeps changing and hence, controls must be re-evaluated on a regular basis to avoid instability. The proposed plan is comprehensive, expandable, and aligned with the strategic goals of FSB to provide it with one framework of governance that will be able to support the safe growth, compliance with regulations and financial digital sustainability.
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FinSure Bank (FSB) is a digital-first financial institution with a highly dynamic and risky technological environment because it is a fast-growing organisation. Increasing use of the cloud infrastructure, cross-border activities and mobile banking services present the organisation with high levels of cybersecurity and regulatory and operational risks. The proven model of security and governance frameworks, such as the “ITIL”, “ISO/IEC 27000 Series”, “NIST Cybersecurity Framework” and “COBIT” have structured and risk-wise prudent foundation. The combination of these models refuses the security situation of “FinSure Bank (FSB)” and assists in exercising control over its information resources in an orderly manner.
The proposed security, governance and compliance framework provides an integrated “Governance System of Information Security” management supported by formal governance controls, strategic risk management and layer protection controls. The approach aligns the business strategy with the security goals by having risk-based decision making, “zero-trust principles”, “continuous monitoring” and “incident response procedures” that are pre-defined. Incorporation of system compliance needs, especially those of data protection and financial regulations, enhances responsibility, audit preparedness, and trust of stakeholders.
Continuous improvement and perpetual governance make up adaptive governance as the pivot point in securing the constantly evolving threats encountered in the field of digital banking. The rigid systems are unable to absorb the new risks that have arisen, such as advanced cyberattacks, artificial intelligence fraud and vulnerabilities introduced by cloud and mobile banking services. Adaptive governance will facilitate the fact that “FinSure Bank” can be proactive in anticipating and assessing these risks and responding to them via the continuous monitoring of such risks, risk reassessment and potential future enhancement of security controls. In order to implement this framework successfully, there has to be excellent organisational buy-in, a sufficient amount of investment in the investment and a sense of the culture of the organisation’s compliance, and employees at all levels have to be engaged and a culture of security consciousness. Although such a requirement is evident, the given framework is scalable by nature and resilient, as it can undergo further development with the evolving operations of FinSure Bank. This standards-based approach will fully equip the bank in the efficiency of reducing the impact of threats by incorporating risk-based decision-making, zero-trust principles, and structured incident response, and also keep the bank in compliance with regulations and operationally resilient.
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