




















Table of Contents
Table of figures	2
List of Acronyms	3
Introduction / Background Research	4
Research and Development Methods	8
Resource & Planning	13
References	16
Bibliography	17

















[bookmark: _Toc513068461]Table of figures
Figure 1 -  The flow of information in a cryptographic privacy system. [2]	4
Figure 2 - The flow of information in a cryptographic authentication system. [2]	4
Figure 3 - RSA encryption operation[9]	6
Figure 4 - RSA decryption operation.[9]	6
Figure 5 - The Research 'Onion' [12]	9
Figure 6 - Phases of AGILE process[20]	12
Figure 7 - Gantt chart for project	14
Figure 8 - Timeline of Gantt chart	15
Figure 9 - Resource sheet for the project	15

















[bookmark: _Toc513068462]List of Acronyms
RSA – Rivest Shamir Adleman
DES – Data Encryption Standard
AES – Advanced Encryption Standard
DSA – Digital Signature Algorithm


















[bookmark: _Toc513068463]Introduction / Background Research
Introduction
This research proposal is going to look at RSA cryptography with varied key sizes and an overview of cryptography in its current state, this proposal will consider the following context and overview of this project and what type of project is this going to be. There will be considered in brief the literature pertained to this field of study and that following the completion of this study that outcomes will hope to be achieved. This research will primarily look at the RSA cryptosystem, will consider how it works and what makes it the most commonly used cryptosystem in society today.
Research title
The title of the research project is called ‘An implementation of a variable key size RSA cryptographic tool.’
Background research to the area of study
In a time where our lives are dictated and managed by technology, the threat of losing grip on private information is ever more growing a solution to prevent this is called Cryptography. Cryptography is “the study of “mathematical” systems for solving two kinds of security problems: privacy and authentication”[1]. A privacy system is the prevention of information to third parties who are unauthorised to access that information over a public network, by following this fundamental rule this ensures that the information has been sent and delivered the intended recipient.
[bookmark: _Toc513106144][image: ] Figure 1 -  The flow of information in a cryptographic privacy system. [2]
In cryptography, an authentication system is used to warrant that the information being transmitted to the intended recipient is authentic, “Authentication is a service used to provide the identity of an entity.”[3], authenticity plays a vital role is data transmitting process it proves that a message was generated by a particular entity/party and prevents any wrong-doing or imitations of messages.
[bookmark: _Toc513106145][image: ] Figure 2 - The flow of information in a cryptographic authentication system. [2]
Even though cryptography, as a discipline has been the solution to many of these problems over the years, as technology grows so, does the underlying problem of securely transmitting data. With that underlying problem that constantly adapts comes new forms on ‘Cryptosystems’ which are essentially mathematical algorithms used to securely secure information put out on a public network, “A cryptosystem is pair of algorithms that take a key and convert plaintext to ciphertext and back. Plaintext is what you want to protect; ciphertext should appear to be random”[4]. By implementing a cryptosystem that is public allows the need of “no private couriers; the keys can be distributed over the insecure communications channel.”[5].
As technology evolves the security must evolve with it, this is achieved by cryptosystems which were mentioned above. They play a vital part in all aspects of society, without them would cause data sent over a public network highly vulnerable and prone to infiltration. Cryptosystems have fundamental components which make up the foundation of a cryptosystem:
· Plaintext
· Encryption algorithm
· Ciphertext
· Decryption algorithm
· Encryption key
· Decryption key
At the core, there are two main types of cryptosystems in which the rule of encryption and decryption is followed:
· Symmetric key encryption
· DES, AES, Blowfish
· Asymmetric key encryption
· RSA, DSA
Symmetric key encryption “involves encrypting a plaintext message P using a symmetric-key algorithm (cipher) and a secret key K. The encrypted message (ciphertext) is then sent to the receiver, where it is decrypted using the same cipher and secret key”[6]. Asymmetric key encryption “uses different keys for decryption/encryption. These two keys are mathematically related and they form a key pair. One key is kept private, and is called private-key, and the other can be made public, called public-key.”[7]. 
Difference between these types of encryptions is that symmetric uses one key that is shared amongst the recipients whilst asymmetric uses a pair of public and private keys when transmitting data over a network. “Asymmetric key encryption is much slower than symmetric key encryption and hence they are only used for key exchanges and digital signatures.”[7]
As cryptography is such a broad topic area to cover, this section will now delve more into the RSA cryptosystem and algorithm behind the idea which is at the forefront of what this project is going to be about. Firstly, RSA was first publicised the August 1977 issue of Scientific American[8], it is promptly named after the cryptographers who created it using their surnames as the acronym for RSA (Ron Rivest, Adi Shamir, and Leonard Adleman), the concept of RSA came from the works on Diffie and Hellman who mentioned the concept but never went through with it. RSA is an asymmetric key encryption cryptosystem, 
The math behind the RSA algorithm can be complex but it is essentially broken down into three separate sections:
1. RSA Key generation
2. RSA Encryption
3. RSA Decryption
Firstly, how RSA key generation can be established:
1. Generate a pair of large, random primes p and q.
2. Compute the modulus n as n = pq.
3. Select an odd public exponent e between 3 and n-1 that is relatively prime to p-1 and q-1.
4. Compute the private exponent d from e, p and q.
5. Output (n, e) as the public key and (n, d) as the private key. [9]
The encryption operation where c is the outcome and m is the message which is called ciphertext:
[bookmark: _Toc513106146][image: ]Figure 3 - RSA encryption operation[9]
The decryption operation:
[bookmark: _Toc513106147][image: ]Figure 4 - RSA decryption operation.[9]
In cryptography key sizes usually refer to the number of bits in an algorithm, key size determines the appropriate security needed for certain applications. RSA can have varied key sizes, ranging from 1024, 2048 and 3072 are the more common key sizes. “Key lengths indicate the number of bits contained in a certain cryptographic key or related arithmetic structure. They are a measure for the security that may be attained.”[10]. These key lengths determine the complexity to stop the most common way of cracking encryptions is brute force attacks but once an algorithm has bigger enough key size to whereas a brute force is obsolete. 
The key sizes depend on:
1. Lifespan
2. Security margin
3. Computing environment
4. Cryptanalysis [11]
As computing power is increasing exponentially, the more complex algorithms must become. RSA 1024 bit is now easily cracked by brute force attacks and recommended by companies and professionals to start using 2048 as a minimum which according to Moore’s Law will make data secure until the year 2030. 
Objectives and aims of the project
The aim of this project will be to design and build an RSA cryptographic tool with varied key sizes, there will be a focus on how information will be securely transmitted between recipients and what requirements are needed to fulfil this project both the technical and general. By achieving this, by completion there should a functioning cryptographic tool that can take multiple key sizes and allow no redundancy in the completed project, by having a varied range of key sizes to test the cryptographic tool if there is no redundancy and the tool is concise in what it is trying to achieve at completion will determine whether the project has been a success.
The aim of this study is to implement and build a cryptographic tool using RSA algorithm with variable key sizes that can be used in society from commercial businesses to government settings, have secured data is vital in all aspects of life. To achieve this aim, the following objectives will need to be completed:
1. Complete understanding of the RSA algorithm and its counterparts by comparison

2. To scrutinize and evaluate the current practices of cryptography at all different levels of society (Government/Business/Banking).

3. To write requirements needed and what makes a reliable cryptographic tool.

4. To build an RSA cryptographic tool.

5. After a prototype build, inspect and examine what potential improvements can be made for the future.
Expected outcome
Towards the end of this project, the expected outcome is that of a working and functioning RSA cryptographic tool that can work with varied key sizes, achieving this will have meant that all requirements are met and have met the needs of the intended businesses or personnel. With the completion of this project, an evaluation and requirements form must have been met with supporting analysis and feedback from the university.
The cryptographic tool will be accompanied with a completed report which will be submitted and will include a step by step guide of how the tool works with screenshots, feedback from volunteered users’ that have tested the tool and recommendations on how to improve the tool for the future. 
Conclusion
This introduction and background research section has outlined the plan going ahead with this project and what research has been done to familiarise the reader with the topic area that is going to be studied. There has been previous research on how cryptography has changed over the years and the different approaches over those years of how new methods of approaching this topic have been achieved. There has been an indication of what the plan is going to involve over the course of this research with the cryptographic tool to meet certain requirements and the hope to achieve the 5 objectives set before the completion of this project.
The next section will consider the possible research and development methods for this project.
[bookmark: _Toc513068464]Research and Development Methods
Introduction
The previous section showed what is intended to be researched in this proposal. This section is going to describe the appropriate research and development methods taken to achieve the expected outcome of this research proposal. Firstly, we will consider the research methodology which will be used in this project, then a look at the development methodology that is too be implemented for this project. The conclusion to this section will have a look at the outcomes expected and how they are intended to be evaluated if the objectives stated in the previous section are attained.
Philosophies
A research philosophy is warranted before starting any type of research proposal, the idea behind a philosophy is the way of gathering information which then must be analysed. To determine which philosophy is best for this research proposal looking at figure 5 below shows the ‘Research Onion’ created by M. Saunders, P. Lewis, and A. Thornhill. Figure 5 shows all the different possible philosophies, approaches and strategies available when proposing a research. Depending on which philosophy is chosen, corresponding strategies and approaches complement the philosophy.
[bookmark: _Toc513106148][image: ]Figure 5 - The Research 'Onion' [12]
For this research, as it is a development of a cryptographic tool. The ideal philosophy for this research proposal is Positivism, this method addresses the collection of data which can be observed and quantified. “Positivism is concerned with uncovering truth and presenting it by empirical means”[13]
After choosing a philosophy for this research now is time to identify the approaches going to be used. The approaches in research and development methods, the two approaches to choose from are Deductive (Quantitative) and Inductive(Qualitative).
Inductive is a method of retrieving evidence and reviewing the information for a conclusion.
1. Condense raw textual data into a brief, summary format; 
2. Establish clear links between the evaluation or research objectives and the summary findings derived from the raw data
3. Develop a framework of the underlying structure of experiences or processes that are evident in the raw data.[14]
The second approach is Deductive where a hypothesis is created and tested against it. “Deductive analysis refers to data analyses that set out to test whether data are consistent with prior assumptions, theories, or hypotheses identified or constructed by an investigator”[14].
For this research proposal, the deductive approach is more suited as it is more highly structured and allows the access to gather numerical data and information. With a deductive approach allows numbered data can be analysed using statistical procedures and testing theories.[15]. This approach will be used for this project.
Strategies
Going forward, the research that is going to be undertaken is a development process, with an implementation and a testing platform for the implementation of the cryptographic tool. As there are many strategies to choose from with this type of research, this research will look at the following strategies going forward.
Firstly, Software development strategy. As this research is primarily based on a development of a software this is one of the appropriate strategies to choose for this research. By using this software development as a strategy is allows the proposal to start off “by producing a new procedure or technique and validating it by analysis or by discussing an example of its use; examples of use in actual practice are more compelling than examples of use on idealized problems.”[16]. The software development strategy in this research should provide an outcome, a way of achieving that outcome and documenting it all the way through at different stages of the development.
Secondly, Document review strategy is going to be used in this research as it is essentially a gathering of data and information. It’s the process of “involves skimming (superficial examination), reading (thorough examination), and interpretation. This iterative process combines elements of content analysis and thematic analysis”[17]. In this case, it will be testing and different key sizes and how they compare, this will show a comparison of the cryptographic tool at different stages of the development process and if the testing has changed whether it’s improved or worsened and how they key sizes play a factor in this. 

The study population
If outsourcing this tool to the public, the ideal candidates would be the staff and students of University of Wales Trinity Saint David. The would be familiar with technology and IT software in general and prior to the testing there would be a run-down of what the tool is supposed to do and what the expected outcome is going to be.
This group of subjects would use the tool in a similar way but would be more inclined to try and break it, with this the other population that could use this tool would be people with very limited IT knowledge and compare what each group would try to do and break it. It would be interesting in seeing how different subjects with different levels of IT knowledge would use this tool.
Data collection methods
Once the first iteration of the cryptographic tool has been built, there will be extensive testing being performed throughout the iterative development stages, outsourcing the testing to University of Wales Trinity Saint David could be achieved by asking staff and students to test this cryptographic tool and fill out any potential bugs or flaws with the tool. This would be repeated many times throughout the many iterative stages of the development on this cryptographic tool, and ask the subjects to try and break the software and report on it by filling out a testing sheet.
Comparing multiple testing sheets at different stages of the development would give an indication of what needs to be done on the next stage and allows a wider perspective of possible bugs that may not be seen by individual testing. This could be a possible solution to extensive testing that is hoped to be achieved, depending on how the development of the project goes, by obtaining different test results could, therefore, recommend possible improvements for future builds.
Reliability and Validity
Reliability is important when gathering data from all different sources, to make sure the data that is obtained is consistent. To achieve consistent information, each aspect of the data gathering process should be identical in all circumstances. Obtaining reliable and consistent information can be problematic with outside influences dictating the outcome.
1. Participant errors
2. Biased participants
3. Observer error
4. Biased observer [12]
Validity is “the means of measurement are accurate and whether they are actually measuring what they are intended to measure.”[18]. Just like reliability, validity is vulnerable to threats and outside influences. 
1. History
2. Testing
3. Instrumentation
4. Mortality
5. Maturation
6. Ambiguity [12]
Software Development methods
There are many software development methods to choose from when proposing a research based of a development on a software of some kind. There are a lot of factors to take in when deciding what software development method to choose, the method chosen for this project will AGILE.
This method suits best for this project as it allows the project to go through multiple iterations which build up one another, like all methodologies, there are advantages and disadvantages. As there will be multiple iterations of the cryptographic tool, each iteration will look at:
· Design
· Requirements
· Testing
· Evaluation
Each time the method goes through a cycle, the tasks will be evaluated and improved upon. This allows high quality, more control over the project and potentially reduce risks further down the lifeline of the project. The management method being used for this project is SCRUM. “Scrum holds that straightforward defined processes alone cannot be used to effectively manage complex and dynamic software projects.”[19]
[bookmark: _Toc513106149][image: ] Figure 6 - Phases of AGILE process[20]

Risks and Ethics
With any project, there are going to inevitable risks that may occur before or during the project development, with this project the risks are going to be less than a similar project on a larger scale. Identifying these possible risks before the project begins as it is vital to be aware of possible unexpected risks that may occur during development, identifying and managing these risks play an important part. 
Top five risks in a technology project:
1. Personnel shortfalls
2. Unreasonable project schedule and budget
3. Unrealistic expectations
4. Incomplete requirements 
5. Diminished window of opportunity due to late delivery of software [21]
The management of these possible risks can be identified early using certain software, such as Microsoft Project to make a Gantt chart. A Gantt chart will give an overview of the projects’ lifeline, and possibly identifying certain risks that could occur down the timeline, not much can be identified to the work constraints as it is common for outside influences that could easily affect this but for the schedule it could give an indication of what might go wrong if a task could take longer than expected, for example.
There is no ethical or legal issue for this project, there is no sensitive data being used or any data that could potentially cause harm or backlash. The only information stored if outsourced testing is agreed upon would be:
· Name
· Occupation (Student or Staff)
With these fields, there are no grounds that show ethical or legal issues.
Finally, the limitations of the project solely depend on the student and whether the skills/ability is there to create this cryptographic tool. Self-learning of this topic could be achieved, also help through the supervisor, this would harm the time-scale and slow down the software development process. With this being the case, the first iteration of this project would be a more simplified tool at first and grow to be more complex towards the end, the more iterations it makes.
Evaluation of data
The evaluation of data to attain the most concise data can be achieved by different methods. Firstly, the outsourced testing pool of students and staff can be done and then compared results over the course of the project through multiple iterations on SCRUM. Secondly, software testing on an individual level can be achieved which paired with outsourced testing can allow significant improvement through the projects lifeline and the next iteration of coding the cryptographic tool. 
Conclusion
This section has described the following research and development methods that will be used in the lifeline of this project, and the possible drawbacks of using certain methods. Considered the risk, ethics and legal problems involved, the next section will look at resource and planning, what is needed to complete this project.
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Introduction
The previous section looked at what methodologies are going to be used in the research proposal with an overview of possible risks and ethics. This section will look at the intended resources and plan used for the lifeline of this project, to successfully attempt this project.
Resources required
· Desktop PC – used to build the cryptographic tool
· Visual Studio 2017 – using C# to create the tool
· Microsoft Project – updated Gantt chart at the end
· Books – online pdf/journals, purchased books or borrowed from libraries
· Join an online forum on cryptography - Keep up to date with all new breakthroughs on cryptography.
· Access to the university library
Gantt Chart
To provide a clear overview of the plan over the duration of this project, a Gantt chart is created in Microsoft Project to show the lifeline of this project with each section and the intended time they are planning to take. The plan will be divided into sections showing what each individual task is, the first section will be Requirements and the second section is going to be Implementation. Each task will have a start date and an end date to show what is going to happen, the chart will show the completion date and when other tasks are planning on starting.
[image: ]
[bookmark: _Toc513106150]Figure 7 - Gantt chart for project

[bookmark: _Toc513062293][bookmark: _Toc513106151][image: ]Figure 8 - Timeline of Gantt chart
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[bookmark: _Toc513106152]Figure 9 - Resource sheet for the project
Conclusion
[bookmark: _GoBack]During this project, some changes might occur in the resources and planning that hasn’t been identified. If any additional resources are added to this project, a new updated plan will be written at the end of this project showing possible changes. Hopefully, any new resources added will not disrupt the project in any way, as the Gantt chart figures show above the dates of all tasks and section are merely hypothetical and are vulnerable to change or crossover points. An updated Gantt chart will be produced at the end of the project to show a comparison against the intended research proposal Gantt chart. Once the project has started will only then it will be possible to see any changes in these areas.
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