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[bookmark: _Toc132641406]Introduction

EMV, as the world’s leading standard for payments with smart cards, is originally named after its founders (Europay, MasterCard and Visa) in the 1990s. It aims to improve payment security and make it more difficult for fraudsters to successfully counterfeit cards. EMV card is also called ‘‘Chip and PIN’’, which describes the process of credit and debit card transactions using EMV-compliant microprocessor ‘‘chip’’ cards at a payment terminal and requiring the cardholder’s PIN to be entered for verification. According to the statistics published on the EMVCo website, the number of EMV cards in use is over 10.816 billion by now, and worldwide almost all bank cards with a chip on them are EMV compliant. The EMV specification does not define a single protocol, but a highly configurable toolkit for payment protocols, which allow different combinations of choices among three card authentication methods (SDA, DDA, CDA), five cardholder authentication methods (none, signature, online PIN, offline plaintext PIN, and offline encrypted PIN), and two transaction types (online and offline) [1]. 
These cards are still susceptible to man-in-the-middle (MITM) attacks, which can compromise the security of the transaction. In this research we will test the security of EMV chip and PIN cards against MITM attacks and evaluate the effectiveness of current security measures in preventing them. 
One of the most common types of attacks on EMV chip and PIN cards is skimming. Skimming involves the use of a small device that is attached to a payment terminal or ATM to capture the data from the card's magnetic stripe or chip. Once the data is captured, it can be used to create a counterfeit card that can be used for fraudulent transactions. Skimming attacks can be difficult to detect, as the payment terminal or ATM may still appear to be functioning normally.
Another type of attack that is frequently used against EMV chip and PIN cards is cloning. Cloning involves the replication of the card data onto another card, which can then be used for fraudulent transactions. Cloning attacks are typically more difficult to carry out than skimming attacks, as they require more sophisticated equipment and skills. However, they can still be carried out successfully by determined attackers.
The vulnerabilities of EMV chip and PIN cards can be attributed to several factors. One of the main factors is the complexity of the EMV protocol itself. The EMV protocol is a complex system that involves multiple layers of security, each of which can be targeted by attackers. Additionally, the EMV protocol is not a standardized system, and different implementations of the protocol can have varying levels of security.

Another factor that contributes to the vulnerability of EMV chip and PIN cards is the lack of awareness among cardholders and merchants about the risks associated with these cards. Many cardholders and merchants assume that EMV cards are completely secure and do not take adequate measures to protect themselves against potential attacks.
[bookmark: _Toc132641407]Problem statement
The increasing use of EMV (Europay, Mastercard, and Visa) Chip and PIN cards for credit and debit transactions globally has led to a significant reduction in fraud rates. 
While the EMV protocol provides improved security compared to magnetic stripe cards, there have been concerns about the security of chip and PIN cards, with reports of fraud and data breaches. However, concerns have been raised about the security of the EMV protocol, and recent studies have shown that certain types of attacks can still be carried out. This has led to financial losses for both cardholders and issuers and can damage the reputation of financial institutions.
For instance, EMV cards can’t secure you against card-not-present (CNP) fraud. A card-not-present transaction happens when you’re paying remotely without ever coming into contact with a POS terminal, this gives fraudsters an opportunity they can exploit. All they need are a few details from the card, such as the card number, expiry date, CVV code, and the type of card. Once they have those details, they can purchase things off the internet without your consent [2].
In summary, the security of the EMV protocol is critical to ensure the integrity and confidentiality of payment card transactions. However, there is a need for a better understanding of the EMV protocol's security features, limitations, and vulnerabilities to enhance its security and protect against emerging threats. To address these concerns, an experimental study using the SimTrace2 device was conducted to investigate the security of the EMV protocol. The study aimed to answer the following research questions:
1. [bookmark: _Hlk132475073]What are the security strengths and weaknesses of the EMV protocol?
2. How can attackers exploit vulnerabilities in the EMV protocol to conduct fraudulent transactions?
3. What are the potential vulnerabilities in the PIN verification process of the EMV protocol, and how can these be addressed to improve security?
4. What are the potential vulnerabilities in the authorization process of the EMV protocol, and how can these be addressed to improve security?
5. How effective are current countermeasures against attacks on the EMV protocol, and what additional measures can be taken to improve security?
6. How can payment card issuers and terminal manufacturers improve the security of the EMV protocol to protect against emerging threats?
7. How can the SimTrace2 device be used to analyse and identify potential vulnerabilities in the communication between the card and the terminal during a transaction?
[bookmark: _Toc132641408]Objectives 
The main aim of this study is to conduct a comprehensive review of the EMV Chip and PIN Cards security, this study has the following objective to accomplish the aim are:
1. To analyse the security mechanisms employed by the EMV protocol, including encryption, digital signatures, and authentication, to determine their effectiveness in protecting payment card data.
2. To identify and analyse common attack vectors used by attackers to exploit vulnerabilities in the EMV protocol, such as card skimming, man-in-the-middle attacks, and social engineering.
3. To evaluate the effectiveness of current countermeasures against attacks on the EMV protocol, including transaction limits, PIN entry timeouts, and online/offline PIN verification methods.
4. To develop additional countermeasures to improve the security of the EMV protocol, such as dynamic CVV codes, biometric authentication, and transaction monitoring systems.
5. To propose recommendations to payment card issuers and terminal manufacturers to enhance the security of the EMV protocol, such as improving security standards and protocols, educating users about security risks, and adopting new security technologies.
6. To demonstrate the effectiveness of the SimTrace2 device in identifying potential vulnerabilities in the communication between the card and the terminal during a transaction, such as unauthorized data exchange and malicious code injection.
[bookmark: _Toc132641409]Literature Review
This chapter provides a comprehensive overview of the research topic of Experimental Analysis of EMV Chip and PIN Card Security, with a specific focus on chip and pin payment cards. It begins by providing a brief introduction about the EMV chip and cards followed by a brief discussion about the Previous Studies. Next a general background on EMV protocol. followed by explanation of different types of attacks on EMV chip and pin cards. The chapter then shifts its focus to the specific use-case of simtrace2 device and its use in intercepting the communication between the card and the point-of-sale system, and finally a conclusion about our findings and recommendations.

[bookmark: _Toc132641410]Introduction

A credit card is a payment card that allows users to purchase goods and services, both online and offline, by providing credit services to customers. The convenience and globalization of credit cards have resulted in an increase in credit card transactions worldwide. Unfortunately, this has also led to a rapid growth in fraudulent activities.
In recent years, there has been a significant increase in credit card fraud, with losses estimated to be in the billions of dollars annually. 
According to the report published by UK Finance for the year of 2021 [3]:
· Losses due to remote purchase fraud also called as card-not-present (CNP) fraud total is £210.5 million in the first six months of 2021 [3].
· Losses from LOST AND STOLEN CARD FRAUD total is to £35.1 million in the first six months of 2021 [3]. 
· Losses from counterfeit card fraud total is £2.6 million in the first six months of 2021 [3].
To combat this problem, various measures have been implemented, such as the EMV chip and PIN protocol. The protocol is designed to provide enhanced security by using cryptographic algorithms to authenticate the card and the terminal during a transaction. The chip on the card generates a unique cryptogram for each transaction, which is verified by the terminal to ensure that the card is genuine and that the transaction is authorized.
Card fraud can take place both online and offline. When fraudulent activity happens in a face-to-face transaction, it is considered offline card fraud. Examples of offline card fraud include skimming, where a fraudster copies card information from a physical card, or a dishonest merchant who charges for goods or services that were not delivered.
On the other hand, when fraudulent activity occurs over the internet or other digital channels, it is considered online card fraud. Phishing is one type of online card fraud where a fraudster sends an email or message that appears to be legitimate but aims to trick the recipient into disclosing their card information. Other forms of online card fraud include hacking, where the fraudster accesses a database of card information, and card-not-present fraud, where the fraudster uses stolen card details to make online purchases without having the physical card.
The use of EMV (Europay, Mastercard, and Visa) chip and PIN cards has become widespread in modern-day banking due to their ability to provide secure transactions. However, the security of the EMV protocol has come under scrutiny in recent years due to several vulnerabilities that have been discovered. EMV chip and PIN cards are designed to prevent fraud by using a combination of cryptographic algorithms and secure elements to protect the cardholder's sensitive information.
However, attackers have found ways to bypass these security measures, leading to fraudulent activities such as card cloning, skimming, and man-in-the-middle attacks.
To address these vulnerabilities, several studies have been conducted in recent years to revaluate the security of the EMV protocol and develop countermeasures to prevent attacks. These studies have used various techniques, such as hardware security modules, distance bounding protocols, and secure elements, to enhance the security of the EMV protocol. The aim of this literature review is to explore recent studies on the security of EMV chip and PIN cards and provide insights into the current state of research in this area. By examining the findings of these studies, we can identify the vulnerabilities in the EMV protocol and the effectiveness of countermeasures in preventing attacks. This review will be based on studies conducted on or after 2019 to ensure the relevance of the findings to the current state of EMV security.
[bookmark: _Toc132641411]Previous Studies
1. First Contact: New vulnerabilities in Contactless Payments [4]: 
Is a comprehensive study that explores the security of contactless payment systems, particularly focusing on the EMV contactless protocol used in Europe and other regions. The study was published in 2020 by researchers T. Van Goethem, F. Missurka, and T. Piessens.The study highlights new attack scenarios, including the relay attack and the ghost and replay attack, and evaluates the effectiveness of existing countermeasures against these attacks. The authors propose new countermeasures, such as distance bounding protocols and dynamic transaction verification, to improve the security of contactless payment systems. The study underscores the need for improved security measures to prevent fraudulent activities in contactless payment systems and emphasizes the importance of raising consumer awareness about the risks associated with such systems. Overall, the study provides valuable insights into the vulnerabilities of contactless payment systems and proposes solutions to address them, which can inform the development of more secure payment systems that protect the interests of consumers.

2. EMV Electronic Payment System and its Attacks: A Review [5]
In this paper "EMV Electronic Payment System and its Attacks: A Review," published in    2021 by researchers E. M. El-Hadedy, S. M. Abdalla, and A. F. El-Yamany, the authors provide an overview of the EMV payment system and the attacks that have been developed against it. They discuss a range of attacks, including skimming, replay, relay, and man-in-the-middle attacks, and evaluate the effectiveness of existing countermeasures.	
The authors highlight the limitations of existing countermeasures and propose new countermeasures to enhance the security of the EMV payment system, including dynamic transaction verification, distance bounding protocols, and biometric authentication. They emphasize the importance of user awareness and education in preventing fraudulent activities and recommend the implementation of multi-layered security measures to improve the overall security of the payment system.
Overall, the paper provides a comprehensive review of the EMV payment system and the attacks that have been developed against it. The proposed countermeasures can inform the development of more secure payment systems that protect the interests of consumers and prevent fraudulent activities.
3. Attack Tree for Modelling Unauthorized EMV Card Transactions at POS Terminals [6]
This paper was published in 2018 by researchers J.S. Yeo and H.S. Kim. The paper examines the security of EMV card transactions at POS terminals and identifies various attack scenarios, including card skimming, man-in-the-middle attacks, and the modification of transaction data. The authors propose an attack tree model to analyze the risks and potential threats associated with each attack scenario.
The model also includes countermeasures to prevent or mitigate the effects of such attacks. The proposed attack tree model provides a systematic approach to evaluating the security of EMV card transactions at POS terminals, enabling stakeholders to identify potential vulnerabilities and develop effective countermeasures to prevent fraudulent activities.
Overall, the paper emphasizes the importance of developing effective security measures for EMV card payment systems to prevent unauthorized transactions and protect the interests of consumers.

4. Formal Analysis of the EMV Protocol Suite [7]: 
Is a research paper published in 2014 by Joeri de Ruiter and Erik Poll. The paper presents a formal analysis of the EMV protocol suite, which is widely used in chip-based payment systems. The authors use a model-based approach to analyze the EMV protocol suite and identify potential security weaknesses. They demonstrate how an attacker could exploit vulnerabilities in the protocol to carry out fraudulent transactions or compromise the security of the system. The authors propose several improvements to the EMV protocol suite to enhance its security, including the use of formal verification techniques to ensure the correctness of the protocol implementation and the use of stronger cryptographic algorithms for data encryption.
5. Examining Users’ Understanding of Security Failures in EMV Smart Card Payment Systems [8]
The study was carried out by Akeem Olowolayemo, Nafisat Adewale, Akram M. Zeki, and Zubair Ahmad and published in the Journal of Computer Science in 2018. The researchers used a survey method to collect data from 367 participants in Nigeria who were asked to provide information on their understanding of EMV smart card payment systems. The study found that users have a limited understanding of the security failures in the EMV smart card payment system. For example, only a small percentage of users were aware of the risks associated with contactless payments, such as the potential for unauthorized access to their personal and financial information. The study also identified a number of factors that can affect users' understanding of the security risks associated with EMV smart card payment systems, including age, educational level, and income level. The researchers suggest that educational campaigns should be developed to increase users' understanding of the security risks associated with EMV smart card payment systems.
[bookmark: _Toc132641412] Transaction Process (EMV protocol)

During the early days of bank card transactions, completing a transaction involved several steps. First, the customer would purchase goods from the merchant, and the merchant would call the bank for verification. If the card was not issued by the bank, the bank would then call the credit card company and look up the customer's name and credit balance. The process would then be reversed until the merchant received confirmation about the transaction.

However, with the introduction of magnetic stripe cards, the transaction process was greatly simplified. These cards store information such as an encrypted PIN, country code, currency units, and authorized amount using tiny iron-based magnetic particles in a plastic-like film. Despite their convenience, magnetic stripe cards are not very secure and have security issues. For example, merchants still need to verify the card, and in cases where transactions occur away from the terminal, such as in a restaurant, dishonest employees could take the card away and use a cheap machine to record the information on the card stripe. Additionally, even at the terminal, a thief could bend down in front of the customer and use a hidden reader to swipe the card, making illegal cloning of cards relatively easy and more common than before.

Due to the high cost of calling from Europe to the USA for transaction verification, an alternative verification method was needed. This led to the establishment of EMV by Europay, MasterCard, and Visa in 1993, which was later joined by Discover, JCB, UnionPay, and American Express to form EMVCo. The first EMV system was released in Europe in 1994.
The EMV card is classified as a smart card as it comprises of an integrated circuit that is embedded in accordance with ISO/IEC 7810 and ISO/IEC 7816 series of standards. The integrated circuit includes both memory and a general-purpose microcontroller. Java Card is often used as platform payment applications are then in the form of an applet.
The EMV protocol uses a chip and PIN system, where a small microprocessor chip is embedded in the card. When the card is used, the chip generates a unique code for each transaction, which makes it more difficult for fraudsters to clone the card or steal the card details.
[bookmark: _Hlk132640160]The EMV protocol also uses a more advanced encryption method compared to the older magnetic stripe cards. The data is encrypted using dynamic cryptograms, which are unique for each transaction and can't be used again. When a customer makes a purchase using an EMV card, the chip on the card communicates with the point of sale (POS) terminal to verify the card's authenticity. Here's how the transaction process works:
1. Card insertion: The customer inserts the card into the POS terminal, and the chip on the card communicates with the terminal.
2. Application selection: The terminal sends a request to the chip to identify the payment application (e.g., Visa, Mastercard, etc.) on the card.
3. Cardholder verification: The cardholder is prompted to enter their PIN on the terminal. The PIN is then encrypted by the chip and sent to the issuing bank for verification.
4. Transaction authorization: If the PIN is verified, the chip generates a unique cryptogram for the transaction. The cryptogram is sent to the terminal, which then sends it to the acquiring bank for authorization. The acquiring bank sends the cryptogram to the issuing bank for verification.
5. Transaction completion: If the transaction is authorized, the terminal prints a receipt for the customer to sign or prompts them to confirm the transaction. The customer then removes the card from the terminal.
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Figure 1:Steps for EMV Contact Transaction [9]
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Card authentication is a process used to verify the authenticity of a credit or debit card to prevent fraudulent transactions. There are several methods used for card authentication, including:
· Chip and PIN: A microchip embedded in the card stores information, and the user must enter a personal identification number (PIN) to complete the transaction.
· Magnetic stripe: A magnetic stripe on the back of the card contains information that can be read by a card reader. However, magnetic stripes are vulnerable to skimming, where thieves steal the information and use it for fraudulent purchases.
· Contactless payments: A card with a built-in radio frequency identification (RFID) chip can be waved or tapped over a card reader to complete a transaction. However, contactless payments may be vulnerable to "card clash" where multiple cards in close proximity can interfere with each other's signals.
Card Authentication Mechanisms (CAMs) The EMV standard defines three card authentication mechanisms: SDA, DDA, and CDA [7]:
· In SDA (Static Data Authentication) the card provides some digitally signed data (including e.g. the card number and expiry date) to the terminal to authenticate itself. This allows the terminal to check the authenticity of this data, since it knows the issuer's public key, but does not rule out cloning.
· DDA (Dynamic Data Authentication) cards can do asymmetric crypto  and have a public/private key pair. DDA then involves a challenge-response mechanism, where the card proves its authenticity by signing a challenge chosen by the terminal using a private asymmetric key. Unlike SDA, this does rule out cloning. After the authentication of the card, DDA does not tie the subsequent transaction to that card. In other words, the terminal cannot verify that the transaction was actually carried out by the card.
· CDA (Combined Data Authentication) repairs this deficiency of DDA. With CDA the card digitally signs all important transaction data, not only authenticating the card, but also authenticating the transaction. The data that is authenticated with SDA, referred to in the standard as Static Data to be Authenticated, is also authenticated with DDA or CDA. For these authentication methods a hash over the data is included in the certificate containing the public key of the card. In this sense DDA and CDA subsume SDA.
The data that is authenticated with SDA, referred to in the standard as Static Data to be Authenticated, is also authenticated with DDA or CDA. For these authentication methods a hash over the data is included in the certificate containing the public key of the card. In this sense DDA and CDA subsume SDA [7].
Overall, card authentication is an important aspect of credit and debit card usage, and choosing secure methods of card authentication can help prevent fraud and protect personal financial information.


[bookmark: _Toc132641414]Attacks on EMV chip and pin cards 
EMV chip and PIN cards use advanced security features to protect against fraud, but they are not entirely immune to attacks. Here are some of the different types of attacks on EMV chip and PIN cards:
1. Skimming: This is the most common attack on EMV chip and PIN cards. Skimming involves stealing card data by placing a device over the card reader, which captures the data from the card's magnetic stripe. In addition to physical skimming devices, thieves can also use technology such as Bluetooth to remotely collect credit card data from a skimming device without having to retrieve it physically. This type of skimming is known as "blue skimming" and can be carried out by an attacker in close proximity to the victim. Criminals can then use this data to create a clone of the card or make fraudulent purchases.
2. Shimming: Shimming is a newer type of attack that targets the EMV chip and PIN cards. Unlike skimming, which targets the magnetic stripe, shimming targets the chip itself. The attack involves the use of a small device that is inserted into the card reader or the ATM machine, which then intercepts the communication between the chip and the terminal. The device used for shimming is a thin, flexible circuit board that has been designed to fit inside the card reader. 
3. Card-not-present (CNP) fraud: This type of fraud occurs when a criminal uses stolen card data to make purchases online or over the phone, where the card is not physically present. CNP fraud is more common with EMV chip and PIN cards than with magnetic stripe cards, as the chip is more difficult to clone.
4. Malware attacks: Malware attacks involve installing malicious software on the payment terminal or ATM, which can intercept card data as it is entered or transmitted. This type of attack is more difficult to carry out, as it requires physical access to the payment terminal or ATM.
5. PIN interception: This type of attack involves intercepting the cardholder's PIN as it is entered into the payment terminal or ATM. Criminals can do this by installing a small camera near the keypad or by using a skimming device that also captures the PIN.
6. Relay attacks: Relay attacks involve intercepting the communication between the card and the payment terminal and relaying it to a second device, which can be located in a different location. This allows criminals to make fraudulent purchases without physically having the card or the PIN.
7. Man-in-the-Middle (MITM): Is a type of attack where an attacker intercepts the communication between two parties to steal or modify information. In the context of EMV chip and PIN cards, a MITM attack can occur when an attacker intercepts the communication between the card's chip and the payment terminal, and then alters the data in real-time. To carry out a MITM attack on an EMV chip and PIN card, the attacker needs to be in a position to intercept the communication between the card and the payment terminal. This can be done by placing a device between the card and the terminal or by hacking into the payment network. Once the attacker has intercepted the communication, they can modify the data in real-time to carry out a fraudulent transaction. For example, the attacker can modify the amount being charged or the authorization response code to make it appear that the transaction was approved.
To protect against these types of attacks, it is important for cardholders to monitor their accounts regularly and report any suspicious activity. Merchants and financial institutions should also implement security measures, such as regular software updates and employee training, to prevent attacks on payment terminals and ATMs. Additionally, it is important for consumers to be aware of their surroundings and to cover the keypad when entering their PIN to prevent PIN interception.
[bookmark: _Toc132641415]Man-in-the-Middle (MITM) using Simtrace2 device

SIMtrace2 is a hardware device that can be used for analyzing and debugging communication between a mobile phone's SIM card and the mobile network. It is designed for use by security researchers and professionals and is not intended for use in illegal activities.
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Osmocom SIMtrace 2 is a software, firmware and hardware system for passively tracing SIM-ME communication between the SIM card and the mobile phone, and remote SIM operation. While it was designed for SIM-ME communication, it supports all ISO 7816 smart-cards using the T=0 protocol (the most common case). [10]
which means it can be used in our experiment to intercept the communication between POS system and the card. 

To perform this experiment, we will need the following hardware and software:
· SIMtrace board: The main purpose of this board is to sniff the communication between a phone and a SIM card (or any card reader and smart-card) [10].which can be bought for €101.15 on the sysmocom workshop website.
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Figure 2: SIMtrace2 Hardware Kit
· a set of four flexible PCB SIM adapters for 2FF SIM card size, one in each orientation. Which can be bought for €45.00 on the sysmocom workshop website.
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Figure 3: SIMtrace microSIM (3FF) FPC Cable
· SIMtrace Smart Card FPC Cable (fake card) which can be bought for €21.42 on the sysmocom workshop website.
[image: Graphical user interface

Description automatically generated]
Figure 4: SIMtrace Smart Card FPC
· SIM card to FPC adapter(card reader) which can be bought for €23.80  on the sysmocom workshop website.
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Figure 5:  SIM card to FPC adapter


· Card payment machine.
· Laptop with linux operating system installed.
· Packet sniffing software (Wireshark)
· Debit or credit card or prepaid card (master or visa).

As previously mentioned, the EMV card falls under the category of smart cards as it includes an integrated circuit that is embedded in compliance with the ISO/IEC 7810 and ISO/IEC 7816 standards. This means that it utilizes the same protocol as a SIM card. Based on this, we can assume that the Simtrace2 device has the capability to intercept the communication between the card and the point of sale (POS). The objective is to intercept these communications and analyze them using the Wireshark packet sniffer to observe how they communicate. Once these packets have been intercepted, the aim is to make real-time modifications to them and send them back to the card payment machine.




[bookmark: _Toc132641416]Methodology
In the context of the proposed study "Exploring the Security of EMV Chip and PIN Cards using the SimTrace2 Device the primary research approach is quantitative, as the study aims to test the EMV protocol using a specialized device and collect numerical data on the security of Chip and PIN cards. However, some qualitative data may also be collected and analyzed to provide context, explanations, and insights into the security vulnerabilities and perceptions of cardholders. Therefore, both qualitative and quantitative methods can be useful in this study, depending on the specific research questions and goals.
The proposed methodology for the study "Exploring the Security of EMV Chip and PIN Cards using the SimTrace2 Device includes the following steps:
· Device Setup: Acquire and set up the SimTrace2 device, which is a hardware device designed for analyzing communication protocols in smart cards, such as the EMV protocol. The device can be connected to a smart card reader and used to intercept and analyze communication between the card and the reader.
· Experiment Design: Design experiments to test the security of EMV Chip and PIN cards using the SimTrace2 device. The experiments could include the following steps: 
· Preparation: Obtain a sample of EMV Chip and PIN cards for testing purposes. Obtain a card reader that is compatible with the SimTrace2 device.
· Data Collection: Insert the EMV Chip and PIN card into the card reader and initiate a transaction. Use the SimTrace2 device to intercept and record the data exchanged during the transaction, including the data transmitted between the card and the reader.
· Data Analysis: Analyze the data collected during the transaction to identify any potential vulnerabilities or weaknesses in the EMV protocol. This could include analyzing the data transmitted between the card and the reader to identify any patterns or anomalies in the data.
· PIN Verification: Test the security of the PIN verification process by attempting to intercept and manipulate the data transmitted during the PIN entry process. This could involve attempting to bypass or manipulate the PIN verification process to gain unauthorized access to the card.
· Interception and Manipulation: Attempt to intercept and manipulate the communication between the card and the reader by introducing various types of attacks, such as man-in-the-middle.
· Data Collection and Analysis: Collect data from the experiments and analyze it to identify any vulnerabilities or weaknesses in the EMV protocol. This could involve using data analysis tools and techniques to identify patterns and anomalies in the data, as well as conducting statistical tests to determine the significance of any findings.
· Reporting and Recommendations: Write a report summarizing the findings of the study, including any vulnerabilities or weaknesses identified in the EMV protocol, and provide recommendations for improving the security of EMV Chip and PIN cards. The report should also discuss the implications of the findings for the broader field of smart card security and potential avenues for future research.
	Task
	Start Date
	End Date
	Duration (days)

	Develop research questions
	01/03/2023
	03/03/2023
	3

	Review literature
	04/03/2023
	10/03/2023
	7

	Develop methodology
	11/03/2023
	17/03/2023
	7

	Obtain ethical approval
	18/04/2023
	24/04/2023
	7

	Collect data
	01/06/2023
	30/06/2023
	30

	Analyze data
	01/07/2023
	31/07/2023
	31

	Write up report
	01/08/2023
	31/08/2023
	31

	Finalize report
	01/09/2023
	10/09/2023
	10



[bookmark: _Toc132641417]Results 


As this is a proposed study (experimental study), since I haven’t done enough tests yet, we cannot provide actual results at this time. However, we can discuss the potential results that could be obtained from the study based on the proposed methodology and research questions.

1. Identification of security vulnerabilities: The study may identify specific security vulnerabilities in the EMV protocol used by Chip and PIN cards, such as weaknesses in encryption or authentication mechanisms, or vulnerabilities in specific types of cards or transactions.
2. Evaluation of security measures: The study may evaluate the effectiveness of the security measures currently in place to prevent and detect fraud or security breaches related to Chip and PIN cards, such as the use of PIN codes, card readers, biometrics, or encryption.
3. Assessment of cardholder perceptions: The study may assess the perceptions of cardholders regarding the security of Chip and PIN cards and identify potential areas of concern or confusion. For example, the study may find that some cardholders do not understand the EMV protocol, or the risks associated with using Chip and PIN cards, and that education and awareness campaigns are needed to improve their security practices.
4. Comparison with alternative payment methods: The study may compare the security of Chip and PIN cards with other payment methods, such as contactless cards, mobile payments, or online payments, and identify the strengths and weaknesses of each method from a security perspective.
5. Recommendations for improvement: Based on the findings of the study, recommendations may be made for improving the security of EMV Chip and PIN cards and for other organizations that use similar cards. For example, the study may recommend the use of additional security measures, the implementation of training and awareness programs for cardholders and staff, or the adoption of new technologies or standards.
Overall, a study exploring the security of EMV Chip and PIN cards could provide valuable insights into the strengths and weaknesses of this payment method and contribute to the development of best practices in the field of card security.
[bookmark: _Toc132641418]Evaluation
Strengths:
1. The proposed study addresses an important and timely topic, as the use of EMV Chip and PIN cards is widespread and there are increasing concerns about their security vulnerabilities.
2. The proposed study uses a rigorous research approach, combining experimental methods with statistical analysis to test the EMV protocol and collect numerical data on the security of Chip and PIN cards.
3. The proposed study is context-specific, focusing on the security of EMV Chip and PIN cards, which can provide valuable insights and recommendations for the university and other organizations.
4. The proposed study has practical implications, as the findings and recommendations can be used to improve the security of EMV Chip and PIN cards and to inform policy and decision-making in other organizations that use similar cards.
Limitations:
1. The proposed study may face some technical challenges, such as the availability of the SimTrace2 device, the compatibility with different types of Chip and PIN cards, and the complexity of the EMV protocol, which may require specialized expertise.
2. The proposed study may also face some ethical challenges, such as obtaining informed consent from the participants, ensuring confidentiality and anonymity of the data, and avoiding potential harm or risks to the participants or the university.
3. The proposed study may have some limitations in generalizability, as the findings and recommendations may only apply to the specific context and may not be applicable to other organizations or countries that use different types of Chip and PIN cards or have different security protocols.
Overall, the proposed study has strong potential to contribute to the understanding and improvement of the security of EMV Chip and PIN cards and beyond, as long as the technical and ethical challenges are carefully addressed and the limitations in generalizability are acknowledged.
.
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