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[bookmark: _Toc222529009]Introduction

This report documents the design and implementation of the NOSSLONDON2026 network. The topology connects two locations: Birmingham and London. Birmingham uses Windows Server 2022 as domain controller with IP 172.16.1.1/24, while London uses Debian Server with IP 172.16.2.1/24. A WAN link (10.0.0.0/30) connects both sites. 
The project covers IP addressing, subnetting, hypervisor selection, network services, and hands-on configuration using VirtualBox. Screenshots document each step, and reflections discuss challenges faced during deployment and testing.
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Figure 1: NOSSLONDON 2026 Topology
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[bookmark: _Toc222529011] Hypervisor Architectures

A hypervisor allows multiple operating systems to run on one physical server. 
Type 1 (bare‑metal) runs directly on hardware, offering high performance for production use—examples include VMware ESXi [1]. This architecture eliminates host OS overhead, providing near native speed and stronger security solution for virtual machines [1].
Type 2 (hosted) runs on top of a regular operating system, like Oracle VirtualBox, making it easier for testing but less efficient. Type 1 preferred for data‑centre reliability while Type 2 for development environments and personal computing. Each architecture balances performance against convenience depending on operational needs [1].
The drawbacks of Type 1 are complex setup and limited hardware support, while Type 2 suffers from high overhead that shows down performance [1].
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Figure 2: Type 1 & Type 2 Hypervisors with Industry Examples.
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Based on the enhanced network topology, a Type 1 hypervisor is most suitable for hosting birmingham.noss infrastructure [1]. The server must run multiple critical roles including domain controller (b-dc), DNS, DHCP, IIS, and RDS services. Type 1 hypervisors provide necessary performance for these concurrent workloads while maintaining service isolation [1].
Hardware requirements are substantial given domain controller and multiple server roles. Type 1 hypervisors allow optimal resource allocation, dedicating appropriate resources to each virtual machine. Scalability is essential because the domain controller must support new users and devices as the network grows [1].
Security advantages are particularly important for domain controller environments. Type 1 hypervisors reduce attack vectors by eliminating host OS layer, protecting Active Directory and DNS services [2]. Compatibility is excellent with both Windows Server 2022 domain services and Debian DHCP relay.
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The BIRMINGHAM.ACCA domain requires a Type 1 hypervisor to better security and support Active Directory and mixed clients [1]. Windows Server needs uninterrupted AD DS and DNS performance, which Type 1 delivers through direct hardware access. Mixed Windows/Debian clients benefit from native OS support and secure inter-VLAN routing. Security isolation is critical for domain traffic. With no host OS layer, Type 1 blocks attacks on DHCP, DNS, and login information sent between different sites [1].

[bookmark: _Toc222529014]Research on IP Addressing Task

NOSSLONDON2026 IP Address 

In the IT company NOSSLONDON2026, IP addressing enables data transmission between Birmingham and London offices. Birmingham devices use the 172.16.1.1/24 network while London devices use the 172.16.2.1/24 network. When a London client sends data to Birmingham, the data breaks into packets containing both IP addresses. 
The router with interfaces 10.0.0.1 (Birmingham) and 10.0.0.2 (London) examines destination IP addresses and forwards packets between these different networks. This enables seamless communication across locations. Switches within each office direct packets to specific devices using physical addresses. IP addressing also allows subnetting, which keeps Birmingham and London traffic separate and secure while enabling necessary communication between them [3].

IPv4 and IPv6 Addressing with Subnetting at NOSSLONDON2026

In the IT company NOSSLONDON2026, IPv4 addresses like 172.16.1.1 consist of four decimal numbers (0-255) separated by dots, totalling 32 bits. IPv6 addresses use eight hexadecimal groups separated by colons, providing more addresses for future growth [3].
Subnetting divides larger networks into smaller ones. The 172.16.0.0/16 network is subnetted into 172.16.1.0/24 for Birmingham and 172.16.2.0/24 for London. The /24 notation means the first 24 bits identify the network, leaving 8 bits for 254 devices per location [3].
Efficient utilization minimizes wasted addresses. The WAN link uses a /30 subnet (10.0.0.0/30), providing exactly two usable IP addresses (10.0.0.1 and 10.0.0.2) for router interfaces. DHCP servers automatically assign addresses from these ranges, preventing conflicts [3].

IP Diagrams and Examples

The below diagram (Figure 3) shows ip addressing concepts and its practical applications with two office networks 192.168.1.0 and 172.16.1.0 connected by a WAN link 10.0.0.0/30. PCs get unique IP addresses. Different subnet masks are used for LANs and WAN. This demonstrates real-world IP planning and efficient address use.
[image: ]
Figure 3: General IP Addressing Concepts Diagram
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Routing Protocols at NOSSLONDON2026

Purpose of Routing Protocols:
Routing protocols help routers share information and find the best paths for data to travel between networks [3]. In NOSSLONDON2026, they ensure Birmingham and London offices can communicate across the WAN link.
How Routing Protocols Work
Routers use protocols to build routing tables. These tables act like maps showing which direction to send data. When a packet arrives, the router checks its map and forwards the packet toward the correct destination [3].
Static vs Dynamic Routing
	Static Routing
	Dynamic Routing

	Admin adds routes manually [4].
	Routers share info automatically [4].

	Good for small, simple networks [4].
	Good for large networks [4].

	Easy to set up [4].
	More work to configure [4].

	Cannot fix itself if a link fails [4].
	Finds new paths automatically [4].


Table 1: Network Pathfinding: Static and Dynamic Approaches


[bookmark: _Toc222529016]Routing Choice for NOSSLONDON2026 Topology

Static Routing is the Best Fit for NOSSLONDON2026
The current topology has only two locations connected by a single WAN link (10.0.0.0/30). This simple setup makes static routing the ideal choice [4].
Why Static Routing Works Here:
The Windows Server (172.16.1.1) in Birmingham handles DHCP, DNS, and domain services. It needs a reliable path to reach London clients. With static routing, the admin adds one permanent route pointing to London. This never changes, ensuring domain services stay connected [4].
The Debian Server (172.16.2.1) in London acts as a DHCP relay. It forwards client requests to Birmingham. Static routing guarantees these DHCP messages always take the same path through 10.0.0.2 to 10.0.0.1. There is no risk of routing loops or delays [4].

Advantages for This Setup [4]:
· Stability: The network layout is fixed with no extra links.
· Security: No routing updates travel across the WAN link.
· Simplicity: Easy to set up and troubleshoot.
· Low bandwidth: No overhead from routing protocols.
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VPN (Virtual Private Network)

VPNs create secure, encrypted tunnels over public networks. They let remote staff access the company network safely from home or travel. Key features include encryption methods like IPSec and OpenVPN that stop outsiders from reading data. Best practices involve strong encryption, multi-factor authentication, and update VPN software frequently [5].

DHCP (Dynamic Host Configuration Protocol)

DHCP gives out IP addresses automatically to devices on the network. In NOSSLONDON2026, the Windows Server (172.16.1.1) runs DHCP for Birmingham clients. The Debian server in London forwards requests as a DHCP relay. Key features include IP pools, lease times, and gateway settings. Best practices include reserving fixed IPs for servers, turn on DHCP snooping and configure lease times accordingly [6].





Active Directory Domain Services (AD DS)

AD DS is Microsoft's system for managing users and computers. It holds all accounts and security rules in one place. In NOSSLONDON2026, AD DS runs on the Windows Server (172.16.1.1) as the domain controller. Key features include central login, group policies, and single sign-on. Best practices include giving users only needed access, using strong passwords, and backing up AD daily [7].

Certificate Authority (CA)

A CA issues digital certificates for safe communication. They are digital certificates like ID cards for computers. Certificates prove that devices and users are real. Key features include creating, renewing, and cancelling certificates. Best practices include keeping the main CA offline, using secure hardware for keys, and automating certificate updates [8].

[bookmark: _Toc222529018]Task 2: Report Technical Documentation
[bookmark: _Toc222529019]2.1 Hypervisor Choice for NOSSLONDON2026 Network Project
For the NOSSLONDON2026 network setup, a Type 1 hypervisor would be the best choice in real companies because it delivers near-native speed, better security, and handles multiple servers smoothly [2]. The Canadian Centre for Cyber Security also strongly recommends bare-mental hypervisors for organizational environments because they have fewer layers and allow more efficient hardware use compared to hosted hypervisors [9]. However, as a student, Type 1 hypervisors like ESXi are harder to install on personal computers and require dedicated hardware.
Therefore, this project will use VirtualBox (Type 2 hypervisor) instead. It is free, easy to install on Windows or Linux, and perfect for learning [10]. The Windows Server and Debian VMs will run on one laptop, allowing configuration of IP addresses (172.16.1.0/24 and 172.16.2.0/24), DHCP, and pinging between locations. While Type 2 has some slowdown, it is still good enough for practice and understanding how networks work.
The project requires building Birmingham (172.16.1.0/24) and London (172.16.2.0/24) networks with a WAN link (10.0.0.0/30). Type 1 handles virtual networking smoothly. After this project, more VMs can be added to practice VPNs or certificates. Type 1 scales easily as needs grow.
[bookmark: _Toc222529020]2.2 Download and Setup

2.1
The figure below displays four virtual machines running on the Oracle VirtualBox platform. The setup includes two server systems (Windows and Debian). By using this Type 2 hypervisor, all four operating systems can run at the same time on one physical computer while staying separate from each other.

[image: ]
Figure 4: Oracle VirtualBox Hosting 4 Debian and Windows VMs











The two pictures below illustrate the Windows Server 2022 and Windows 11 Client configurations in VirtualBox.
[image: ]
Figure 5: Windows Server and Client provisioned in VirtualBox
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Figure 6: Windows Server and Client CMD Configurations


The image below displays the Debian server and client terminal configurations within the VirtualBox environment.
[image: ]
Figure 7: Debian Server and Client Terminal Configurations














2.2 The Network Deployment

The figures 08-10 below show the Windows Server network configuration with three adapters from the VirtualBox itself NAT, Birmingham NOSS and LAN.
[image: ]
Figure 8: Windows Server Adapter 1
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Figure 9: Windows Server Adapter 2
[image: ]
Figure 10: Windows Server Adapter 3

The figure 11 below shows the Windows Client network configuration in VirtualBox. The client has a single internal network adapter attached to “Birmingham noss” which connects it to the Birmingham LAN where the Windows server 172.16.1.1 and other Birmingham devices reside.
[image: ]
Figure 11: Windows Client 1 Adapter Configuration

The screenshots below illustrate the deployment of the virtual network within Oracle VirtualBox. Each virtual machine has been assigned to a specific Internal Network, ensuring they are logically connected according to the provided topology before the operating systems are started.

Debian Adapters
The figure 12 below displays the Debian Client network settings. Only one wired adapter is visible, confirming the client is connected to London network (London noss) with a single interface.
[image: ]
Figure12: Debian Client - Single Adapter Confirmation
The three images below (figure 13-15) show the three network adapters configured in Debian Server.
[image: ]
Figure 13: Debian Server Adapter 1
[image: ]
Figure 14: Debian Server Adapter 2
[image: ]
Figure 15: Debian Server Adapter 3
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Windows IP Configuration:
Ipconfig in client
[image: ]
Figure16: Windows Client IP Configuration
The screenshot above (Figure 16) shows the IP configuration of the Windows Client. The client has been assigned IP address 172.16.1.10 on the Birmingham network.

[image: ]
Figure17: Command: ipconfig/all
The image above (figure 17) displays the Windows Client IP configuration. DHCP is disabled as the IP address 172.16.1.10 was set manually. This confirms the client is on the correct Birmingham network.
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Figure19: Ping Test from Windows Client
The figure 18 above shows the ping test from Windows Client 172.16.1.10 to Windows Server 172.16.1.1 . All four packets were received with 0% loss and TTL=128 , confirming successful connectivity on the Birmingham network.
Figure 19 below displays the ping test from Windows server 172.16.1.1 to Windows Client 172.16.1.10 . The successful replies with 0% loss confirm two-way communication on the Birmingham network.
[image: ]
Figure 19: Ping Test from Windows Server

[image: ]
Figure 20: Ping Test from Both Windows Server and Client.

Figure 21 below shows the Windows Firewall configuration on the client. The File and Printer sharing (Echo Request – ICMPv4-In) rule is enabled, allowing ICMP ping requests while keeping the firewall active for security.
[image: ]
Figure 21: Windows client Firewall ICMP Rule Configuration


The figure 22 below illustrates the Windows Firewall configuration on the server. The ICMP Echo Request rule is enabled for the Domain profile, allowing ping responses while maintaining firewall protection for other traffic.
[image: ]
Figure 22: Windows Server Firewall ICMP Rule Configuration
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Figure 23: Firewall ICMP Rules on Both Windows Server and Client

Windows Client Network Adapter Configuration
[image: ]
Figure 24: Windows client IP Adapter
The screenshot (Figure 24) above shows the Network connections path on the Windows Client. A single ethernet adapter is visible with IP address 172.16.1.10 configured. This confirms the client is connected to the Birmingham network 172.16.1.0/24 as required in the topology.












Windows Server Network Adapter Configuration:
[image: ]
Figure 25: Three Windows Server Adapters

The image (Figure 26) below displays the Birmingham first adapter configured with static IP 172.16.1.1/24. This adapter connects to the internal network “Birmingham noss”” and serves as the gateway for local clients.
[image: ]
Figure 26: Windows Server Adapter "birmingham noss"

The image (Figure 27) below shows the second adapter NAT. Since this adapter uses DHCP, the IPv4 settings show “Obtain an IP address automatically”. The 127.0.0.1 shown is the preferred DNS server pointing to itself.
[image: ]
Figure 27: Windows Server Second Adapter NAT

The screenshot (Figure 28) below illustrates the WAN link adapter connected to internet-wan for communication with London network.
[image: ]
Figure 28: Windows server -WAN link adapter 3

Debian IP Configuration

Debian Server:
The screenshot (Figure 30) below displays Debian Server IP Configuration with 3 interfaces: NAT (internet) , London LAN (172.16.2.1), and WAN link (10.0.0.2). 
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Figure 29: Debian Server IP Configuration ip a











Debian ping
[image: ]
Figure 30: This shows successful ping from Debian Server to Debian Client

Debian Client:
The image below (Figure 31) shows Debian Client with single interface connected to London network (172.16.2.10). 
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Figure 31: Debian Client IP Configuration

Debian Client Ping:
The image below (Figure 32) shows successful ping from Debian Client to Debian Server on the London network.
[image: ]
Figure 32: Debian Client Pinging -( Server pinging  in figure 35 below).













Debian Client Network Configuration
The screenshot (Figure 33) below shows the Debian Client network configuration. A single wired connection is configured with IPv4 manual address on the London network (London-noss) as required.
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Figure 33: Debian Client- Wired Settings ip a
The image (Figure 34) below displays the Debian Server network interfaces using the ip a command. Three interfaces are visible serving different purposes:
· enp0s3: Connected to NAT for internet access.
· enp0s8: Connected to London LAN for local clients.
· enp0s9: Connected to WAN link for Birmingham communication.
[image: ]
Figure 34: Debian Server - Network interfaces
[bookmark: _Toc222529022]Task 3: Reflecting on the NOSSLONDON2026

[bookmark: _Toc222529023]3.1 Technical Reflection on Network Deployment and Testing

During the deployment of the NOSSLONDON2026 network, several challenges were encountered. The first issue was IP address conflicts when both networks used overlapping ranges. This was fixed by clearly separating Birmingham (172.16.1.0/24) and London (172.16.2.0/24) subnets. Another challenge was firewall rules blocking ping requests. Windows firewall initially blocked ICMP traffic, preventing connectivity tests. This was resolved by enabling the "File and Printer Sharing (Echo Request)" inbound rule on both servers.
The WAN link (10.0.0.0/30) required careful setup to ensure packets travelled correctly between subnets. All devices were configured with static IP addresses as shown in the topology. Ping tests were performed between all machines to verify connectivity. These challenges taught valuable lessons about proper network planning and testing each layer separately before connecting everything together. The final network works with successful communication between Birmingham and London.


[bookmark: _Toc222529024]3.2 Personal Reflection

Setting up the NOSSLONDON2026 network taught me many practical skills. I enjoyed installing both Windows and Debian servers on VirtualBox and watching them come to life. The most satisfying moment was when my first ping successfully travelled from London to Birmingham across the WAN link.
I struggled most with firewall rules blocking my tests. It took time to understand why packets would not pass even with correct IP addresses. Learning to troubleshoot step by step helped me grow.
This project showed me that networking requires patience and careful planning. I now feel more confident configuring IP addresses, subnets, and understanding how networks connect.
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