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[bookmark: _Toc720524284]Introduction
In this report, I document the solution created for FinSecure Ltd. I am the IT Security Manager working at FinSecure, which is a medium sized financial services company. The company has recently encountered cyber-attacks and security risks such as phishing attacks and unauthorized access attempts upon the network. For this reason, the board at FinSecure has allowed for the development of a detailed security policy to mitigate any potential threats in the future. This report will outline the measures i took and plans i made in order to identify the threats and how to respond to them with countermeasures.
[bookmark: _Toc1398753428]Identifying Threats 
[bookmark: _Toc991094513]Internal Threats
An internal threat is a danger posed to an organisation that originates within the organisation[1]. This would include people such as internal employees and former employees. An article by “idwatchdog” states that 60% of data breaches are caused by insider threats, and the average insider threat costs an organization 11.5 million dollars [2]. As the IT Security manager for FinSecure, i have listed several internal threat factors that may apply to our company.
Internal Threats that could affect FinSecure:
[bookmark: _Toc296769712]Insider Attacks
This is an issue that presents itself when a trusted employee of an organization with authorization, goes rogue and intentionally and maliciously uses their authority to leaking private information and causing financial harm, or selling information to company competitors.
[bookmark: _Toc1272700080]BYOD 
BYOD (bring your own device) allows for employees to use their own devices for work [3]. Employees may not have the necessary security in their devices or encryption to hide sensitive company information and could end up getting hacked or having their devices stolen. Information leaks could also occur from clumsy employees.
[bookmark: _Toc632205220]Bad Security
Our employees may not have the basic training required to spot fake emails posing as companies or use complicated passwords to prevent easy access for malicious actors. The organization becomes vulnerable to hackers with social engineering skill that can coerce employees without cyber security knowledge into providing critical information.
[bookmark: _Toc1140281436]Human Mistakes
Human mistakes are a large cause of company breaches. It includes actions such as lapses in judgements by people and clicking on the wrong links or even sending important information to the wrong recipients.
[bookmark: _Toc1378011344]External Threats 
An external threat is a threat that originates from outside our organization [4]. This could come from individuals to organized groups trying to get unauthorized access into our network.
External Threats that may affect FinSecure:
[bookmark: _Toc1406702835]Ransomware
Ransomware is a type of malware which holds your device hostage when executed, by preventing any of the files from being accessed. This can occur when an employee unknowingly downloads a executable that came from outside the organization. The ransomware then encrypts the files and demands payment (usually cryptocurrency to keep transactions anonymous) in order to unlock the files. A timer is sometimes included to incentivize them to pay quicker.
[bookmark: _Toc807422332]Brute-Forcing
Brute forcing is a method of cyber attack which uses an automated program to rapidly guess/crack a password to gain access to a system. This method uses trial and error, and its important to have secure and diverse passwords for every employee, as using repeat passwords makes it much easier for malicious parties to gain access.
[bookmark: _Toc1858386769]Distributed Denial of Service (DDOS) attacks
A DDOS attack works by overwhelming servers with hundreds of requests and sending packets from multiple sources, and slowdowns/crashes servers from the sheer amount of traffic, making it inaccessible. This attack is often done using a botnet which is a network of computers that launch a coordinated attack.
[bookmark: _Toc348467456]Phishing
Phishing is a trick in which you would send fake emails to people in which contain fake links which send you to phony websites which may contain malware or ask you to enter your sensitive information which is forwarded to the scammer. These emails are usually imitations of real businesses such as banks or even posing as other departments in our organization.
[bookmark: _Toc265913587]Security Policies 
FinSecure has recently a series of unauthorized cyber-attacks, including phishing and unauthorized access attempts. This is why I'll be implementing numerous security policies as the IT Security Manager, to prevent further incidents. Doing so will mitigate the internal and external risks impact.
[bookmark: _Toc1343220435]Access Control Policy
The Access Control Policy will be utilized to limit any unauthorized access to sensitive company data. This can be used to make our data more secure and lessen the risk of potential attacks occurring. This would be done by authenticating each person by entering their username and password before being able to enter our network. This would keep the organization over all more secure. We would be using role-based access control (RBAC) to give and restrict access based on a user's role rather than their identity.
[bookmark: _Toc586509576]Password Policy
Password Policy would be useful to ensure that every user within FinSecure would use a strong password and not reuse passwords. This would be done by setting a minimum length for each password and to have a mix of special characters included. We would also have a password recycle every 2 months so that the passwords are constantly changing and old password leaks wont compromise the company's data.
[bookmark: _Toc574714016]Data Protection Policy
Data Protection/Privacy Policy is needed to encrypt sensitive information such as customer data to prevent it from being taken during a cyber attack. This would be in compliance with GDPR to protect data.
[bookmark: _Toc2066468456]Email Protection Policy
Email Protection Policy is important regarding the phishing attacks. The policy would introduce software that scans each incoming email for any malware to notify unsuspecting employees. Its also important to train the employees to spot and recognize any fake emails and block them immediately. Work email use needs to be strictly used for work purposes and no external services should be involved.
[bookmark: _Toc936441906]Mitigation
In order to mitigate and prevent the risk of cyber attacks occurring, i have several different ways in which we can prevent any internal and external threats from harming FinSecures infrastructure.
[bookmark: _Toc283978008]Security Training
Employees would need to go through basic cyber security training in which they experience tricks like social engineering and how you would identify it and stop it. Aswell as how to safely navigate in FinSecures system and safely browsing emails being aware of phishing attacks and not to fall victim. Learning how to make strong passwords and routinely changing it every few months is very important for the staff to learn. Its also essential to not click on suspicious links.
[bookmark: _Toc79166848]BYOD Device Encryption
All devices that will be brought into the company network will be required to have a certain level of encryption and protection such as firewalls and anti viruses. It will also help to wipe the data off any stolen devices so that data integrity is kept. We can use mobile device management tools to manage the overall security of mobile devices that are inside the network.
[bookmark: _Toc1666519986]Multi Factor Authentication
This is a method of security in which you must verify your identity 3 times in order to gain access to the network. It adds an additional layer of verification compared to 2FA. It significantly reduces the chances of a successful breach. We can use verification methods such as an app on an iPhone which uses face id, or has you enter a number on your computer monitor which you must enter.
[bookmark: _Toc2101908115]Incident Response Plan 
This incident response plan will outline FinSecures next actions in response to a cyber attack, along with a set of steps on how to deal with the threat, the detection of the threat and how to deal with the aftermath
Its necessary to first make sure that our staff are trained to understand what the threat is and how to deal with it as necessary. Staff should know how to report problems and how to utilize security software to scan for any threats. Roles need to be assigned to staff who in the case of an emergency, know what we have to do to in response. Any suspicious activities detected by security software, such as network detection and response (NDR), should immediately be forwarded to my IT team. Theres also SIEMs which can automatically alarm employees of any unauthorized access attempts or malware in the network. It logs information coming from several different sources across network our infrastructure.
Once the source of the problem has been identified, it needs to be contained. Before its fully contained, temporary measures will be taken, such as isolating parts of the network infrastructure to prevent the spread of any emails or malware. In the long term, you would want to focus on re-stabilising the network infrastructure. Along with making system patches whilst monitoring any changes. We may even completely restart the system in a contained environment to make sure that its completely safe. Once the issue has been removed and dealt with, the firewall will be updates and could include new rules relating to the incident. Finally, a report would be produced regarding all of the events that happened along with the resources that were affected. The actions took would also be written in detail.
[bookmark: _Toc1732787830]Staff Training 
Our staff training will educate employees about the many different types of cyber-attacks and threats we may experience at FinSecure. The training will educate them on how to identify and respond to threats. The main aim is to mitigate the effects of human error in cybersecurity. An article in 2024 states that 95% of data breaches are caused by human error[5]. This makes it crucial to give our employees the necessary training to secure our organization in the cyber world.
For new hires, mandatory training is needed to make sure they have the essential understanding and skills to have a fundamental grasp of our computer architecture and the new company security policies. Training will cover an array of different topics such as how to create a strong password and how to identify phishing attacks. Good digital habits would be insisted upon, such as getting a new password every 2 months to retain privacy.
Current employees will be retrained every 6 months along with online courses to remind them on how to respond to threats. The modules for the online courses will be different depending on the persons specific job in the company. It would also be helpful for staff if they were given examples on what exactly some of the threats look like. For example, running through some real life scenarios like malware compromising systems and phishing attempts to spot fake emails.
[bookmark: _Toc271853798]Conclusion 
To conclude, facing recent incidents which threatened the security of FinSecure, we needed to improve their company network infrastructure. I identified several ways in which the company is vulnerable to cyber-attacks and drafted ways in which it can target and respond to the threats using staff training and an incident response plan to deal with the aftermath of the incidents. They can maintain the company security by training their staff appropriately on how to identify possible threats, whilst also lowering the chances that human error compromise the company once again.
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Staff Training

Our staff training will educate employees about the many different types of cyber-attacks and threats we
may experience at FinSecure. The training will educate them on how to identify and respond to threats.
The main aim is to mitigate the effects of human error in cybersecurity. An article in 2024 states that 95%
of data breaches are caused by human error[5].

For new hires, mandatory training is needed to make sure they have the essential understanding and skills

to have a fundamental grasp of our computer architecture and the new company security policies. Training
will cover an array of different topics such as how to create a strong password and how to identify phishing
attacks.

Current employees will be retrained every 6 months along with online courses to remind them on how to

respond to threats. The modules for the online courses will be different depending on the persons specific
job in the company. It would also be helpful for staff if they were given examples on what exactly some of
the threats look like.
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Measures Taken

. .. . Multi Factor
Security Training BYOD Security Authentication
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Incident Response Plan

Its necessary to first make sure that our staff are trained to understand what the threat is and how to deal
with it as necessary. Staff should know how to report problems and how to utilize security software to scan
for any threats. Roles need to be assigned to staff who in the case of an emergency, know what we must do
in response.

Any suspicious activities detected by security software, such as network detection and response (NDR),
should immediately be forwarded to my IT team. Theres also SIEMs which can automatically alarm
employees of any unauthorized access attempts or malware in the network. It logs information coming
from several different sources across network our infrastructure.

Once the source of the problem has been identified, it needs to be contained. Before its fully contained,
temporary measures will be taken, such as isolating parts of the network infrastructure to prevent the
spread of any emails or malware. In the long term, you would want to focus on re-stabilising the network
infrastructure. Along with making system patches whilst monitoring any changes.

Once the issue has been removed and dealt with, the firewall will be updates and could include new rules
relating to the incident. Finally, a report would be produced regarding all of the events that happened
along with the resources that were affected. The actions took would also be written in detail. This will
overall increase staff awareness and help them response to future incidents better.
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Introduction

| am the IT Security Manager working at FinSecure, which is a medium sized financial services company.
The company has recently encountered cyber-attacks and security risks such as phishing attacks and
unauthorized access attempts upon the network.

For this reason, the board at FinSecure has allowed for the development of a detailed security policy to
mitigate any potential threats in the future.

This presentation will outline the security protocols that | have created as well as the incident response
plan to combat any incidents
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Security Policies

The Access Control Policy will be utilized to limit any unauthorized access to sensitive company data. This
can be used to make our data more secure and lessen the risk of potential attacks occurring. This would be
done by authenticating each person by entering their username and password before being able to enter
our network.

Password Policy would be useful to ensure that every user within FinSecure would use a strong password
and not reuse passwords. This would be done by setting a minimum length for each password and to have
a mix of special characters included.

Data Protection/Privacy Policy is needed to encrypt sensitive information such as customer data to prevent
it from being taken during a cyber attack. This would be in compliance with GDPR to protect data.

Email Protection Policy is important regarding the phishing attacks. The policy would introduce software
that scans each incoming email for any malware to notify unsuspecting employees. Its also important to
train the employees to spot and recognize any fake emails and block them immediately.
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Cyber Threats

Internal Threats

* Insider Attacks

“This is an issue that presents itself when a trusted employee of an
‘organization with authorization, goes rogue and intentionally and
maliciously uses their authority to leaking private information and
causing financial harm, or selling information to company competitors.

= BYOD

BYOD (bring your own device) allows for employees to use their own
devices for work [3]. Employees may not have the necessary security in
their devices or encryption to hide sensitive company information and
‘could end up getting hacked or having their devices stolen.

= Bad Security

Our employees may not have the basic training required to spot fake
‘emails posing as companies or use complicated passwords to prevent
‘easy access for malicious actors.

= Human Error

Human mistakes are a large cause of company breaches. It includes
actions such s lapses in judgements by people and clicking on the
‘wrong links or even sending important information to the wrong
recipients.

External Threats

* Ransomware

Ransomware is a type of malware which holds your device hostage when executed,
by preventing any of the files from being accessed. This can occur when an
employee unknowingly downloads a executable that came from outside the
organization. The ransomware then encrypts the files and demands payment
(usually cryptocurrency to keep transactions anonymous) in order to nlock the
files.

- Phishing

Phishing is a trick in which you would send fake emails to people in which contain
fake links which send you to phony websites which may contain malware or ask
you to enter your sensitive information which is forwarded to the scammer. These
emails are usually imitations of real businesses.

= Brute Forcing

Brute forcing is a method of cyber attack which uses an automated program to
rapidly guess/crack a password to gain access to a system. This method uses trial
and error, and its important to have secure and diverse passwords for every
employee, as using repeat passwords makes it much easier for malicious parties to
gain

= DDOS Attacks

A DDOS attack works by overwhelming servers with hundreds of requests and
sending packets from multiple sources, and slowdowns/crashes servers from the
sheer amount of traffic, making it inaccessible.
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Conclusion

To conclude, facing recent incidents which threatened the security of FinSecure, we
needed to improve their company network infrastructure. | identified several ways in
which the company is vulnerable to cyber-attacks and drafted ways in which it can target
and respond to the threats using staff training and an incident response plan to deal with
the aftermath of the incidents. They can maintain the company security by training their
staff appropriately on how to identify possible threats, whilst also lowering the chances
that human error compromise the company once again.
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