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[bookmark: _Toc216994940]EVALUATING A LOW‑COST HOME SOC LAB USING OPEN‑SOURCE SIEM TOOLS
A very broke‑but-serious security research proposal
[bookmark: _Toc216994941]1. INTRODUCTION
[bookmark: _Toc216994942]1.1 Context and Background
Detailed overview
In modern organisations, Security Operations Centers (SOCs) are like the CCTV control room for the whole IT environment. They collect logs, monitor alerts, and try to spot attackers before something very bad happens. At the heart of a SOC there is usually a Security Information and Event Management (SIEM) system. A SIEM collects logs from servers, firewalls, endpoints and applications, and then analyses them to detect suspicious behaviour.
Big companies often use commercial SIEM tools such as Splunk or IBM QRadar. These solutions are powerful, but there is one small problem: the price. Licensing and infrastructure costs can easily reach £15,000–£50,000 per year, which is completely unrealistic for students, small businesses, charities, or that one friend who runs a "startup" from his bedroom [1][2].
At the same time, web applications are under constant attack. SQL injection, brute‑force login attempts and directory traversal are still common, despite years of awareness campaigns. Reports show that web application attacks have increased significantly in the last few years, and attackers do not care whether the target is a large bank or a tiny online shop. Everyone is a target [3][4].
This creates a gap:
· The threats are growing.
· The tools to detect those threats are expensive.
· Smaller organisations and individual learners are left behind.
Luckily, there is some good news. Open‑source tools such as Wazuh 4.x and the Elastic Stack 8.x provide SIEM‑like capabilities for free (at least in terms of license cost). With a normal laptop and some patience, it is possible to build a small "home SOC lab" and experiment with log collection, detection rules, and alerting [5][6].
This proposal focuses exactly on that idea: building and testing a low‑cost SOC lab at home, using open‑source SIEM tools and consumer hardware, to see how well it can detect common web attacks.
Current developments
Recent work in the security field has focused mainly on enterprise SIEM deployments, large cloud environments, and machine learning‑based intrusion detection. Detection rates of 85–95% are commonly reported in controlled lab tests for signature‑based and anomaly‑based systems. However, these studies usually assume server‑grade hardware, high‑speed networks, and dedicated SOC teams [7][8].
On the other hand, there is growing interest in open‑source SIEM platforms such as Wazuh and Elastic Stack. These tools have improved a lot in recent versions, offering features like correlation rules, dashboards, and integration with endpoint agents. Several papers have evaluated Wazuh in small business environments, but there is still limited hands‑on, measurement‑based research on how these tools perform in a home‑lab scenario with modest hardware and a single analyst (a.k.a. the student doing everything) [5][9].
This project takes advantage of these developments and tries to answer a simple but important question:
"Can a normal laptop plus free software provide useful SOC‑style detection?"
[bookmark: _Toc216994943]1.2 Research Problem
Problem statement
The core problem can be stated as follows:
How can individuals and small organisations with limited budgets effectively detect and respond to common web application attacks using open‑source SIEM platforms in a home‑lab environment?
There are several sub‑problems inside this main question:
· Can a consumer laptop handle multiple virtual machines (attacker, target, SIEM) without falling apart?
· Can open‑source SIEM tools reliably detect attacks such as SQL injection, brute‑force logins and directory traversal?
· Are false positives manageable, or will the analyst drown in alerts after five minutes?
· Is the setup process realistic for a student or a small IT team, or does it require a full‑time engineer and three coffees per hour?
Current challenges
Existing research leaves some important gaps:
· Enterprise bias: Most SIEM research assumes enterprise budgets, enterprise hardware, and enterprise staff. That world is very different from a home‑lab or a small office with one IT person who is also "the website guy" [10].
· Limited open‑source evaluation: Open‑source SIEMs like Wazuh are discussed, but often without detailed metrics for detection accuracy and resource usage in small setups [5].
· False positives: High false positive rates are a known problem. In a large SOC you can have multiple analysts to triage alerts. In a home‑lab, there is usually just one person… who also has coursework and maybe a part‑time job [11].
· Practical guidance: There is a lack of clear, evidence‑based guidance for people who want to build low‑cost SOC labs for learning or for small‑scale protection [9].
This project aims to address these challenges by building a realistic home‑lab, running controlled attacks, and collecting quantitative metrics on detection effectiveness and feasibility.
[bookmark: _Toc216994944]1.3 Research Aim and Objectives
Aim
To evaluate the detection effectiveness and operational feasibility of a low‑cost home SOC lab built with open‑source SIEM tools (Wazuh and Elastic Stack) on consumer‑grade hardware, focusing on common web application attacks.
Objectives
To achieve this aim, the project has the following objectives:
1. Design and deploy a small virtual SOC environment on a normal laptop, including an attacker machine, a vulnerable web server, and a SIEM server [6].
2. Configure detection rules in Wazuh/Elastic for three attack types:
· SQL injection
· Brute‑force login attacks
· Directory traversal [12]
3. Generate controlled attacks against the target using tools such as SQLMap, Hydra and Gobuster, with a fixed number of attack instances for each type (e.g. 50 runs) [13].
4. Measure detection performance using metrics such as:
· True Positive Rate (TPR)
· False Positive Rate (FPR)
· Mean Time to Alert (MTTA) [7]
5. Monitor resource usage (CPU, RAM, disk) of the SIEM server and the host machine to see whether the system remains usable or turns into a very expensive heater.
6. Summarise the findings into practical recommendations for students and small organisations interested in low‑cost SOC setups [5].
7. Provide a repeatable methodology so that other learners or researchers can reproduce the lab [14].
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Importance of the research
This research is important for several reasons:
· Democratising security: Security monitoring should not be a luxury only big companies can afford. If open‑source tools and a normal laptop can offer reasonable detection, this gives hope to smaller organisations and individuals [15].
· Educational value: A home SOC lab is a powerful learning environment for cybersecurity students. It allows them to see how attacks look in logs and how alerts are generated in practice [14].
· Evidence‑based decisions: Instead of guessing whether Wazuh or similar tools "should be good enough", this project provides actual measured data [16].
· Bridging the gap: It connects academic concepts like SIEM, SOC, metrics and attack detection with a concrete, practical setup that real students and small IT teams can build [5].
Potential applications
The results of this project can be used by:
· Students and learners who want to build their own SOC labs for practice [14].
· Small businesses that cannot afford commercial SIEM products but still want basic monitoring [2].
· Educators who wish to design practical cybersecurity lab exercises [9].
· Researchers who want a baseline for comparing other open‑source tools or more advanced detection methods [6].

[bookmark: _Toc216994946]2. LITERATURE REVIEW
[bookmark: _Toc216994947]Introduction to the literature review
The literature review focuses on four main areas:
1. Enterprise SIEM systems and their typical performance.
2. Open‑source SIEM and monitoring tools.
3. Detection of common web application attacks.
4. Existing work on home labs and small‑scale SOC environments.
The goal is to identify what is already known, what is still unclear, and how this project can contribute something useful and realistic.
[bookmark: _Toc216994948]Enterprise SIEM and detection performance
Research on commercial SIEM tools such as Splunk and IBM QRadar shows high detection rates in well‑tuned environments, often between 85–95% for known attack patterns. Studies also highlight that good results depend on several factors, including quality and variety of log sources, well‑designed correlation rules, and skilled analysts to tune the system and investigate alerts [7][8].
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However, these studies are almost always conducted in enterprise networks with multiple servers, high log volume and professional SOC staff. They do not answer the question of what happens when all of this is scaled down to a single laptop with three virtual machines [10][17].
[bookmark: _Toc216994949]Open‑source SIEM platforms
Several papers have analysed open‑source security monitoring tools such as Ossec, Wazuh and Elastic Stack. The general conclusions are that open‑source SIEM tools can provide functionality similar to commercial platforms, especially for basic log collection and rule‑based detection. Performance and accuracy can be close to commercial tools for certain use cases, but configuration effort and tuning are often higher [5][18].
One study on Wazuh in small business contexts suggests that it can effectively detect common attacks, but also notes that false positives and configuration complexity are real challenges [5]. Another study points out that Elastic Stack is powerful but resource‑hungry, especially when storing and searching large amounts of data [6][19].
There is a lack of standardised benchmarks for open‑source SIEM performance in small environments. Most research either focuses on enterprise deployments or on individual tool features, rather than on practical performance in resource‑constrained home‑lab scenarios [9].
[bookmark: _Toc216994950]Detection of common web application attacks
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Web application security has been heavily studied, and SQL injection, brute‑force attacks and directory traversal all appear in the OWASP Top 10. Research shows [12]:
· SQL injection can often be detected by matching suspicious patterns in URLs or HTTP requests, such as ' OR 1=1--.
· Brute‑force logins can be identified by monitoring repeated failed login attempts from the same IP over a short time.
· Directory traversal relies on patterns like ../ used to escape from the web root directory.
Many IDS/IPS and SIEM rules already exist for these attack types. However, most evaluations of these rules are done in environments with more complex traffic. In a small lab, where traffic is simple and repetitive, detection behaviour can be different, and false positives may appear in unexpected ways [13][20].
[bookmark: _Toc216994951]Home labs and educational SOC environments
A smaller body of literature looks at home labs and educational cyber ranges. These studies generally support the idea that students learn better when they can build and break things in a safe environment. Some authors have proposed frameworks for small‑scale security labs using virtualisation and open‑source tools [14][21].
However, very few works provide detailed performance metrics for SIEM in these labs. Most focus on "how to set up" rather than "how well it actually detects attacks". This is the key gap that this project aims to fill [9].
[bookmark: _Toc216994952]Summary of gaps
From the literature, several gaps stand out in relation to security monitoring for small organisations and individual learners. Many studies describe the architecture and features of open‑source SIEM platforms, but they rarely provide quantitative benchmarks in realistic small‑scale or home‑lab deployments. Existing evaluations are often conducted in enterprise settings with powerful servers and dedicated security teams, which does not reflect the constraints faced by students, hobbyists or micro‑businesses running SIEM on consumer‑grade hardware. As a result, there is limited evidence on how well popular open‑source tools actually perform when deployed in a modest home SOC environment that uses typical broadband links, low‑cost routers and virtual machines.[1][2][3]
Another major gap is the lack of systematic analysis of false positive rates and resource usage under controlled but realistic workloads. Many publications report that tuning correlation rules and alert thresholds is challenging, yet they seldom quantify how often benign activities trigger alerts in a small network or how much CPU, memory and storage the SIEM stack consumes over time. Without such data, students and small organisations struggle to estimate whether a given SIEM platform can run reliably on a single workstation or small server, and they may either over‑provision hardware unnecessarily or abandon monitoring when performance becomes unacceptable. There is also little comparative research that tests multiple open‑source SIEM solutions side‑by‑side using the same attack scenarios and background traffic, which would allow meaningful conclusions about trade‑offs between detection capability and resource cost.[2][3][4]
A further weakness in the existing body of work is the shortage of practical, step‑by‑step guidance targeted at non‑enterprise users. Vendor documentation and community blogs often assume prior experience with Linux administration, log pipelines and correlation rule design, which can be a barrier for students and small organisations taking their first steps in building a SOC. Academic papers tend to focus on theoretical models, detection algorithms or high‑level architectures instead of providing concrete lab recipes, configuration examples and troubleshooting advice. Consequently, learners may find it difficult to reproduce published results or to translate them into a working home‑lab deployment that they can use for practice, teaching or small‑business monitoring.[5][6]
This research will address these gaps by designing and evaluating a realistic low‑cost home SOC lab that uses widely available open‑source SIEM tools, commodity hardware and freely accessible attack frameworks. The project will generate quantitative metrics such as event throughput, CPU and memory utilisation, storage growth, alert volume and false positive rates while replaying controlled attack traffic and benign background activity. By documenting the full setup—including hardware specifications, virtualisation layout, log sources, rule sets and tuning steps—the study will produce practical guidance that students and small organisations can follow to replicate or adapt the lab with minimal cost. The final outcome will be a set of evidence‑based recommendations on which SIEM components are most suitable for home‑lab environments, how to balance detection coverage against resource constraints and how to iteratively tune alerts to reduce noise without missing important security events.[3][4][2][5]

[bookmark: _Toc216994953]3. RESEARCH DESIGN AND METHODOLOGY
[bookmark: _Toc216994954]3.1 Research Design
The research uses an experimental design. This means a lab environment is created, specific attacks are launched, and the SIEM's behaviour is measured using clear metrics [22].
The overall approach is:
· Build a small SOC lab using virtual machines [6].
· Configure open‑source SIEM tools [5].
· Launch a fixed set of attacks [13].
· Collect logs and alerts [7].
· Analyse detection performance and resource usage [14].
This approach is suitable because it allows full control over the environment, repeatable tests, and direct comparison between expected and observed results [22].
[bookmark: _Toc216994955]3.2 Research Methods and Materials
3.2.1 Methods
Environment design
The lab will run on a single laptop with at least [6]:
· 16 GB RAM
· Quad‑core CPU
· 100 GB free disk space
On this laptop, three main virtual machines will be created:
1. Target VM [6]
· Ubuntu 22.04
· Apache web server
· DVWA (Damn Vulnerable Web Application)
2. Attacker VM [13]
· Kali Linux
· Tools: SQLMap, Hydra, Gobuster (and similar)
3. SIEM VM [5][6]
· Wazuh manager and agent
· Elastic Stack (Elasticsearch + Kibana)
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All VMs will be connected via an internal virtual network. No external systems will be touched (the goal is to detect attacks, not to accidentally DDoS the neighbour's Wi‑Fi).
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Attack scenarios
Three attack types will be tested [12][13]:
· SQL injection: Using SQLMap against DVWA's vulnerable inputs.
· Brute‑force attacks: Using Hydra to attack DVWA's login forms.
· Directory traversal: Using Gobuster or similar tools to discover hidden directories and files.
For each attack type, a fixed number of runs will be executed (for example, 50 attacks), so that detection rate can be measured as a percentage [7][22].
Data collection
During the experiments, the following data will be collected:
· SIEM alerts (type, severity, timestamp, rule ID) [7]
· System logs from the target server (Apache logs)
· Resource usage (CPU, RAM, disk) on the host and SIEM VM [5]
· Timestamps of when each attack was launched [14]
Evaluation metrics
The main metrics are [7][16]:
· True Positive Rate (TPR): (True Positives / Total Attacks) × 100 This shows how many attacks were correctly detected.
· False Positive Rate (FPR): Number of false alerts per hour during benign traffic and mixed traffic.
· Mean Time to Alert (MTTA): Average number of seconds between attack launch and SIEM alert.
· Resource utilisation: Average and peak CPU and RAM usage during attacks.
3.2.2 Materials
Hardware
· One consumer laptop (existing hardware, cost £0 for this project).
· Optional external drive if more storage is needed.
Software (all open‑source)
· VirtualBox or VMware Player (for virtualisation) [6].
· Ubuntu for target VM [6].
· Kali Linux for attacker VM [13].
· Wazuh 4.x and Elastic Stack 8.x for SIEM VM [5][6].
· DVWA for vulnerable web application [6].
· SQLMap, Hydra, Gobuster as attack tools [13].
· Wireshark (optional) for traffic capture.
· Spreadsheet software and simple scripts (e.g. Python) for analysing logs and calculating metrics.
Ethical considerations[image: A diagram of a network
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All activities will remain inside the local virtual network. No real users or external systems are involved. The project focuses on detection and learning, not on causing damage. This aligns with ethical hacking principles and legal requirements [23].

[bookmark: _Toc216994956]4. EXPECTED OUTCOMES
[bookmark: _Toc216994957]Anticipated results
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Based on the literature and informal lab experience, the following outcomes are expected:
· The SIEM should detect most of the SQL injection and brute‑force attacks, especially when using standard tools like SQLMap and Hydra [7][13].
· Directory traversal attacks may be slightly harder to detect perfectly, especially if they use unusual patterns [12].
· The true positive rate is expected to be reasonably high (for example, above 80% for well‑defined attacks) [7].
· False positives are likely, especially in the early stages before fine‑tuning. For example, some scans might be flagged as severe attacks even when they are just simple probes [11][16].
· Mean Time to Alert should be within a few seconds to perhaps half a minute, depending on system load [7].
· Resource usage on the laptop will increase significantly during attacks, but the system should remain usable if the VMs are sized carefully (for example, 4 GB RAM for SIEM, 2 GB for attacker and target) [5].
[bookmark: _Toc216994958]Implications
If the results show that a low‑cost lab can reasonably detect these attacks, it suggests that [16]:
· Students and small organisations can gain real security value from open‑source SIEM tools, not just theoretical knowledge [15].
· Educators can integrate this type of lab into teaching to give learners practical SOC experience [14].
· Small IT teams might consider using similar setups as a starting point for monitoring their own infrastructure [2].
If the results are poor (for example, very low detection or extremely high false positives), that is also an important finding. It would mean that relying on such a setup for real‑world security may be risky, and additional layers or tools would be needed [5].
[bookmark: _Toc216994959]Limitations
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Some clear limitations must be acknowledged:
· The lab is small‑scale. A single web server and one attacker do not represent the noise and complexity of a real corporate network [10][17].
· Only three attack types are tested. Real attackers may use more advanced techniques, evasion methods, or chained attacks [12].
· Results are specific to one hardware configuration and one SIEM stack (Wazuh + Elastic). Different hardware or tools may behave differently [5][6].
· The time frame is limited, so long‑term monitoring and large data volumes are not covered [9].

[bookmark: _Toc216994960]5. TIMELINE
A realistic project timeline (for example, over 9–10 weeks) might look like this:
	Phase
	Task
	Duration

	Phase 1
	Plan lab design, install virtualisation tools, prepare host
	1 week

	Phase 2
	Create VMs (attacker, target, SIEM), install OS and basic software
	1 week

	Phase 3
	Install DVWA, configure Wazuh agents, connect to Elastic, basic tests
	2 weeks

	Phase 4
	Design and execute attack scenarios (SQLi, brute‑force, traversal)
	3 weeks

	Phase 5
	Collect logs, calculate TPR, FPR, MTTA, resource usage
	1–2 weeks

	Phase 6
	Write up results, discuss implications and limitations
	1–2 weeks


This schedule can be adjusted slightly depending on other commitments (exams, part‑time work, life, etc.).

[bookmark: _Toc216994961]6. CONCLUSION
This proposal outlines a practical, low‑cost research project to test whether a home‑built SOC lab using open‑source tools can provide meaningful detection of common web application attacks. The work connects academic ideas with real‑world constraints: limited budget, limited hardware, and a single analyst who probably also needs to sleep.
By building the lab, launching controlled attacks, and measuring detection metrics and resource usage, the project aims to produce useful, realistic guidance for students, educators and small organisations. Even if the results are not perfect, they will provide a clearer picture of what is possible with open‑source SIEM on a normal laptop—and where the limits are.
If nothing else, the project should answer one important question:
"Can a laptop, some open‑source tools, and a determined student pretend to be a mini‑SOC?"
And if the answer is "yes, to some extent", that is already a win.
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(To be included as visual diagram showing VirtualBox VMs, network topology, and data flow)
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(To be included: Sample Wazuh rules for SQL injection, brute-force, and directory traversal detection)
[bookmark: _Toc216994966]Appendix C: Attack Execution Scripts
(To be included: Bash/Python scripts for executing controlled attack scenarios)
[bookmark: _Toc216994967]Appendix D: Metrics Collection Template
(To be included: Spreadsheet templates for recording TPR, FPR, MTTA, and resource utilization data)
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