Data Security, Governance and Compliance
Assessment Component 2
NatureGarden Under Threat: A Strategic Approach to Cybersecurity Governance

Abstract
NatureGarden (NG), a planetary leader in healthy living products, is experiencing security challenges in several areas. Security challenges are due to the following three issues: NG is subscription-based and cloud-based, it has a Bring Your Own Device (BYOD) security policy, and NG does not have a formal security policy. The scope of this report identifies and addresses these security challenges and reviews security frameworks, such as ISO 27001 and NIST Cybersecurity Framework, which can also be employed to offer a comprehensive security solution for NG. Based on the protection NG requires, this report proposes a flexible security solution with Unified threat management (UTM) firewalls, Network Access Control (NAC), and multi-factor authentication (MFA), on a 'phased' approach to implementation. 
In addition, a critique of security regulations relevant to NG encourages periodic updates to create regulations, to mitigate threats faced in cybersecurity, and engage with the relevant authorities (GDPR). Lastly, regardless of the level of adversity in cybercrime, the proposed approach will reduce the risk of NG losing its data, including its intellectual property, which ultimately meets the overall business goals making NG more secure. 
The proposed theoretical approach is based on scholarly and peer-reviewed sources and key concepts/terms in the university course materials, encryption and IDPS. This project relates to the learning outcomes of a systematic understanding of knowledge and how to use an understanding of knowledge to make a practical decision. 

Introduction
NatureGarden (NG) is a global leader in Healthy Living products and runs an almost wireless (95%) infrastructure in the cloud using providers such as AWS. NG has a massive online and social media presence and is heavily reliant on IT infrastructure to support its international employees and customers. Following the recent introduction of a Bring Your Own Device (BYOD), the organization accepts non-NG devices on the network, which exposes it to substantial risk of unauthorized access to the network and the leaking of sensitive information. 
Such sensitive information includes NGs Intellectual Property (IP), which is in the billions of dollars value and further at risk of cyber-attacks. Considerably, NG does not currently have a security policy to assess the risks associated with its cloud hosted environment, nor the BYOD policy. This exists as a significant vulnerability and therefore, large organisations would typically develop a robust program that encompasses data security, governance, and compliance respectively. 
The aim of this report is to help address the challenges experienced by NG in three ways: 
1. Security Framework Research - Examination of most of the more widespread frameworks (e.g., ISO 27001; NIST; ITIL; COOBIT) that could assist NG further develop its security program; including diagrams and tables for clarity. 
2. Security Approach Design - Recommended solution for NG's cloud environment, and wireless and BYOD access using all concepts from Lecture 8 (e.g., UTM firewalls; NAC; AES).
3. Critique of why regulations should be updated regularly - Critique of the appropriate updates NG should make to demonstrate compliance and remain secure.
This report concerning access controls, firewalls, intrusion detection and prevention systems (IDPS), and cryptography. The report has also taken into consideration the learning outcomes. These outcomes specifically express the ability to have systematic knowledge of and understanding of the principles of security and can utilize knowledge in an organizational environment.
The report draws on academic references from IEEE Xplore and ACM Digital Library to establish credibility. There are also different types of diagrams and tables to support the analysis. In creating the report there were some assumptions made. that; NG is using AWS; there is budget available to acquire state of the art security tools and devices could run a modern protocol. 

Literature Review
Security Frameworks and Models
In today's digital and distributed enterprise ecosystem, it is now mandatory to establish effective governance of information security. There are multiple frameworks to assist organizations, with ISO 27001, NIST CSF ITIL and COBIT demonstrating a structured approach and known application across a spectrum of industries.
ISO 27001 provides a well-recognized global standard for an Information Security Management System (ISMS) based on the Plan-Do-Check-Act (PDCA) cycle. The cyclical model offers a way to progress continuously while promoting alignment with business goals and objectives. The PDCA method provides a strategic rhythm within the ISO 27001 framework, where security controls are planned, implemented, effectiveness is measured, and findings are reviewed and acted upon for improvement [1]. This proactive model enables organizations to remain resilient against emerging threats, especially in cloud-based and mobile-first contexts.
One of the specific challenges ISO 27001 must respond to is BYOD (Bring Your Own Device). Increasingly, employers are incorporating personal devices into their business ecosystem and the complexity of risk vectors is compounded. BYOD security offers improvements to flexibility and productivity for many users; however, risk is associated with the loss of the employer's ability to manage the device, data leakage by employees, and compliance issues. ISO 27001 encourages consideration of risk in its asset management, access control and policy based on the business context to enable the security of BYOD. Organizations must also define scoping of the ISMS to establish risk boundary contexts, and employee responsibilities [2].
Like ISO 27001, the NIST Cybersecurity Framework (CSF) has a more functionally layered way of thinking about cyber risk management. It has five core functions (Identify, Protect, Detect, Respond, and Recover) that give you a lifecycle view of cybersecurity. It is not strictly prescriptive but flexible enough to be useful to organizations in aligning cybersecurity with holistic organizational risk approaches [3]. Recent readings of the CSF accentuate its modularity, as well as the consideration that it can be used by any industry or organization and can help organizations operating at different stages of maturity implement meaningful security controls [4], [5].
In the realm of service management, Information Technology Infrastructure Library (ITIL) has great practices that can be leveraged to align security. While ITIL is more operational, Security Management and Configuration Management are directly applicable to both protecting assets and managing integrity of IT services. ITIL Security Management becomes a component alongside ISO 27001 and integrates security into the routine day to day operations and change management [6]. Configuration Management, and in particular Service Asset and Configuration Management (SACM), uses the Information Architecture to maintain visibility and control over IT infrastructure, and therefore reduce any blind spots that would allow an adversary to attack [7], [8].
At the same time, COBIT (Control Objectives for Information and Related Technologies) is a governance-focused framework that is intended to align corporate objectives with IT operations. COBIT has three governance-oriented objectives: alignment with stakeholder needs; delivery of value; and optimization of risk. COBIT can also be considered more of an overarching governance framework as opposed to a strictly operational framework (like ISO or ITIL), thus making it a useful strategy for C-level governance and audit compliance [9], [10]. 
There are unique benefits for each of the frameworks - ISO 27001, NIST CSF, ITIL, and COBIT - and where they complement one another, you can build a hybrid or layered security model, that helps you improve both the technical and managerial layers of cybersecurity governance.
Table 1: Comparison of Security Frameworks
	Framework
	Scope
	Strengths
	Applicability to NG

	ISO 27001
	ISMS, risk management
	Comprehensive policy framework
	Policy for BYOD, cloud security

	NIST
	Cybersecurity
	Flexible, risk-based
	Wireless network, threat detection

	ITIL
	IT service management
	Aligns IT with business
	Cloud service security

	COBIT
	IT governance
	Strategic alignment
	Global compliance


Diagram 1: ISO 27001 ISMS Process Flow
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· Description: A flowchart illustrating the PDCA cycle of ISO 27001, tailored to NG.
· Components:
· Plan: Assess risks (e.g., BYOD vulnerabilities, cloud misconfigurations).
· Do: Implement controls (e.g., MFA, UTM firewalls).
· Check: Audit compliance using IDPS and logs.
· Act: Update policies based on new threats (e.g., ransomware).
· Purpose: Shows how ISO 27001 structures NG’s security policy development.
Key Concepts of NG’s Security
• Access Controls: The IAAA model (Identification, Authentication, Authorization, Accountability) is key in supporting cloud and BYOD. Access control is strengthened by multi-factor authentication (password + biometric [fingerprint]), and records biometric evaluation based on false reject rate, false accept rate, and crossover error rate and shows biometric data can be done for authentication access for NG staff. 
• Firewalls: Unified Threat Management (UTM) devices with deep packet inspection (DPI) are used to secure cloud and wireless traffic. Separate screened-subnet architectures and DMZs are important in protecting public-facing services. 
• Encryption: Symmetric (AES-256) and asymmetrical encryption (RSA, IPSec) used to encrypt data at rest and in transit. PKI (Public Key Infrastructure) can be used to authenticate the data with digital certificates. 
• IDPS: Network and anomaly-based intrusion detection & prevention systems (IDPS) including wireless and cloud IDPS can compare the traffic to the baseline of the network as NG's organization is dynamic in operation. 
• Wireless Security: Since NG's wireless network is 95%-cloud and a very BYOD-heavy organization, I would choose WPA2 firewall technology over WEP firewalls along with MAC address filtering. 
• Logging: SEIM systems allow NG to have logs of security event information management (SEIM) in one location to monitor NG environment in real time. 
Scholarly Literature
Recent literature supports the relevance of these frameworks. Alotaibi et al. (2019) in IEEE Xplore identify ISO 27001 as effective in BYOD scenarios, while Chen at al. (2021) in ACM Digital Library highlight NIST's flexibility for cloud security. Both materials highlight the various elements in NG's complex infrastructure that require an integrated framework. In addition, literature also highlights concerns including user acceptance of MFA (Smith, 2020) which NG needs to identify through training.

Proposed Security Approach
Overview
NG's security plan addresses the cloud-based, wireless-heavy network environment, the BYOD policy on devices, and the protection of Intellectual Property. It uses concepts (e.g. UTM firewalls, NAC, AES encryption) and wraps them in a screened-subnet networking architecture based on ISO 27001 and NIST.
Assumptions
• NG is using AWS which have the foundational security built in (e.g. VPC, encryption).
• NG's budget has enough to support UTM devices, NAC and training staff.
• Devices have WPA2, MFA and recent operating system support.
• NG’s employees and customers access sensitive data (e.g. customer records and intellectual property design).
Security Controls
1. Network Security:
o	Screened-Subnet Architecture: A UTM firewall is installed in a DMZ to secure public-facing services (e.g. NG's online store), and the second firewall protects the internal network. It follows the concept of layers of security to prevent exposing many vulnerabilities.
o	Wireless Protection: WPA2 encryption should be adopted as well as MAC address filtering on wireless access points (WAPs) to secure and protect the 95% wireless network. Lecture 8 recognized WEP as insecure, hence WPA2 is critical.
o	Network Address Translation (NAT): NAT is often used to map external IPs to internal private addresses (e.g. 192.168.x.x) to enhance security.
2.	Access Control:
o	Network Access Control (NAC): Require proof of compliance (e.g., up to date antivirus/malware, patched operating system) before allowing the device access to the Network. If NAC verifies a device matches NG’s compliance standards, before it is allowed to connect, then it supports NG’s BYOD Policy. When a mobile device connects to a public device, NAC will ensure that only secure devices are able to connect. 
o	Multi-Factor Authentication (MFA): require passwords (10+ characters with mixed characters) and biometrics (staff fingerprints; facial recognition for high security areas). How MFA can reduce the risk of unauthorized access.
o	Accountability: Use SEIM to log access attempts, audit ability. 
3.	Data Protection:
o	Encryption: Use AES-256 for data at rest, database creation for customers, and IPSec for VPN connections to secure remote access. Anderson noted that AES is one of more effective, efficiency for databases that store large datasets.
o	Public Key Infrastructure (PKI): Issuing digital certificates to validate the authenticity of data is important for protecting NG’s Intellectual Property (e.g., product designs).
o	Digital Signatures: Ensure that digital transactions cannot be repudiated.
4.	Threat Detection and Response:
o	IDPS: Use a network-based, anomaly-based IDPS to monitor wireless and cloud traffic. An anomaly-based system identifies new threats by comparing traffic to a baseline (e.g., Normal).
o	SEIM: Managing and centralizing logs from WAPs, Servers, and Firewalls will allow for analysis in real-time and steepen the response time when an incident takes place.
Table 2: Proposed Security Controls
	Control
	Purpose
	Technology
	NG Application

	UTM Firewall
	Secure cloud traffic
	DPI, SPI
	Protect online store in DMZ

	WPA2
	Protect wireless network
	Encryption
	Secure 95% wireless network

	NAC
	Manage BYOD access
	Device compliance
	Authenticate staff/customer devices

	MFA
	Secure authentication
	Password + biometric
	Staff access to sensitive data

	AES-256
	Protect data
	Symmetric encryption
	Secure customer/IP data storage

	IPSec
	Secure VPN
	Hybrid encryption
	Remote access for staff

	IDPS
	Detect threats
	Anomaly-based
	Monitor wireless/cloud traffic

	SEIM
	Monitor logs
	Log analysis
	Real-time incident detection



Diagram 2: Network Architecture
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· Description: A network diagram illustrating NG’s security infrastructure.
· Components:
· Internet: Represented as a cloud, external threat source.
· External User: User who access the database.
· DMZ: Hosts web servers and online store behind a UTM firewall with DPI.
· Firewall: Protects internal network (e.g., data servers, employee devices).
· Internal User: Includes BYOD devices, NAC server, and data servers.
· IDPS: Monitors traffic between DMZ and internal network.
· LAN Interface: Connect devices to database.
· Purpose: Shows how layered security protects NG’s infrastructure.

Critique of Regulation Updates
Regular updates to regulations and standards are essential for NG's security and compliance for the following reasons:
•	Evolving Cyber Threats: IDPS systems typically rely on knowledge of specific attack patterns. Newer, updated security standards such as NIST 800-53 are needed to address new forms of attacks, such as ransomware attacks and zero-day attacks. The 2023 WannaCry ransomware attack, which targeted thousands of outdated systems for malicious gain, shows a need for modern standards (Chen et al., 2021).
•	Legal Compliance: NG's clients exist in a global business marketplace. Additionally, NG's European clients are governed by the EU's GDPR and US clients via CCPA. NIST's GDPR and CCPA regularly updates to help strengthen and govern how to protect against privacy concerns (EC, 2020). Not complying with various metrics tied to these and other laws impacts NG's bottom line through fines, such as the ability to hit the €20M cap for GDPR violations. Even worse for NG is that these fines can have serious social and brand impacts. Regularly updating policies and procedures simply keeps NG compliant and at a lower risk.
•	Technological Advances: Lecture 8 warned of risks posed by newer technologies like IoT and cloud services. IoT devices, such as those NG may soon offer (i.e., health smart products), can be compromised if not properly secured. New standards like ISO 27001 are therefore needed as new risks develop and technological advances keep evolving (Alotaibi et al., 2019). As a case-in-point, in 2022 a collection of IoT devices were exploited into a botnet over the internet, and the attackers used them to launch DDoS attacks against private and governmental organizations. Regardless of evolving privacy concerns related to past and current regulations, the more modern risks are not associated with existing regulations and standards.
•	Business Continuity: Business continuity depends on avoiding penalties associated with updated standards. NG needs to continue executing on client work and managing those customer relationships and trust on the internet. Regularly updating policies and procedures with all other components of NI is in accordance with ISO 27001 policies regarding the PDCA cycle illustrating that this step is as pivotal as those already mentioned.
Case Study: The move from WEP to WPA2 highlights the dangers of using outdated standards. WEP’s weaknesses made it easy for anyone to breach a network and WPA2 helps combat new and current threats. NG’s 95 percent wireless network needs to be strong and secure and the setup of WPA2 will maintain that integrity. The same can be seen with the introduction of GDPR in 2018, which has forced companies such as NG to implement stronger data protections that have reduced the risk of a breach in the first place.
Implications for NG: By constantly updating their policies, NG can ensure that they are in line with global laws, for example, GDPR protecting customer data, PCI-DSS on online payments, etc. Regularly updating will also allow NG to use technology safely to increase their bottom line. New technologies such as blockchain provide strong security on distributed ledgers, NG can utilize these technologies without serious concern. Not updating presents a serious risk of a breach, as shown in the 2017 Equifax breach, that occurred due in part to outdated software resulting in a huge leak of consumer information.

Conclusion
NG's proposed security model incorporates ISO 27001 and NIST frameworks to address the security challenges associated with cloud, wireless, and BYOD. NG's solution, a screened-subnet architecture with UTM firewalls, NAC, MFA, and AES-256 encryption, offers a strong level of protection for its data and intellectual property. The diagrams (1-3 ISO 27001 PDCA cycle, network architecture diagram, and NAC flow chart) are included to clarify the proposed solution and demonstrate practical application of the lesson's concepts from lecture 8. NG's approach aligns with the company's global operations, the regulatory environment, and availability of movement within the organization to accommodate future scalability. 
A key component of the regulation is to stay current with regular updates of the regulation in order to adjust to any new risks or threats (i.e. ransomware), and to remain compliant with the regulation to avoid possible fines and reputational loss. For NG, to implement these controls would ensure protection of the network, stakeholder premium value and operational/technical security enhancements for customers and avoid loss of a billion-dollar investment in technology/L&D (i.e. NG intellectual property). Next steps would include on-going staff security awareness training and reviewing existing policies regularly as part of a continuous cycle of improvement.
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