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1. Introduction
On top of various hardware and software requirements in present day living, be that at the civilian level, hobbyist, business, government or higher, the needs for cybersecurity are only increasing. Whether for the safeguarding of digital assets or personal data, each must be closely guarded at all levels against potential risks, especially in recognising weaknesses and establishing protective measures.
2. The NIST Cybersecurity Framework
To do so, one of the universal standards adopted by the public for cybersecurity is the NIST Cybersecurity Framework, which exists as a “multi-year collaborative effort across industry, academia and government in the United States and around the world,” providing guidance to various organisations to manage cybersecurity risks, with a particular focus towards organisations involved in critical infrastructure [1]. In essence, it describes the ideal outcomes to managing cybersecurity risks, built on three main tenets:
· Core
· Describes these ideal outcomes, while also providing organisations with the information needed to address their individual circumstances, be it risks, technologies, or mission considerations.
· Organisational Profiles
· Builds on the CSF Core information, describing an organisation’s current and target cybersecurity development outcomes.
· Tiers
· Describes the level (or tier) of sophistication of an organisation’s cybersecurity, while also providing context for how an organisation views cybersecurity risks and the processes in place to manage them. These range from 4 ascending tiers; Partial, Risk-Informed, Repeatable, and Adaptive, with each describing a progression from “informal, ad hoc responses to approaches that are agile, risk-informed and continuously improving” [1].
The core of the framework is arranged in a hierarchy following functions, categories, and subcategories. The functions denote vital parts of cybersecurity in an organisation, listed and summarised as:
· Identify
· The act of identifying potential cybersecurity risks to an organisation’s assets
· Protect
· The act of protecting an organisation against these risks by developing and implementing a series of safeguards
· Detect
· The act of detecting irregular activity within an organisation to determine if a breach has occurred
· Respond
· The act of responding to any detected breaches, containing and minimising their impact
· Recover
· The act of recovering from a breach by restoring any undermined assets
Which can then be split into categories, which relate to outcomes that describe the function. For example, the “Identify” function relates to understanding an organisation’s current cybersecurity risks. This could be split into individual categories such as hardware, software, data, services, people, and so on. From there, the subcategories further divide the individual categories into specific outcomes of technical and management activities. Knowing all this, if an organisation wanted to work on its “identify” function, it may seek to reduce the risks to its people, which could specifically be accomplished with additional onboarding training, IT seminars, or more stringent policymaking.
[image: ][1]
These functions can also be visualised in a wheel format, as each function relates to one another, and should be worked on or improved concurrently. Reflecting this, the diagram below shows the “Govern” function, which defines the act of governing, establishing, communicating and monitoring an organisation’s cybersecurity risk management strategies, expectations and policies [1]:
[image: ][1]
Note however, the NIST Cybersecurity Framework only describes the ideal outcomes for an organisation – it does not provide the methodology on how these may be achieved. Thus, while it can provide guidance based on pre-existing standards and practices, it is best understood in terms of the McCumber Cube – which describes cybersecurity as a three-dimensional array made up of critical information characteristics, information states, and security measures [2]. More specifically, it describes the relationships between:
· The tracking of information as it moves through states of transmission, storage, and processing
· The charting of information security attributes of confidentiality, integrity and availability
· The judgement of information security risks of technology, procedures and human interventions, outlining the skills and disciplines used to protect data [3]
[image: ] [4]
Focusing on the security principles – the foundational dimension – if an organisation’s data is not confidential for example, then data cannot be protected in each of its possible states (transmission, storage and processing), and may require improved countermeasures (e.g. improved technology, more strict policies and practices, improved training and education of relevant people). In brief, if an organisation seeks to improve their information security principles, they should improve their other two dimensions. Thus, when implementing the NIST Cybersecurity Framework, an organisation follows a seven-step process to create an organisational profile:
1) Determine objectives, requirements, and scope
2) Identify assets and risk
3) Create a current profile
4) Conduct a risk assessment
5) Create a target profile
6) Perform a gap analysis
7) Implement the action plan [5]
[image: ][1]
The NIST website also provides templates for organisations to create a current and target profile:
[image: ][6]
Once an organisation has completed their current and target profiles, they can self-diagnose into a specific tier. These tiers are not necessarily correlated with implementation success, but rather describe the state to which implementation is achieved [7]. For example, an organisation may only have functions that satisfy tier 1, or “partial”. While this means an organisation recognises there are several potential flaws or vulnerabilities with their approaches, they could nevertheless be implemented well. And, depending on the organisation, this may be all that is necessary. Vice-versa, a more critical organisation, such as an online banking service like PayPal, should aim to be at a higher tier, ideally 3 or 4 (repeatable and adaptive respectfully). 
Conversely, the given example has improved its standards in authentication by partnering with Samsung in 2014, using FIDO (Fast Identity Online) specifications to authenticate payments with a swipe wherever PayPal is accepted [8].
3. Reconnaissance
When performing a cyber-attack, modern strategies follow an identified “cyber kill chain,” or lifecycle, beginning with reconnaissance. When initially targeting a network, an attacker researches, identifies and targets specific areas, harvesting things like email addresses and conference information [9]. To do this, an attacker may make use of tools such as Nmap or Wireshark.
[image: ][10]
The first tool, Nmap (“Network Mapper”), is a port scanner – a type of specialised software that determines which ports on a network are open (i.e. could be sending or receiving data) [11]. Using raw IP packets, Nmap can determine what hosts are available on a network, what services they are offering (such as application names and versions), what operating systems and versions they are operating, what types of firewalls are in use, and more [12]. As this was designed to quickly scan large-scale networks, an attacker may use this for reconnaissance, locating “interesting ports,” such as open ports on a network that they may then later exploit [13].
For example, Nmap could be used to locate a vulnerable SSH server with an open port, and exploit it using something like the 2001 “SSH1 CRC32” exploit, which allowed attackers to effectively overwrite arbitrary portions of memory [14]. 
The second tool, Wireshark (formerly Ethereal) is a network analyser, able to monitor and capture raw data packets sent over a network [10]. Wireshark itself however is multipurpose, able to capture live packet data from a network, display detailed protocol information, save captured packet data, filter packets on different criteria, and more [15]. During reconnaissance, an attacker may use Wireshark (in conjunction with other capture programs, including Nmap) to sweep a network for all active IP connections, checking for activity, scanning for ICMP (Internet Control Message Protocol) packets [16]. This could then be further refined to locate individual devices by their MAC addresses, scanning for ARP (Address Resolution Protocol) packets [17], as shown below:
[image: ]
4. Cyber Attacks and Mitigation Strategies
Malware in cybersecurity terms refers to any malicious software used by an attacker, usually in reference to programs like viruses, trojans, worms, spyware, ransomware, and so on [18].
4.1. WannaCry and TeleRAT
WannaCry is an example of ransomware; malware that locks a device or encrypts files on an infected endpoint with an encryption key that the attacker possesses. Using this as leverage, an attacker can then hold a user’s system or files hostage until a ransom is paid – usually in cryptocurrency [19]. In 2017, WannaCry infected over “230,000 vulnerable Windows computers in more than 150 countries worldwide” [18], spreading using a worm component (i.e. spreading and propagating over a network [20]), affecting organisations like the NHS, German railways, FedEx, Russian ministry, railways, banks, phone operators, and more [21]. Once an end device is infected, WannaCry encrypted files using an AES-128 algorithm, generating a 16-byte symmetric AES key, which is then further encrypted with a public RSA key [22]. Newer versions of WannaCry used a more intricate RSA-2048-bit encryption – an asymmetric encryption method generating both a private and public key [23]. An infected user is then presented with a ransom screen, demanding $300 in bitcoin, to be paid in 3 days. If a user does not pay after the given time, the ransom doubles, and if this is not paid within 7 days, encrypted files are deleted [21].
[image: ][24]
The spread of WannaCry was eventually halted by Marcus Hutchins, who identified a long domain name in the malware’s code; the domain was quickly registered, acting as a kill switch [25]. Later, on March 14, 2017, Microsoft released a critical patch to Windows computers, patching the EternalBlue exploit the program was using [26].
The TeleRAT family of malware is an example of a trojan; malware disguised as seemingly harmless software that provides an attacker with full control and elevated privileges over an infected endpoint [19]. TeleRAT specifically target’s Telegram (phone software) Bots, abusing their API, allowing command and control, while also enabling an attacker to extract user data, such as contact information, list of google accounts registered on the infected phone, SMS history, pictures taken, and much more [27]. Being a trojan, TeleRAT is usually propagated through the installation of apps from unknown or unverified download sites, but can also be transmitted through the exploitation of device vulnerabilities, and henceforth be downloaded by other malware [28].
Both WannaCry and TeleRAT were mitigated through the patching of exploits in software. However, WannaCry spread using worm components, sending messages to an SMBv1 server, exploiting TCP ports 139 and 445 of unpatched Windows systems, allowing the malware to install the “DoublePulsar” backdoor to execute code on the compromised systems [22]. While this exploit was patched by Microsoft as previously mentioned, users could also mitigate infection risk by using more advanced and up-to-date firewalls, such as a Stateful Inspection Firewall, which allows or blocks incoming network traffic based on state, protocol, and notably, ports [29].  As for TeleRAT, this depends more on the user – downloading apps only from trusted and approved sources, like a dedicated app store, and being informed of trojan infection techniques like phishing.
4.2. Whaling and Pharming
Whaling refers to a specific type of spear phishing that targets senior executives or other high-profile targets within an organisation, usually appearing in the guise of legalese, customer complaints, a subpoena, and so on [30]. Spear phishing itself refers to the act of targeted phishing, synthesising material that may seem credible to a user based on information gathered by an attacker through various reconnaissance methods. An attacker may, for example, fake an email from an organisation or individual a user interacts with often – notably, according to a 2018 Symantec report, spear phishing emails were the most popular transmission vector, making up 71% of attacks [31]. These emails will usually contain fake URLs or malicious attachments.
Pharming is an attack method like phishing that redirects a legitimate website’s traffic to a fake site, either by modifying an endpoint’s local host files, or by compromising an organisation’s DNS server [30]. An attacker does not always need to modify these however – they may simply create a fake copy of a given website, attempting to redirect users to this lookalike to harvest things like user data – usernames and passwords, banking information, and more [32].
Both attack vectors use similar tactics, exploiting a user’s carelessness via fake emails in the case of phishing (and by extension whaling), and fake websites in the case of pharming. Thus, the onus of mitigation again falls on the user; common advice includes checking a link’s URL spelling, checking a URL for the presence of https (Hyper Text Transfer Protocol Secure), and close examination of a webpage for unusual or foreign design elements or incorporations [32].
5. Secure Network Topology Example
Below is a rough sketch of a network topology that incorporates two main design principles to achieve high availability – the elimination of single points of failure, and the provision for reliable crossover. The first point is covered by including multiple servers, switches, and routers at different layers in the network. This ensures that if one host or network device goes down, network packets are still able to access their requisite destinations. For example, if a user over the internet is requesting certain data from Server0 but Router0 is offline, data can still be transferred over Router2 instead. However, this example is simplistic, and only works for a small organisation – if one router goes offline, then only one other router remains to relay network traffic. In a larger and more robust network topology, this could be expanded to include more routers, switches and servers to compensate for possible failures – ensuring high availability. In a more crucial organisation, this goal is usually expressed in terms of “5 9s uptime”, or 99.999% availability [33].
Also note however that in this network topology, the use of Spanning Tree Protocol becomes a necessity, to prevent recursive loops within the network [34].
As for the latter point – providing for reliable crossover – this is accomplished with the Virtual Router Redundancy Protocol, where instead of hosts connecting to a physical default gateway (which creates a single point of failure, should this become unavailable), a group of routers creates a single virtual router, which itself acts as the default gateway. In this way, should one of the physical routers go offline, the next router becomes the “master virtual router” according to configured higher priority, which provides uninterrupted service for connected hosts [35].
[image: ]
With some basic configuration, the network topology may look like this:
[image: ]
6. Software and Hardware Implementations
The most common form of software and hardware technology used to enhance network security during its operation is a firewall. A firewall monitors incoming network traffic, allowing or blocking certain connections based on a predetermined set of rules, also configurable by the user. These come in the forms of hardware, software, software-as-a-service, public cloud or private cloud [29]. Depending on a user’s needs, a firewall will usually block most incoming traffic – a user on their personal computer at home usually will not want or need other hosts connecting to their device. However, if the user wants to change this, they may configure different rules for “source and destination IP address, IP protocol, or source and destination port number” [36]. Below is an example of a software firewall – specifically, Microsoft’s Windows Defender Firewall:
[image: ]
Another example of a software or hardware implementation could be a VPN, or “Virtual Private Network.” A VPN is an encrypted connection over the internet from a device to a network, known as a tunnel [37]. This is accomplished by forming a private network on the already connected network, masking a user’s IP address. From here, a user’s device connects to a VPN server, which routes network traffic through a series of remote servers managed by the VPN service provider, concealing a user’s activity behind a virtual IP address [38]. Common examples of a VPN include NordVPN [39] and ExpressVPN [40].
7. Online Course Certificates
[image: ]
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