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Introduction

This report discusses the development of a WCF service that provides ecommerce data to a client.
The site in question is based on an existing side-business which sells handmade gloves; all imagery
used for this exercise is also used on an existing site illustrating the products for sale in a live
environment.

The service

The service is self-hosted and supplies the entity details to the client. For the purpose of this
exercise, it uses lists to manage the data; if this was live, it would use the Entity Framework to
manage a database.

It also stores the product images; however, as described later, there were problems getting them to
transfer to the client. It does handle the image paths, although the images themselves are stored on
the client end rather than the service.

The client

The client was developed using Web Forms, which includes user management such as registration
and login information out of the box, as well as 3™ party login APIs — demonstrated in this
assignment is the Google API, which is shown below:
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Figure 1: Login with Google enabled

Google permits the use of localhost, so the below figures demonstrate a functional login system
using Google API:
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Figure 2: Logging in via Google
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Figure 3: Register at site with Google account
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Figure 4: Back to home page, now logged in. The lower half of the page will be explained later

The 3 party APIs are disabled by default; in order to enable them, the API credentials need to be
added into the StartupAuth.cs file as shown below:

// Uncomment the following lines to enable logging in with third party
login providers

//app.UseMicrosoftAccountAuthentication(

/7 clientId: "opepeeee848123D66",

17 clientSecret: "7GyCViGCGFVbPoHEFME62AI7KVOFdENWU™) ;

//app.UseTwitterAuthentication(
TS consumerkey: ""
//  consumerSecret: "");

//app.UseFacebookAuthentication(
// appld: "",
//  appSecret: "");

app.UseGoogleAuthentication(new GoogleOAuth2AuthenticationOptions()

ClientId = "335532244766-
jqulcha@r8ocnl2etv4308d@bn@8vveg.apps.googleusercontent.com”,
ClientSecret = "kBLnnwmCPTw251jyn69Njevqg"

1
This is the preferred way to handle login information, as services such as Google handle the majority
of the security related to user information management. When storing these details to a database,

as would be the case in a live system, sensitive details need to be encrypted using a secure means
such as Blowfish.

Problems encountered
There was a steep learning curve involved, and much time was lost on not only (re)learning how to
develop the client, but also on how to get it to communicate effectively with the service, as well as




finding the most effective way to host this service. It was eventually decided that self-hosting would
be easier to work with, after one or two iterations tried using IIS.

While there are many resources around to help with building a website using Web Forms, most of
them assume the developer will access the database in the same application, rather than via a
service. This was the case with a tutorial discovered on the Microsoft site[1], although on discovering
it was part of a series to build an ecommerce site, it has proved invaluable in other ways.

The initial test involved a simple page with a table, and a link to retrieve product details from the
service. A demonstration of this working is shown in Figure 5 and Figure 6 below:
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Figure 5: Test page to retrieve product details
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Figure 6: Clicking the link successfully retrieves data

Finding a way to list all products on a page proved to be more difficult. This was a common error
encountered when trying to use the ListView tool:
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Figure 7: Error message encountered while trying to list all products

It was eventually discovered that, when not working with a database, it is best to leave the control
“unbound” and set it up manually.[2] Thus adjustments to the code had to be made while following
the tutorial.




Below is shown how it looks once it works as intended:
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Figure 8: Working product page without images

It was found that there was a problem with how items were being added to the list — this was an
error with the way lists were being populated and was an easy problem to fix. Trying to get the
images to download from the service was a different story, which also cost time to solve. One
solution[3] was tried, and the default page was altered to test this:
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Figure 9: Testing the remote image function




After several instances of “file not found” exceptions, and struggling to work out how to alter the
code to provide a valid URL to download from, the final result — the page being refreshed with no
image displayed or any other kind of feedback — an improvisation had to be made:
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Figure 10: Product page with images

This is when it was decided to store images on the client side, rather than the service as would have
been preferred.

The list also successfully links to product details, after some adjustment to the tutorial code:
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Figure 11: Product details

Ensuring the checkout can only be accessed by logged in users turned out to be a simple task; add a
folder, then add a Web.config to that folder with the following setting:

<?xml version="1.8"?>
<configuration>
<system.web>
<authorization>»
<deny users="?"/>
</authorization>
</system.web>
</configuration>

According to the tutorial[1], the above settings will ensure that any pages stored in this folder will be
restricted to logged in users.

The shopping cart, on the other hand, caused more problems. Adding the button was the easy part:
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Figure 12: Updated product list with "add to cart” buttons

However, clicking the button produced this:

Shopping Cart

rder Tozal:

Figure 13: Empty shopping caort page

After more time spent trying and failing to debug the problem, it was decided to accept that the site
as submitted is not currently fully functional. If the database was handled within the client, it would
not be a problem, but accessing any data from the service makes the system more complicated.

Another problem experienced was an attempt to set up the client to use SSL —there was an error
upon trying to do so, as shown below:
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Figure 14: Trying to set up client to use S5L

Using SSL is seen as standard these days, especially when handling sensitive data such as user
details. In a test environment it is not such a problem, but in a live environment it would be.

The service has been set up to allow for accessing its database rather than using lists, but that part
does not work at this time.

How it could be improved

With more time to improve this system, the service would be modified to supply access to the
database[4] rather than lists, with the client in turn being improved to accept data in this way[5]. It
would likely then be possible to debug the shopping cart and make it functional with this
improvement.

Once the core functionality has been fixed, work could continue on the other required and
suggested features. Also, the secure http issue would be solved, along with image transfer across the
network, rather than being stored by the client.

How this could be deployed

With a fully functioning service that provides access to the database, all the models that would
normally reside on the client side would be handled instead by the service, making it a self-
contained data provider. It would be hosted on a Windows Server, and accessed by either the Web
Forms client, or by another web application such as one using PHP[6], which could be hosted on a
different server.

Other possibilities include being accessed not just by standalone web apps, but by CMS widgets —
plugins for WordPress exist that integrate shopping cart systems into a self-hosted WordPress site. It
could also be accessed by mobile apps.

Conclusion

There is good potential for a web service that can supply multiple websites, and ASP.Net offers a
way to simplify services, such as user management and database access, by offering tools within its
frameworks. In practice, more time would be needed to get used to working with it. There were
many problems encountered that may have been easier to fix were it not for making sure the service
and client were decoupled.
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RESEARCH-INFORMED LITERATURE
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y‘ An acceptable number of sources used, though 2 5
disappointingly, all from the web. .

KNOWLEDGE AND UNDERSTANDING

(

y‘ Good evidence of knowledge and understanding. 20
The security aspects of this (using auth through
google, for example) are particularly good. The
report, however, is a tad brief on concepts - you've
done a very good job of talking about your
implementation, but could've more robustly
considered the principles of best practice.

ANALYSIS

(

y“ Some reasonable synthesis - valid conclusions 1 5
derived and a good effort overall.

PRACTICAL APPLICATION AND DEP.

(

y‘ A very good implementation. A few things (such as 31
products) are hard coded, and | suspect that
polymorphism might've saved you quite a bit of
development time in repeating boilerplate, but
nonetheless, a well planned and implemented piece
of work.

SKILLS FOR PROFESSIONAL PRAC.

(

y‘ A well-written, nicely presented assignment. 4 5
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