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[bookmark: _Toc236085240]Task 1 - Securing the Modern Enterprise: From Zero Trust to AI Governance
[bookmark: _Toc236085241]Introduction
Technology is a rapidly growing industry with new technologies emerging faster than any other sector. Although there are benefits to a fast-developing industry, there are also negatives that present opportunities for individuals with bad intentions to capitalise on.
One of the main areas within the industry where bad actors use technological advancements for their own gain is in the IT security field. Cyber-attacks such as phishing, ransomware & supply chain attacks are all on the rise and pose a significant risk to organisations. 
To combat the rise in cyber-attacks across organisations IT environment, there are a range of frameworks that can be followed and steps that can take place such as use of the zero-trust architecture.
[bookmark: _Toc236085242]Zero Trust Architecture
Zero Trust Architecture is a framework that outlines the mindset that needs to be used when managing an IT organisation. The NIST SP 800-207 outlines the principle of “never trust, always verify” [1]. Using this principle, the way that an IT organisation operates will be as careful as possible to the reduce the risk of a cyber-attack taking place. As outlined in NIST SP800-207, there are multiple steps that are to take place to have complete control of the network. These include:
Never Trust: All requests are to be treated as a potential threat.[2]
Always Verify: Authenticate and authorise every access request to ensure that the access is permitted and verified.[2]
Network segmentation: Dividing the network into smaller segments to restrict access to only the areas that require it (using VLAN). [2]
Least Privilege: Users and devices are granted access to the bare minimum for them to conduct their role. [2]
Assume breach: Assume that a breach is about to happen and threats have already entered the network with the aim of mitigating the threats. [2]
The zero-trust model means that every activity that is taken place on the network is looked at as a possible threat which means that continuous monitoring of the network is necessary as well as consistent development of security procedures being implemented.
The benefits of zero trust are:
· Continuous monitoring which reduces risk of attack progressing [3]
· Zero trust so every activity has to be treated as a threat [3]
· Simplified IT infrastructure which reduces overall costs [3]
· Can be implemented across all laptops, PC’s and IOT’s [3]
There are multiple methods of implementing security in line with the zero-trust architecture, from technical network procedures to continuous verification forced on the users so that a request and authorisation is needed to access company systems and applications every attempted access is underway.
Zero Trust Methods include:
Single Sign-On (SSO): Allows a user to sign onto multiple systems and applications using one set of secure credentials reducing the risk of password cracking. [4]
Multi-Factor Authentication (MFA): Requires at least 2 forms of authentication to gain access to an account such as a one-time pin. [5]
Network segmentation: Dividing and subdividing the network into smaller segments for control and to implement different access to different areas. [6]
Privileged Access Management (PAM): Regulation of access to systems and applications only to users who require and have been authorised to access. [7]
Using these technical advancements, the risk of an attack being successful is dramatically reduced and allow further control of the actions that are taking place on an organisations network. These methods can also be pared with additional monitoring, detection and prevention methods.
SIEM – Security Information and Event Management is a system that logs incidents that take place on the network and provides proficient analytics for advanced monitoring of live or past incidents [13]
Endpoint Detection and Response – EDR is a monitoring system installed on endpoints to scan and detect any malware which the system may have been infected with. Using Zero-Trust, when malware has been detected, it can be isolated
Zero Trust Network Access
Zero Trust principles often have a large focus on network administration to ensure that the core network is monitored and kept safe at all times. Zero Trust Network Access (ZTNA) can be used to allow authorised users to the level of access they require. If they do not require access to something, their access request will be automatically declined ensuring maximum access control and network security. [15]
Using ZTNA, Virtual Private Networks can be replaced as it has all the same features and more allowing features such as remote access using software-defined parameters which reduces the need for Firewalls, DDoS protection and Global Load Balancing [8]
Within ZTNA, apps are completely off network, apps can only be accessed by authorised users and ability to use segmentation to provide access to specific apps either permanently or temporarily.
Identity Governance and Administration
Identity Governance and Administration (IGA) is a framework with the main aim of managing security risks by enforcing governance and security rules across an IT Network. It has been proven that strong governance creates resilient IT security. Just by implementing both NIST ad ISO 27001, organisations on average report a 75.8% reduction in cyber exploits [9].
Implementation of Privilege Access Management for example would be implemented as part of IGA which would limit the access that the users are granted to what they require to carry out their job role.
IGA strengthens access control as it implements policy-based authorisation which will reduce the risk of breaches which will also improve the experience for the user [10]. IGA incorporates monitoring, behavioural analytics using AI and automated decision-making alongside PAM with the overall aim of improving security, overall IT operations, and compliance in line with the IGA framework [11].
Secure Access Service Edge
Secure Access Service Edge (SASE) is a framework which is used for cloud environments. The frameworks combine network and security services into one by integrating wide area networking, web gateways, cloud access security brokers and firewall as a service [12].
The major benefit associated with SASE is that it does not matter what location the user is based in, policies are still enforced [16] which means that robust, zero trust security is always implemented for users.
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There are many challenges that arise when implementing a system such as Zero-trust, especially because of the complex nature of the framework.
Legacy Software- Often legacy applications and systems may be in required, can't be superseded and cannot support authentication protocols such as multi factor authentication. Integrating these systems into a Zero Trust model would require additional security protocols such as proxies. [17] To allow modern identity and access protocols, costly upgrades may have to be made to comply with the zero-trust framework.
Executive Adoptions – Without the senior leadership team understanding the importance of having robust cyber environments with the use of Zero-Trust, it can be a major challenge with the range of investment and stakeholders needed to complete a successful implementation.
Cost – Due to all the components that are required to set up a successful zero-trust environment. It can range from $180,000 for small businesses to $5million for large organisations according to A-list ware [18].
Implementing methods such as multi factor authentication, EDR as well as SIEM can be very expensive due to each security method being offered by various independent suppliers while each system also has a complex role which needs to always be strong and reliable.
Additional costs for privilege access management, advanced network security and cloud solutions will also need to be accounted for often having a large initial setup cost alongside monthly rolling cost.
Time – In order to ensure that all areas of Zero-Trust are implemented correctly, a large amount of time will need to be put into the configuration of each of the security procedures that are being put in place to ensure that they are operating as intended. Governance and documentation such as training materials will need to be written in preparation.
User Experience – When implementing the number of changes that would be required to successfully implement Zero-Trust, users will need to have sufficient training on how to operate using the new changes and make them aware of why they have come into situ. Documentation will also need to be provided and additional on-site technical support to ensure that users do not become frustrated and lose confidence in the implemented systems.
Correct levels of testing should also be completed before a full rollout approved in line with IT Service Management (ITSM) frameworks [19]. This ensures that the applications and systems that are being distributed are fully operational and will not negatively impact the organisations operations and disrupt the users work.
[bookmark: _Toc236085244]Critical Evaluation
The Zero-trust architecture is a strong framework with the aim of improving an organisations IT infrastructure and overall security of the network. ZTA’s principle of never trust, always verify, always ensures that, the network environment is closely monitored and ensure that each access request is authorised leaving exposure to risk at zero.
Zero trust ensures that security procedures are tightened to a level which is better for the organisation’s data and technical environment. Using ZTA, the risk of credentials being compromised is massively reduced. Zero Trust removes any level of trust by validating every access request without fail, running device health checks and continuously monitoring all activity. As a result, attackers are restricted massively as to what they can access and if successful, it wouldn't take long before the SOC recognise an intrusion.
Zero Trust supports hybrid working environments which is essential in the modern way of working. This is because it can work with cloud services which will allow employees to access systems from personal devices, public networks and multiple locations. Zero Trust Network Access provides a secure alternative to VPN's as it will only allow access to approved applications rather than risking the whole networks which massively reduces the overall risk of attack. 
Alongside the use of Secure Access Service Edge, a robust Zero Trust framework is being used as this means combining networking and security controls into a single cloud platform. On the other hand, SASE means that multiple security products need to be integrated into a single architecture [20], which requires a large amount of time, knowledge and skill which would come at great cost.
Implementation of Zero-Trust would be a long-term investment as it would supply a robust security landscape for a long period of time. The initial deployment costs include identity management platforms, endpoint protection, Security Information and Event Management (SIEM) systems, cloud security and both technical and non-technical staff training. These costs may put some small and medium-sized enterprises from opting for implementation. On the other hand, the financial loss and implications of a cyber-attack would greatly outweigh the implementation of Zero Trust without the mention of peace of mind.
IBM's Cost of a Data Breach Report shows that the average cost of a data breach to an organisation is around £4.4 [14] Therefore, although implementation costs are large, Zero Trust should be viewed as a long term, strong investment that reduces risk rather and prospective cost to the organisation.
Another negative is that that Zero Trust can’t replace human error which still causes many cyber-attacks. Often social engineering is used in which case employees may still share credentials through phishing attacks, approve fraudulent MFA requests or accidentally expose sensitive data. Zero Trust does however reduce impact of these incidents through least privilege access. To minimise the risk of this happening, organisations need to ensure that they are investing in training and phishing simulations to educate end users. 
The success of Zero Trust also relies on the organisations adaptation of the correct technology and systems such as Multi-Factor Authentication (MFA), Identity Governance and Administration (IGA) and Privileged Access Management (PAM) which will provide strong protection but the organisations will also need to ensure that the governance is in place for zero-day and ensure that all admin is up to date such as correct access permissions, disabled accounts and privilege allocation.
Artificial Intelligence on the rise and can be used in Zero Trust environments to automate threat detection. With the use of AI, suspicious behaviour can be recognised and automatically trigger incident response in the first instance which will be faster than if a human was to analyse and respond to an incident. This significantly reduces the time to detect and respond, as well as allows security teams to contain threats before they spread across the network. On the other hand, false positives could take place, and attackers are beginning use AI to their advantages by using sophisticated phishing campaigns and malware which cannot be detected by endpoint protection.
Overall, from the research that I have completed, it suggests that Zero Trust implementation would be a better option rather than traditional, outdated security models. Although ZTA is positive when implemented, Zero Trust requires correct configuration, investment continuous monitoring, governance, and full commitment from everyone in the organisation. For a successful implementation to take place, strong leadership and support from colleagues, user education and understanding from all employees will be required. If an organisation was to implement Zero Trust principles along with strong governance using a framework such as NIST while following ISO27001, a resilient cyber environment will be created.
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Chief Information Security Officer
Most senior in the team, provides leadership, develops cyber strategy's, reports cyber risks and ensures overall smooth running and compliance [21]
Governance Manager
Creates governance and policy documentation for all the systems, applications and processes that are in place.
Compliance Officer
Audits cloud service providers and software to reduce the risk on the organisation.
Data Protection Officer
Ensures that GDPR is followed and works on data governance, privacy and reporting to correct authorities.
Risk Management Officer
Works on the managing the risk that is associated with changes that are being made as well as attacks that have been made against the organisation.
Training Officer
Provides training for new users, high risk users or when new systems or systems are being brought into place.
DevOps Manager
Conducts security tests and ensures secure software development before deploying it to the organisation.
Cloud Engineer
Manages and designs cloud infrastructure using Zero Trust principles including identity-based access controls, encryption and network segmentation.
Security Operations Centre Manager
Provides the overall leadership for the SOC team and provides updates on the incidents that have taken place back up to the CISO.
Security Analyst
Analyses any potential risks and mitigates to stop repetition.
Security Engineer
Responsible for Endpoint Detection and Response (EDR) and Security Orchestration, Automation and Response (SOAR).
SIEM Engineer
Provides 24/7 monitoring through SIEM and works on configuration.
AI Security Manager
Provides leadership to the AI team and has a key role in implementing new technologies and pitching the model to the CISO for deployment.
AI Security Engineer
Uses AI to protect the organisation from attacks and works on implementing AI into already existing software.
AI Compliance Officer
Works on the specifics of AI and the compliance of having AI in the systems and applications used by the organisation. 
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Aegis FinTech is preparing for its Series B round of funding and expansion of its AI-powered financial analytics platform into the European Union. As a result, a dedicated Information Security Unit is to be formed. This unit will follow a Zero Trust Architecture (ZTA) across the organisation which will combat growing ransomware threats to the financial sector while meeting corporate governance and compliance requirements.
Three organisational policies have been drafted in line with the Zero Trust principle "never trust, always verify". Our current risk revolves around these three documents: use of AI and cloud tools, hybrid and remote working, and third-party/vendor relationships.
Acceptable Use Policy for AI & Cloud Services
Aegis's often use systems and applications that use cloud services for their infrastructure and an increase in use of generative AI. Across organisations, these are often a gateway for data leaks and shadow IT which poses a GDPR. This policy sets out how AI and cloud services may be used, procured, and configured for safe use.
· AI and cloud services are only to be used if they have passed security and data-protection checks by the organisation, listed as an approved services provider if it is to be used with company or client data and authorised by Aegis IT Security teams.
· No customer or financial data which allows a person(s) to be identified can be entered into publicly accessed AI tools such as ChatGPT. Only approved AI must be used.
· Cloud access is granted on a least-privilege, role-based basis and authenticated through Single Sign-On (SSO) with mandatory Multi-Factor Authentication (MFA), in line with the organisation's Zero Trust model.
· Analytical data must be reviewed by a qualified employee before it is delivered to the client.
· New cloud or AI service must be sent to the Information Security Unit for risk assessment before deployment.
· Employees must complete mandatory training on safe AI and cloud usage.
· Phishing and social-engineering simulations will be deployed to users.
Hybrid Work and Remote Access Security Policy
Aegis supports hybrid working which allows staff to regularly connecting from various locations. Traditional security procedures such as use of a VPN are no longer used and is a common entry point for ransomware [22]. This policy replaces traditional network measures with continuous identity and device-based verification with use of Zero Trust Network Access (ZTNA).
· Access is granted through Zero Trust Network Access rather than a traditional VPN. This means that users and devices are authenticated upon every session.
· Every remote access request must undergo a device health check which consists of encryption and endpoint protection status checks before access is granted.
· Users following the hybrid model must authenticate with SSO and MFA for every application they access and will only use company-managed or formally approved BYOD devices to ensure that the minimum-security standards are met.
· Endpoint Detection and Response (EDR) is mandatory on all devices accessing the organisations resources to show signs of compromise.
· Network segmentation and access controls will ensure that remote users can only reach the specific systems required for their role.
· Sessions and access requests are logged within the SIEM to allow monitoring, auditing and response of any incidents.
Third-Party & Cloud Vendor Risk Management Policy
Aegis's has reliance on a range of cloud infrastructure providers, SaaS tools, and service providers. Third-party compromise is a leading and growing category of cyber-attack. Managing ICT third-party risk is important to patch compromises taking place via third party's applications. 
· All prospective 3rd party companies with access to systems or company data must undergo a security and privacy risk assessment prior to contract
· A full breach history must be provided by the 3rd party company.
· 3rd Party's are limited to the sensitivity of data and systems they can access. An agreement will be signed for the audit rights, and technical controls for higher-risk suppliers.
· No 3rd party or subcontractor is granted broad access. Access will be regularly reviewed on a least-privilege basis.
· 3rd Party's will have agreements to outline compliance with GDPR and require vendors to notify Aegis of any security incident instantly.
· 3rd Party companies are monitored on an ongoing basis to ensure they are doing as agreed in their contract.
· Offboarding process removes all access, credentials, and data-returns to Aegis promptly when a contract ends or the contract is pulled.
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Aegis is a UK-incorporated company working within the financial services industry which as a result fit into the UK GDPR. Aegis works with high risk and a large volume of data which needs to be always protected.
Aegis will be a regulated financial entity in the EU, which means it will need to follow DORA due to the nature of their work.
Phase 1 – Planning
Within the first stage Zero Trust Architecture will need to be followed. A focusing on ensuring that all data is handled correctly is essential.
	Milestone / Deliverable
	Regulation 
	Target
	Owner

	Programme & budget approved
	DORA
	Week 2
	Board / CISO

	Appoint a Data Protection Officer 
	GDPR 
	Week 4
	CISO / HR

	Present to security teams each person’s responsibility
	DORA
	Week 6
	CISO



Phase 2 – Delivery’s
Device security will need to be completed such as MFA will be mandatory for the organisation. Least-privilege access controls will also be implemented alongside Endpoint Detection. A SIEM platform will also be installed to monitor security logs.
	Milestone / Deliverable
	Regulatory 
	Target
	Owner

	Data Protection Impact Assessment
	GDPR
	Week 10
	CISO

	Implement MFA
	DORA
	Week 11
	CISO

	Implement endpoint detection
	DORA
	Week 11
	CISO

	Implement SIEM
	DORA
	Week 11
	CISO

	Map ICT assets, functions, and dependencies
	DORA
	Week 12
	CISO

	ICT risk assessment against the DORA risk management framework
	DORA
	Week 14
	CISO



Phase 3 – Legal
Within this stage, Zero Trust Network Access will be introduced to which will allow access to certain apps instead of full access across the network through the VPN. SLAs will also be refreshed and updated.
	Milestone / Deliverable
	Regulatory 
	Target
	Owner

	Implement ZTNA
	DORA
	Week 15
	CISO

	3rd Party Contracts
	DORA
	Week 16
	Legal / CISO

	Create clauses for any non-EU/UK data flows
	DORA
	Week 18
	Legal/ CISO



Phase 4 – Testing
The final stage is to make sure that the implemented Zero Trust principles are effective. Under responsibility of the CISO, penetration testing, vulnerability assessments and ransomware simulations will need to be completed. Backups will need to be completed to ensure failover.
	Milestone / Deliverable
	Regulatory 
	Target
	Owner

	Resilience/ vulnerability testing
	DORA
	Week 20
	CISO

	Independent internal audit
	GDPR
	Week 22
	Independent

	Create backups
	DORA
	Week22
	CISO

	Ransomware & penetration Testing
	DORA
	Week 23
	CISO

	Sign off GDPR and DORA for EU go-live
	DORA & GDPR
	Week 26
	Senior Leadership
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I recommend following the NIST Cybersecurity Framework for Aegis FinTech Innovations Ltd. NIST provides risk-based approach ensures complete compliance and is supportive of cloud environments [23] which is essential for modern day fintechs. NIST enables organisations to customise security controls to meet their needs while abiding to ISO 27001, GDPR, and DORA.
The 6 functions of the NIST framework are [23]
Govern – Cybersecurity governance, policies, and risk management.
Identify – Assets, risks, and business context.
Protect – Secure systems, users, and data.
Detect – Continuously monitor systems.
Respond – Contain and manage cybersecurity incidents quickly.
Recover – Continue with business following an incident.
The NIST framework also supports the use of zero trust architecture, GDPR, cloud and AI capabilities.
[bookmark: _Toc236085250]Zero Trust Architecture Diagram
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Aegis FinTech Innovations Ltd operate in a high-risk environment due to the industry and vast amount of data that it holds. With its environment using cloud infrastructure, AI and third-party technology, cyber risks are large. As the organisation prepares for EU expansion, cyber risks will increase so based on the findings from Task 1, which I decided Zero Trust Architecture (ZTA) is the best approach, the following high-level risk assessment outlines three threats which could be faced.

	Threat
	Impact
	Likelihood
	Risk Level 
	Mitigation

	Supply Chain Compromise
	Malware or ransomware injected via third-party vendors which will lead to data breaches and regulatory non-compliance.
	Medium
	High
	Conduct security assessments, risk assessments, require ISO 27001 compliance and continuously monitor supplier security as well as restrict vendor access via ZTNA.

	Cloud Misconfiguration
	Unauthorised access to sensitive financial data which is on the cloud leading to disruption, GDPR breaches, reputational damage and financial penalties.
	High
	High
	Implement Cloud Security Posture Management (CSPM), regular reviews, continuous configuration monitoring, and regular cloud security audits carried out by both internal and external individuals. Apply Zero Trust access controls and enforce MFA for all.

	AI Data Poisoning
	Manipulation of AI leading to inaccurate financial analytics, incorrect business decisions, and potential regulatory investigations.
	Medium
	High
	Implement AI governance controls, monitor AI models, restrict access to machine learning environments, conduct regular AI testing and carry out manipulation monitoring.
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As Aegis FinTech Innovations Ltd. expands, ransomware is a major risk for the organisation. A successful ransomware attack could encrypt critical business systems, disrupt financial services, compromise sensitive customer data, and result in regulatory penalties under GDPR and DORA [24]
The proposed playbook follows the six phases recommended by the NIST in line with the zero-trust architecture framework.
	Phase
	Action

	Preparation
	Create an incident response team, backup data, implement Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), Multi-Factor Authentication on all systems (MFA), employee training, and regular simulations

	Detection
	Detect ransomware with use of SIEM, EDR alerts, unusual authentication attempts, or suspicious network activity.

	Respond
	Find affected systems, isolate infected endpoints, disable compromised user accounts, block malicious IP addresses,

	Eradicate
	Remove malicious software with use of re-imaging, identify the cause, revoke compromised credentials and ensure attackers no longer have access to the environment.

	Recover
	Resume business continuity with use of backups, restore systems, monitor for reinfection, prioritise business-critical applications, and gradually reconnect systems to the production environment.

	Post-Attack
	Complete a post attack report and identify the route cause and outline the patch to ensure the attack cannot be repeated by strengthening security.



Following any impact to the business, the below stakeholders will need to complete the following acts:
Chief Executive Officer (CEO) -Provided with update of business impact, any decision which will affect operations, approval of emergency actions such as disaster recovery.
Board of Directors - Status of attack, operational impact, financial loss and recovery progress
Chief Information Security Officer (CISO) - Provide leadership to technical teams and feed information to senior leadership.
IT Operations - Isolate systems and complete restoration of systems to minimise downtime.
Legal and Compliance Team - Regulatory obligations, legal advice, evidence preservation, Data Protection Officer (DPO)
Employees - Follow guidance of technical teams and complete phishing awareness/ training.
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To guarantee a strong level of governance, Aegis FinTech Innovations Ltd. should establish a Cyber Security Steering Committee. The committee will provide leadership, reduce cyber risk and ensure compliance with GDPR and DORA.
Proposed Steering Committee
Chief Executive Officer – Provide direction and chair the committee
Chief Information Security Officer – Presents risk management, oversight on security and present security performance.
Chief Financial Officer – Provide financial updates on impact from security events and project as well as budgets for change.
Chief Technology Officer – Provides updates on the operations of the technical teams.
Data Protection Officer – Data controller and ensures compliance with GDPR and breach compliance.
Head Of Legal – Provides advice on any legal implications
Head of HR – Co-ordinates training and any contractual agreements required with staff or 3rd parties.
Risk & Change Manager – Provides update on risk and changes that are being made.
Security Operations Centre Manager – Provides updates on trends, possible incidents and monitoring.
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Below are the key performance indicators for the next 12 months at Aegis Financial.
	KPI
	Aim

	Multi-Factor Authentication (MFA) coverage
	100% of employees and privileged accounts

	Cloud security compliance
	All systems compliant

	Security awareness training completion
	100% off staff complete every 6 months

	Third-party vendor risk assessments completed
	All 3rd Party vendors to be completed

	Phishing simulation success rate
	Sent to all users and less than 10% click rate

	GDPR and Dora Audit’s
	Fully compliant with GDPR and DORA

	Backup data
	All data across the network backed up regularly

	Incidents Monitored
	24/7 Monitoring using SIEM

	Incident Detection
	Incidents detected within 15 minutes

	Incidents resolved within SLA
	100% of incidents resolved in SLA to resume business continuity



The following roadmap outlines each of the steps needed to meet aims within the cyber security area at Aegis. 
	Timescales
	Aim
	Objectives
	KPI’s

	1-3 Months
	Cyber Security Governance
	Appoint CISO and security operations team, establish Cyber Security Steering Committee, approve security policies, deploy Multi-Factor Authentication (MFA) and Identity and Access Management (IAM).
	• Steering Committee operational.
• MFA enabled for 100% of privileged accounts.
• All risk assessments completed

	4-6 Months
	Implement Zero Trust Architecture
	Deploy Zero Trust Network Access (ZTNA), Cloud Security Posture Management (CSPM), Endpoint Detection and Response (EDR)deployment.
	• Ensure full secure cloud configuration.
• 100% of users using ZTNA.
• 100% of 3rd party suppliers assessed for cyber risk.

	7-9 Months
	Regulatory Compliance
	Deploy Security Information and Event Management (SIEM) and establish Security Operations Centre (SOC), complete GDPR and DORA compliance and conduct staff awareness training.
	• 100% employee completion of cyber security awareness training.
• Internal GDPR and DORA compliance audit successfully completed.

	10 – 12 Months
	Cyber and Improvements
	Conduct penetration testing, ransomware simulations, disaster recovery exercises, backups review KPIs.
	• 90% reduction in high-risk vulnerabilities.
• Annual penetration test with no critical findings.
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