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Objectives 
Task 1: Complete the Packet Tracer and submit via Moodle ACCA4024
 
 

Task 2: Record your reflections here and submit this document via  
  	   Moodle 
Note: You have 2 Packet Tracer Files in Moodle/ Teams Channel.  
1. [bookmark: _GoBack]Practice Configurations – NO NEED TO SUBMIT IN MOODLE 
2. SecureThisNetwork – Complete and submit in Moodle 
Required Resources 
· 1 PC  
· Packet Tracer (Latest version) 2
 
 
 

 Task 1: Table
Addressing Table
	Device
	Interface
	Address
	Mask
	Gateway

	RTR-A
	G0/0/0
	192.168.1.1
	255.255.255.0
	N/A

	RTR-A
	G0/0/1
	192.168.2.1
	255.255.255.0
	N/A

	SW-1
	SVI
	192.168.1.254
	255.255.255.0
	192.168.1.1

	PC
	NIC
	192.168.1.2
	255.255.255.0
	192.168.1.1

	Laptop
	NIC
	192.168.1.10
	255.255.255.0
	192.168.1.1

	Remote PC
	NIC
	192.168.2.10
	255.255.255.0
	192.168.2.1



 
 Task 2: Reflections + other answered Reflections
The information that is re-enforced in this lab I felt was the following, Making sure minimum character length and encrypted passwords are set on all devices including Enablement of privileged access levels & VTY/Console access is important to prevent unauthorised access if they attackers have already managed to gain network level access. 
Also to help prevent this further the disabling of ports that are not being used is vitally important to prevent network connectivity from the start if not authorised on device/port level. Entering MOTDs is important as it provides a legal fall-back if in the event of an intruder. Also Enabling SSH on Network access methods (VTY ports), encrypting passwords and setting RSA key authentication/encryption in general is vital to prevent potential sniffing on the network and access to clear text passwords for intruders on the network. 
Then enabling login block conditions (brute force attack prevention) is also key is intruders are unsuccessful in sniffing user/passwords and fall-back to brute force attacks. Setting variables here will mean the access will be blocked after a certain amount of attempts and therefore mitigates successful brute force attacks.
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After completing the given packet tracer exercise, Record your reflection 
1. Which commands can you use to determine the IP address and network prefix of interfaces?  Show interfaces + Show Protocols + Show Ip Route
 
2. Which command provides the IP address and interface assignment, but not the network prefix? Show ip interface brief
 
3. Which commands would you use to determine if an interface is up? Show ip interface brief or show interfaces (more detail harder to read quickly)
 
4. You need to determine the IOS version that is running on a router. Which command will give you this information? Show Version
 
5. Which commands provide information about the addresses of the router interfaces? Show interfaces and show arp (arp tables)
 
6. You are considering an IOS upgrade and need to determine if router flash can hold the new IOS. Which commands provide information about the amount of Flash memory available? Show flash or show version
 
7. You need to adjust a router configuration, but you suspect that a colleague may also be working on the router from another location. Which command provides information about the lines being used for configuration or device monitoring? Show Users
 
8. You have been asked to check the performance of a device interface. Which command provides traffic statistics for router interfaces? Show Interfaces
 
9. Customers are complaining that they cannot reach a server that they use for file storage. You suspect that the network may have become unreachable due to a recent upgrade. Which command provides information about the paths that are available for network traffic? Show ip Route3
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