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1. [bookmark: _Toc49539469]Introduction

Security is the most important key of a properly working database. This report gives a brighter picture of threats could come out during daily work. Paper contains some solution for management, how they could audit all the process happening in database. Also discuss some other risks and threats and ways to avoid them. 



2. [bookmark: _Toc49539470]Pet Care database incidents

The management has reported number of suspicious cases and incidents. These events may reduce the income, damage the customers, in summary does not rise the reputation of veterinary chain. The next examples were noted: fake visits being recorded, and fake treatments assigned to them, staff are creating tables to hide pet and customer details activities made, some treatment records are being deleted from treatment table after treatment occurs. Look into the list of cases, there are three tables what are generate problems. They are: Visits, Treatment, Treatment_detail. Solutions must to focus on that three particularly tables to avoid further incidents. 
2.1. [bookmark: _Toc49539471]Understanding of relations of tables

These three tables have close relationship in database. Data`s in Treatment table are show the different types of treatment and the price of treatment. Treatment_detail table contains data`s about used Treatments and displays a VisitID from Visits table. This VisitID gears the Treatments with pets and with customers. A straight process passes in this order as staff hit tables: Customer – Pet – Visits – Treatment_detail – Visits. First, staff should insert data to Customer table and Pet table. After this step, generate a VisitID and wait to services of vet. At end of visit, staff member summarizes and places the given treatments and services. Finally, check Visits table, where the appropriate payable amount locates.
2.2. [bookmark: _Toc49539472]Threats in process

To find out, why do any staff member yield to the temptation to be an impostor, is not this report responsibility. To find out, who is the fraudulent person, is it. Without any audit, control or selection of rights, pet database is so vulnerable. If staff member has access and right to modify all tables and data, misuse is unavoidable. Main threat is in process, that staff has access many important tables. The fact, that staff members could manipulate database structure, is another huge threat. Keys to solve these threatening are audit and suitable rights of access.


3. [bookmark: _Toc49539473]Solutions

[bookmark: _Toc49539474]3.1. Solutions with grants

Databases have a feature, what provide access or privileges on the database objects to the users. By this property, possible to limit every staff member access and rights in database. For example: if staff has not right to modify Treatment table, they cannot change price of any treatment, so always the correct amount will pay by the customer for services. However, staff has access to some tables, rights to change is possible to limit also. For example: staff member, who responsible to place customer and pet data`s in database, has right only to insert data, but no rights to update or delete them. 
[image: ]
Screenshot #1: Receptionist rights on Customer table
As shown by Screenshot #1, Receptionist (username: Rec1) has access only for three tables: Customer, Pet, Visits. Receptionist has right to delete, insert, select, update data`s in Customer table. Screenshot #2 shows new settings for Receptionist, where rights define only as insert and select.
[image: ]
Screenshot #2: Receptionist updated rights on Customer table
This screenshots only one example for one table. To reach a higher security level, must set all user`s rights on all tables. Databases let set the user rights more precisely, if different requirements are. Rights could separate even in one table between columns. Screenshot #3 shows Receptionist rights on Pet table by columns, where update allows only on PetLength and PetWeight. 
[image: ]
Screenshot #3: Receptionist rights on Pet table
[bookmark: _Toc49539475]3.2. Solutions with triggers

Databases has a function called trigger. A trigger is a special type of stored procedure that automatically runs when an event occurs in the database server. These triggers are very useful to detect a problem in the database, to prevent unwanted events or identify a process or a user. Triggers can be run on whole database or run on different tables, on each table with different rules. Main concept of triggers in this case, are to identify users who do suspicious action in database. One solution for prevent fake Visits, is to audit all new data in Visits table. A trigger on Visits table, could log all new inserted data, with time and user information.
[image: ]
Screenshot #4: Visits table before new data inserting
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Screenshot #5: Audit table for Visit table before new data inserting
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Screenshot #6: Insert new data in Visits table
[image: ]
Screenshot #7: Visits table after inserting
[image: ]
Screenshot #8: Audit table for Visits table after inserting
As screenshots shown, all information about changing is collected by the trigger. This audit table shows new inserted data`s and displays exactly time of inserting and username, who inserted data`s. A trigger on treatment_Details shows, if somebody delete a data from that table. Screenshots below present the how this trigger works.
[image: ]
Screenshot#9: treatment_Detail table before deleting a data
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Screenshot #10: Audit table for treatment_Detail table before deleting data
[image: ]
Screenshot #11: Delete a data from treatment_Detail table
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Screenshot #12: treatment_Detail table after deleting a data
[image: ]
Screenshot #13: Audit table for treatment_Detail table after deleting
Triggers play a big role in audit of a database. A well-built sequence of trigger could monitor all risky part of database. However, it makes database more secure, note it makes databases more complicated and need of resources could grow.
[bookmark: _Toc49539476]3.3. Conclusion of solutions

Security should be on the first place, when a company considering a database implementation. Security is not meaning only to defend some external attack, meaning internal threats have truncated also. As few examples above prove there are some ways to make a database secure. Generally, each mentioned method is very useful and necessary to design and run a properly working database.


4. [bookmark: _Toc49539477]Transaction, concurrency importance in a database

Pet Care is a relatively easy database, if we compare with a database of a bank. Even some problems have appeared during daily work. It is easy to see, running a database without knowledge of unnecessary instructions in internal basics, is not only difficult but dangerous. It is possible that we know how to create it, but we don’t know, what traps lurk in several multiple systems or how it can be ensured that a planned future change will not change structure of database, to ensure all user see the same data content all the time. Larger database management systems allow multiple users to work in parallel. Shared access providing, user could work in a system without created for each customer a database copy. Without the existence of parallelism administrative and data management operations would be slower. A transaction is the basic logical unit of execution in an information system. A transaction is a sequence of operations that must be executed as a whole, taking a consistent database state into another consistent database state. Transactions must therefore be executed to be:
- Atomic: a transaction is an atomic unit of processing and it is either performed entirely or not at all
- Consistent: take database from a consistent state to a consistent state
 - Isolated: the updates of a transaction must not be made visible to other transactions until it is committed
 - Durability: if a transaction changes the database and is committed, the changes must never be lost because of subsequent failure
This is A.C.I.D. properties of a database. These are essential for a multi-user DBMS. Transactions provide that system running by A.C.I.D. based way. When one of these properties has damaged a problem will appear. A dirty read (uncommitted dependency) occurs when a transaction can read data from a row that has been modified by another running transaction and not yet committed. A non-repeatable read is when a data read twice inside the same transaction cannot be guaranteed to contain the same value. A lost update occurs when two different transactions are trying to update the same column on the same row within a database at the same time. The result of the first transaction is then “lost”, as it is simply overwritten by the second transaction. The process involved in a lost update. 
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