Application Development (Web)
Lecture 10b Lab Tutorial Exercise
Viewing Bookings
Objectives
The aim of this lab exercise is to implement authorisation settings for viewing the Bookings in the database. 
If a user is not logged in, they should not be able to see any details on bookings, but they can make a new booking (Book as Guest). Also if the users is logged in as:
· A Customer: they should only see their own bookings and should NOT be allowed to edit or delete bookings.
· Admin User: they can see ALL bookings and CAN also edit and update bookings.

Authorise Booking Details to Logged In Users
1. Go back to the Bookings controller.
2. Import the following library:
using Microsoft.Extensions.Configuration;
3. Next add the following highlighted variable declaration that will store the access to the configuration settings (this will allow you to read the name of the Admin role stored in appsettings.json):
[image: ]
4. Next, inject the configuration settings into the constructor and save in the variable created in the last step as shown below (don’t forget the comma to separate the parameter).
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5. For the edit and delete methods, only Admin users should be authorised to access these methods. 
a. Locate both the GET and POST Edit methods and mark them with the IsAdmin authorisation policy created earlier (see Lab Exercises 9 – authentication and authorisation exercises).
GET method:
[image: ]
POST method
[image: ]
b. Repeat the same for the GET and POST Delete methods.
6. For the Index method (shows all bookings), a bit of code is required as you want:
a. Customers – to see just their bookings
b. Admin staff to see all bookings
7. Locate the Index method. Mark it as “Authorize” access as shown below. This means only logged-in users, no specific policy, can access it. 
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8. Next add the following code at the start of the method to get the current user.
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9. Next check if the user is logged in (authenticated) and get their current role. If not logged in redirect to the Films Index view. Add the following code just after getting the user:
// if user is logged in, set user id, email 
if (user.Identity.IsAuthenticated)
{
    // Get user's role
    var userRole = user.Claims.FirstOrDefault(c => c.Type == ClaimTypes.Role).Value;

     // Get the current user's ID
    


    // Find the current user's bookings (don't show for other people) and include the film and/or film showing details           

}
else // user not logged in, should not be able to see bookings
{
    // Not authorised, go back to films page
    return RedirectToAction("Index", "Films");
}

10. Next get the logged-in user’s role as shown below.
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11. Move the code that was originally in the method don’t worry if your variable names are different to mine) as shown below.
a. Move the code from AFTER the if block to INSIDE the if block as shown below.
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12. Update the line that gets the bookings to only show the bookings for the current user (add WHERE clause using Lambda expression) – finds all bookings with the current user’s ID.
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13. For Admin users, you don’t need the where clause. Add the following if block as shown in the screenshot.
// If the current user is the Admin user, show all bookings (remove the WHERE clause)
if (userRole == _configuration["ApplicationUsers:Roles:AdminRole"])
{
    goMovies2020DbContext = ... // Complete the code (same as previous but no WHERE);
}
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14. Save your changes and test your application.
[bookmark: _GoBack]
image3.png
Oreference | Orequests | 0 axceptions
public async Task<IActionResult> EAit(int? id)
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// GET: Bookings
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public async Task<IActionResult> Index()
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var goMovies2@20DbContext = _context.Booking.Include(b => b.Film).Inc
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// if user is logged in, set user id, email
if (user.Identity.IsAuthenticated)
{
// Get user's role
var userRole = user.Claims.FirstOrDefault(c => c.Type == ClaimTypes.Role).Value;

// Get the current user's ID
var userId = user.Claims.FirstOrDefault(c => c.Type == ClaimTypes.NameIdentifier).Value;
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// if user is logged in, set user id, email
if (user.Identity.IsAuthenticated)

{
// Get user's role
var userRole = user.Claims.FirstOrDefault(c => c.Type == ClaimTypes.Role).Value;
// Get the current user's ID
var userId = user.Claims.FirstOrDefault(c => c.Type == ClaimTypes.NameIdentifier).Value;l
// Find the current user's bookings (don't show for other people) and include the film and/or film showing details
}
else // user not logged in, should not be able to see Bookings
{
// Not authorised, go back to films page
return RedirectToAction("Index", "Films");
}

MOVE the crosssed out lines to where shown above (the highlighted code)
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// Find the current user's bookings (don't show for other people) and include the film and/or film showing details

var goMovies2020DbContext = _context.Booking.Include(b => b.Film)—
.Include(b => b.FilmShowing).Include(b => b.User);

return View(await goMovies2@20DbContext.ToListAsync());
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// If the current user is the Admin user, show all bookings (remove the WHERE clause)
if (userRole == _configuration["ApplicationUsers:Roles:AdminRole"]) NO WHERE Clause

{
goMovies2020DbContext = _context.Booking.Include(b => b.Film).Include(b => b.FilmShowing).Include(b => b.User);

return View(await goMovies2@20DbContext.ToListAsync());
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public class BookingsController : Controller

{
private readonly GoMovies202@DbContext _context;
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private readonly IConfiguration _configuration;
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public BookingsController(GoMovies2020DbContext context—

{
_context = context;

}




