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In the experiment's summary, two parts were conducted. In the first part, a basic login request email was sent, yielding low effectiveness. 40% of participants didn't respond, and only one shared login details. The second part used a suspicious Instagram login email, resulting in higher success. 80% of participants engaged, 50% clicked the provided link, and 70% of them had their login details harvested. Overall, 35% had their login details successfully harvested. The findings indicate that using drastic content in phishing emails, like a higher priority type, increases the likelihood of participants providing login information, boosting phishing attack success. However, 20% of participants didn't interact, suggesting some can identify and ignore phishing emails. Future research should explore additional factors influencing responses to phishing, such as language or sender familiarity, to enhance cybersecurity measures. Using a larger participant group could have provided more varied results for the experiment.
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Figure 1 SET application.
Figure 2 Zphisher application
Design and Implementation
My implementation outlined the setup of my software that was used in the experiment outline clear step by step process which could be followed if the experiment was to be replicated.
The author made use of Kali Linux ran through a virtual machine software (Virtual box) to run phishing software to conduct the experiment portion of my project. The experiment made use of different phishing software SET however I did compare the features of other phishing tools through my design process.
The author contrasted between the different software and tested to make sure that the experiment could be conducted correctly before conducting the experiment.
Introduction
Social engineering is the act of manipulating an individual or organisation into provide information or resources that you otherwise would not have access to. This can be used to gain access to confidential information or monetary assets.
According to Blythe and Madhavapeddy (2019), social engineering involves the use of psychological manipulation to acquire sensitive or undisclosed information from a target. This type of manipulation differs from others in that it is often part of a complex plan; if an initial attempt fails, it may not be possible to gather additional information.[1] 
a common way for private investigators to acquire information is pretexting — phoning an individual for information providing them with false information like masking their identity, as they will be likely to provide information to a trustworthy source. Such attacks of this nature are known as social engineering. [2]

Research Overview
Phishing attacks encompass various types, each with distinct characteristics and methods. Spear phishing, a common type, targets specific individuals or organizations, utilizing personal data to establish trust. [3]
· Spearing 
· Whaling
· Smishing
Preventing phishing attacks necessitates technical controls (e.g., firewalls, anti-virus software) and user awareness. Recognizing suspicious URLs, misspellings, and unsolicited information requests is vital. Two-factor authentication adds an extra layer of protection.  [4]
The use of tools like Zphisher and Social Engineering Toolkit (SET) in phishing attacks is concerning. Zphisher allows the creation of fake web pages and captures sensitive information through replicated company templates.[5] SET enables various social engineering attacks, even for non-technical users. Combining SET and Zphisher can create sophisticated, hard-to-detect campaigns, emphasizing the need for responsible and ethical use to enhance security. [6]
Aim & Objectives
The Aim of this project will be accessing different methods of which social engineering attacks are conducted and institutions/individuals may fall victim to these malicious attacks as evaluation from the results of my experiment.
· Conduct research on project topic to form ideas and understanding to help develop my experiment.
· Use various variables in my experiment to measure the effectiveness of the attacks which can be evaluated and contrasted.
· Create a social engineering attack in process that is in line with ethical guidelines of the university.
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Results from Experiment Part 2 
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set:webattack> IP address for the POST back in Harvester/Tabnabbing [10.0.2.15]: edte-82-
2.ngrok-free.app

Example: /home/website/ (make sure you end with /)

[1] Also note that there MUST be an index.html in the folder you point to.
set:uebattack> Path to the website to be cloned: /home/kali/Desktop/Youtube/

[*] Index.html found. Do you want to copy the entire folder or just index.html?

1. Copy just the index.html
2. Copy the entire folder

enter choice [1/2]: 2
[-1 Example: http://wmi.blah.com
set:webattack> URL of the website you imported: www.youtube.com
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File Actions Edit View Help

-] Successfully Hosted at : http://127

1:8080
-] Waiting for Login Info, Ctrl + C to exit.

-] victin IP Found !

-] victin's TP : 127.0.0.1

-] saved in : auth/ip.txt

-] Login info Found !t

-] Account : test123agmail.com

-] Password : test123

-] saved in : auth/usernames.dat

-] Waiting for Next Login Info, Ctrl + C to exit. I
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