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Introduction	Comment by Carlene Campbell: 
Need to be improved. Introduction should give a background to the work along with some general research information of the subject areas, followed by what the rest of the report will include.
In this assignment there will be research into tools used with in a investigation these tools will be used to help the case study recover their data and keep their data secure from any other problems in the future. This case study will be split into sections. Sections that will talk about the problems within the case study, solutions within the case study and then a overall of the case study. Within the overall there will be a in depth reasons on why the problems are there and why the solution is picked. The solution picked will be learn from the research task above. This research will help to understand the reasons why each tool is unique and is used in certain situations within the case study.	Comment by Carlene Campbell: 
Check grammar

Task 1 – Computer Forensics Tools Research
Computer Forensics Tools:
Computer forensic tools are important for forensic scenarios where data is needed from a piece of hardware such as a laptop, desktop and mobile phone. Each of these devices stores information within them that can be used as evidence if there was an involving any of these pieces of hardware. Listed below are many different tools that can be used to gain the information needed within these hardware’s. Each tool will have different ways of gaining this information, but the overall outcome of these tools is to obtain information needed within an investigation as evidence. Without these tools’ investigations would be a Gray area as far as finding information within a laptop, desktop or mobile phone. Therefore, these tools are vital to an investigation case and are needed to help the investigation team.
Listed below are many tools that are used the most common within computer forensic investigations. These tools all have unique ways of discovering data and viewing it to the user. Each tool can be used for different hardware. Some might be used just for laptops and desktops. Others for mobile phones and similar devices. Not all tools will be used at the same time during an investigation only a handful will be put into use.
Autopsy
Autopsy is a software that allows users to gain information within a desktop or mobile phone for information that might have gotten deleted or crashed. Autopsy is a graphical interface to Sleuth Kit. This software is used by the law enforcement and other government fields to help with investigations that involve hardware or software. These investigations take place as vital pieces of evidence can be hidden or deleted within a piece of hardware. These pieces of evidence might be the vital piece to the investigation and will help that team solve the case given to them. 
Benefits:
Autopsy is designed to be easy to use. The installation on autopsy is easy and fast therefore making it an easier process to put this software on any hardware. The software is fast at searching the hardware for deleted files/information and any hidden files that are named different. It is fast as autopsy runs tasks at the same time using many cores. The estimated time will within hours, but keyword searches will be found almost instantly. Lastly autopsy is cost effective. This software is completely free and allows anyone to use. Meaning its not just a tool used to investigations but also for the average user. A scenario that may occur with the average user might be the deletion of a image. They might have accidently deleted something they wanted to keep, autopsy will recover this image for them, and they can keep the image previously deleted.
Wireshark
Wireshark is used to store network traffic. This is done throughout the local network. Wireshark will then store this data for any user to take advantage of. This is useful in many situations that will need to involve the traffic a certain network got during a certain time and day. Wireshark can track anything from someone’s wireless or Bluetooth to an ethernet port. Wireshark can be used with windows, Linux’s and mac therefore making it useable for many users. downloading Wireshark and using Wireshark is an easy process. The only process that the users’ need to take into consideration is the operating system they are using such as windows or mac. And if using windows x32 or x64 version. If the users come into any confusion the Wireshark website has lots of information on how the software is used. Making it very easy to a skilled user or a beginner user to use.
Benefits:
Benefits of using Wireshark would be the accessibility and ease of use. It allows a user to gain information on the packet traffic throughout a certain network if that network is their own or a company’s network. This data can be very useful and will allow a user to have more knowledge on what traffic is coming into a certain network. 

Network Miner
Network miner is a NFAT also known as a Network Forensic Analysis Tool. This is used as a network packet sniffer. This is to obtain information such as hostnames, open ports and OP’s (Operating Systems). This is like Wireshark as it is used to sniff packets coming into a network, but Network is used specifically for windows and Linux. Network miner has a free version and a paid for version. Network Miner free version comes with features and allow you to do sniff packets, but the paid version of Network Miner comes with many more features that allows the users to use. Features of the free Network Miner are IPv6 support, Parse PCAP files, Live sniffing, OS Fingerprinting and extracting files form TFTP, HTTP and many other files. Paid for Network Miner allows for many more features such as GEO IP localization, DNS Whitelisting, Advanced OS fingerprinting, web browser tracking and many more. There are many more features within the paid version, but free network Minder allows a user to do the main functions of a packet sniffer software.
Benefits:
Benefits of using Network Miner would be its many features for both free and paid versions of Network Miner. This allows for a beginner to use this software for free and allows a more experienced user to buy and use the many more features included in the paid version of Network Miner.
Drawbacks:
Drawbacks of Network Minder would be the cost of paid version. It is around $900 USD. This can be very costly to many users. This cost can a big decision for certain users therefore this will be a drawback to many users wanting the paid version on Network Miner.


Encrypted Disk Detector
Encrypted Disk Detector also know as a EDD is a CMD tool that helps to check physical drivers on a local system. EDD or Encrypted Disk Detector is used within investigations as a tool to find encrypt4ed volumes on a system. EDD supported encrypted volumes such as TrueCrypt, Safe boot and PGP. EDD is free and does not need to subscription or payment up front. This makes it useful for the average user and the users that will use this tool in an investigation.
Benefits:
Benefits of EDD would be its easiness to use on computer system. It is used within CMD. It is free therefore making it a more accessible choice for someone who might not have a team behind them like an investigation team. 

NMAP
NMAP is another network scanner useful within investigations that involve data being stored within a network. NMAP was created by Gordon Lyon and the stable version was released in October 2020. But was initially made and released in September 1997. NMAP can locate and show hosts and services on computer networks. This process is done by sending packets to the network and reviewing them responses. NMAP like other network scanners comes with many features, some main features such as service and host location. NMAP is free to download and use. This makes it a useful for all users. User’s that might be using this for personal use and not an investigation. NMAP can be used more over other network scanners because of its versatility. NMAP is useable on windows, mac, Linux and other operating systems. Lastly this software was created using C++ by the creator Gordon Lydon and his team.
Benefits:
As mentioned above NMAP is used to scan networks, there are many benefits to this that will be involved in most investigations involving a network. The second benefits would be the price and ease of download and use. Lastly its versatile and is useable in with many operating systems.
MAGNET RAM Capturer
MAGNET Ram capture is a free tool that is used to gain data form a computers physical memory. A scenario this would be used in an investigation would be the suspects computer. This computer might have vital data to solve the investigation and understand what the outcome of the investigation is. MAGNET has a small footprint. This allows the user to use the tool when data is being overwritten. MAGNET can store the data gained from the physical memory in many forms such as. RAW and .DMP. The type of data that the user might encounter in the RAM would be network connections, running programs and other data. MAGNET allows for a choice of operating systems. These systems can be old windows to the newest windows 10.
Benefits:
From research on MAGNET RAM capture this is a good tool to use to search the physical memory on a computer during an investigation. This data will show different data being stored that will help solve the investigation case and help the team make a confident decision on what has happened on the suspects computer. Lastly, it’s a free tool that can be download with ease and used with ease. Making it a tool not only for an investigation team but the average users as well.
Write Blocker
A write blocker tool is a tool used to stop write access to a hard disk. This is a physical tool that can be used to prevent this from happening. This is a tool that would be used in an investigation by users that understand what it does and ow it keeps the hard disk secure. There is also software write blockers that can be used. These software’s can be easy to download and allow the user to do the same process the physical write blocker would do. Drawbacks of using a software write blocker would be limited port speed. This can cause problems, but this can also happen with other write blockers.
Browser History Storer
Having a browser that can store history of a certain user can be a key piece to a investigation. This data can either be stored through the browser itself or software that can be downloaded and used to store the history of a certain suspects browser searches. This data will show data such as website links and time and date it was searched and clicked. This can be good data for a investigation as it allows that team to understand what that users motive was during that certain time and date and lets them understand if that suspect is doing suspicious activities that may play a role into a certain crime they are investigating.

Benefits:
Benefits of browsers storing history would be the accessibility to find this data and research that data. This data can show many clues to a certain activity can may be illegal. This data can be stored for a long time therefore having all this data available will make a investigation team more confident in their research of that investigation and the outcome of that investigation will have lots of proof of illegal activities being done.
Drawbacks:
There are drawbacks to browsers storing data. Drawbacks such as users being able to clear their data from being stored. This allows that users to keep themselves from exposing their data to a investigation team. 










Task 2 – Case Study: Sabotage
Discussion of Case Study
Within this case study the suspect Rob Jengelley was making new GUI interfaces for companies such as Samsung. These GUI’s can cost lots of money to make and are made to be used for the Samsung s20. This is an unreleased phone therefore keeping the new GUI of this phone secret and out of the hands of untrustworthy people is going to be needed. From reading through this case study, it seems Rob Jengelley (The Suspect of this case) has left the company that he has provided GUI’s for but has removed some of his GUIs from his computer. Therefore, these new designs that have cost lots of money to make have been sabotaged by the suspect. This can be a illegal and cost the company millions of pounds. Therefore, having the correct tools to recover these GUI’s that the suspect has either deleted or hidden within the computer to get them back into the company’s hands. These tools are used within an investigation to recover but also take the suspect down. If this was a purposeful deletion of these files to sabotage the company the suspect will face time and will have consequences to this action that they had taken. From reading this investigation if seems the CEO of CEC Ms Dee Rod has thought about getting a computer forensic investigation going into this case. Ms Dee Rod has called in Barry Lynch. Barry Lynch is a CHFI and CEH certified professional. Throughout this case study there will be the tools Barry Lynch will have used to recover Ms Dee Rod’s data and find evidence of that Rob Jengelley doing the sabotage on the company he prior worked for. Lastly there will be a professional forensic report for CEC that will be the actions being taken place to recover their data lost throughout this investigation. 
Findings / solutions
Reading through what has happened within this investigation there should be tools used to recover CEC’s data that was sabotaged by the suspect. This data can be hidden within the computer or was deleted from the computer. Having tools that will recover this data will allow for CEC’s important data to be recovered and save them millions of pounds. When reading this case, the first tool that came to mind to find and recover this data was Autopsy. Autopsy is a software that can recover data that was either deleted or crash during the sabotage from the suspect. This data can be found and recovered within days using this software and will give the investigation more evidence on whether the data was deleted by the suspect or hidden within the computer. Autopsy can a few hours to find data but using the key work search within the software allows the investigation team to search for names such as “Samsung Galaxy S20 Plus phone design”. This will increase the time taken to find this data and allow CEC to get their data back even quicker. The second tool that will be useful would be NMAP. NMAP searches the network that was connected to the computer. In this case the computer was CEC’s and the network connected to this computer will be CEC’s. Having a tool that can search throughout that network for hidden files or deleted files will be vital. This would be vital as the suspect might have hidden data within the network. This data can then be recovered and given back to CEC saving them millions of pounds. This tool is semi fast and will not take long to recover data that might have been on the network connected to the suspect computer. Lastly MAGNET ram capture can be used within the case as it will search the physical memory of the computer for any files that indicate the suspect sabotage. MAGNET has a small footprint. This allows the user to use the tool when data is being overwritten. Each of these tools will give evidence of the sabotage the suspect has done and will give the data back to CEC that would of cost them millions of pounds to recreate.

Report
CEC’s Computer Investigation Report
To:   (CEC) Ms Dee Rod
From: Thomas Barnett
Introduction
Throughout this investigation my team have found many ways to recover your data and keep your company safer in the future. We have found that the data can be recovered by tools that we use on all investigations. This process will be done throughout a weeklong period where we will be searching the suspects computer for any evidence that will help the investigation. This evidence will be showed to your and we will safe this evidence for the crimes committed. Once all data has been recovered it will be given back to you and we will give different methods on how to keep this data more secure from any future problems. This investigation will get hopefully get the suspect to be guilty of the crimes committed and the consequence will be put onto that suspect. Throughout the rest of this report, we will talk about the solutions and tools that we will be installing onto the suspect computer to regain the data lost and find any other evidence to support our case.
Report solutions
When reding your case we believe that the best tools should be used to regain your data lost. This data will allow you to save the millions of pounds lost and keep from any future leaks of your data to unwanted hands. Tools we will be using will be installed onto the computer we are investigating and will be removed once investigation in successfully done. Each of these installs will take time and will take a certain amount of time to be successfully done. This time can be uncertain, but we will give a weeklong time slot where we will be on this computer working away to recover your data. The main tools that are going to be used within this investigation are Autopsy, NMAP and MAGNET Ram capture. These tools will be listed below with links to their webpages for any further information you want to see what they are going to be doing in the system we are working on. Each of these tools will be the best tools based on your situation involving the sabotage of a suspect and hidden or deletion of your data that is very important to keep safe. Lastly the solutions taken place within this investigation will need to have a confirmation from your personally. This can be done through contacting us bellow. You can either call us, email or any other method you feel is the best for you.
Autopsy – https://www.sleuthkit.org/autopsy/
NMAP –  https://nmap.org/
MAGNET - http://go.magnetforensics.com/ram-capture-twitter
Contact
You can contact us through different methods. For the fastest reply we suggest your either email us or call our company’s phone number. If either of these are not obtainable, we might be busy and we wish you call another time. Any other further questions about this investigation we can talk in person you through email and phone.
Email – computerforensics@gmial.com
Phone - +44 118 496 0348


Results/Findings
From reading this case study to find solutions to the actions taken place within this case study. There should be a high chance the company gets their data back and is able to get the suspect to prove them guilty. This allows the company to move on from this investigation knowing their data is safe and is back in their hands. The company now should have more of an understanding on how and what to do if suspicious activities are being taken place within their network or company’s facility. It allows the company to be better and more secure within the future if there were other investigation going to take place within the CEC company. For my personal research I have learned about computer forensic tools and how they can impact the result of a investigation. Using the correct tools is a vital process and will be needed to keep the company’s data secure and safe and keep suspicious from sabotaging a company. This will save a company from lots of money being spend to remake data and allow the company to stay safe from leaks that may occur from their data being leaked. Lastly, I have fond that being fast with these investigations is key. Without being fast there is more time for a suspect to hide their path and allow them to have more time to delete more data that can cost lots of money to recreate. Therefore, having fast and reliable tools to use within the computer forensic investigation is a mandatory.
Conclusion of Case Study
After researching problems within this case study, fixing these problems and recovering the problems in this case study the company is more secure and will be safter with any problems that may occur within the future. This case study allowed me to understand why computer forensic teams need to be involved in cases like this where data has been tampered with. It taught me that computer forensic teams use many tools that can help recover and find said companies’ data. It allows for data to be recovered and allows for the company to find the suspect or suspects that might have been involved in the crime.














Conclusion of Research and Case Study:
This assignment has taught me lots of information on computer forensics. Its taught be the many tools used within an investigation, it has taught be how a report is built based on the scenario of the investigation and has taught me the importance of a computer forensic team to a company safety. The research aspect of this assignment taught me the most about the many tools used. Tools such a Ram capture and an Autopsy. Each of these tools are used in professional situations where millions of pounds are at risk of being lost. This gave me an understanding on why a good computer forensic team is needed within a big company that’s data is vital to a huge amount of money. Without these teams’ data can be easily taken and untraced. Meaning a lot more attacks on bigger companies would take place. Companies such as Apple and Microsoft. These companies are the biggest technology companies worldwide. If any future release data was to be leaked about their new design, it will be a multimillion possibility billion-dollar situation. Not only lots of money can be taken but big crimes can be committed. This assignment taught me that the crimes committed are extremely illegal and cause the suspect to have long jail times and huge fines to them. The best research I learned was from this website [1]. Here is a quote from this website that gave me lots of information on computer forensic investigators. “Computer forensics involves the extraction and analysis of electronically stored information (ESI) from devices such as desktop computers, laptops, tablets and hard drives. Computers are an integral part of everyday life, and the digital evidence that can be recovered is crucial within a range of criminal, civil and corporate investigations. Operating globally, CYFOR are the foremost computer forensics providers. We assist criminal law firms in legally aided matters, civil law firms specialising in litigation, as well as businesses and private individuals. Our seasoned investigators are experts in the recovery, analysis and reporting of computer data. CYFOR adhere to The National Police Chiefs’ Council (NPCC) guidelines, ensuring that any extracted data is forensically sound and can be used as admissible evidence in legal proceedings. A computer forensics investigator is not an IT technician. Years of training and ongoing development is standard, as deciphering binary and metadata on a computer can be as complex and precise as understanding human DNA. To have a computer involved in a case should be viewed as an absolute asset, as the quantity, variety, and potential value of data stored on the hard drive can be invaluable. However, if best practice guidelines are not followed, and forensic experts are not deployed, evidence can be lost forever, and it becomes inadmissible in court or at tribunals.” [1]. Just from this singular paragraph I learned why and how investigation happen and the importance of them.	Comment by Carlene Campbell: 
Try to use paragraphs instead of one flow.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your research section lacks diversity of sources and materials.  Little or no references used.  You must provide evidence of your research/own reading throughout your work, using a suitable referencing system, including in-text citations in the main body of your work and a reference list at the end of your work. (Grade mark: 30.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]6

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comments above to demonstrate: sound knowledge and critical understanding of the well-established concepts and principles of the subject area (Grade mark: 33.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]See comments in report to improve introduction and conclusion.  Tools not categorised. You have explained the case study.  The key was to have discussed the steps taken during the investigation process example:  step 1: He would visited Rob’s desk and seized all the hardware devices such as hard disks, CDROM, iPods, and DVD disks etc. 
Step 2: He placed all the seized devices carefully in anti-static bags and transported them to a forensics laboratory.  Etc.  You have not done an invoice but somewhat an investigation report (Grade mark: 46.67%)
	[bookmark: totalANA]60
	[bookmark: markANA]28

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work need formatting and alignment.  There are a number of typo and grammatical errors. Your writing style can be improved; utilised the university support team provided by student services. You have not use the IEEE report format.     (Grade mark: 40.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]2

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]41%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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