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This report will look into what tools an computer forensic investigator can use to allow them to preserve, collect and analyse digital evidence when called upon by law enforcement. There are many licensed and open source tools available to investigators. As there are standards that an investigator must abide to when carrying out an investigation, most tools work to achieve the same goal. It is an investigators choice which they want to use. Several tools are covered in this report, describing their purpose and how they can be used in an investigation. Following this, a case study will be looked at to see how a real-life scenario would be approached by a forensic investigator. This case study will use selected tools to create a copy of a disk image and analyse it using a forensic analysis software. Steps will be include that should be followed by the investigator so they can reach a conclusion based on the facts gathered from the digital evidence,




[bookmark: _Toc35951246]Introduction

Computer forensic is a process followed by an expert to assist in an investigation, often linked to a cybercrime. The investigator will acquire, analyse and report digital evidence and present it in a way that can be understood to those who are not experts. The investigator can be called upon to act as an expert witness if a court of law becomes necessary. They will give an impartial decision and use the evidence to reach a conclusion. Failure to explain jargon to a court of law could negate any work done by the investigator. Whilst each expert may use their own tools to carry out their investigation, they must follow a rigid method to correctly obtain the data. [1] Figure 1 below shows the steps that must be taken by an investigator. It shows that the process begins before the device in question is even touched.Figure 1 Steps in an investigation [19]

[image: ]An investigators role is to reports their findings, not offer an opinion. It is vital they follow the standards set so that the evidence keeps its integrity and holds up in a court of law. An important step in this is by creating a chain of custody. From when the evidence is collected to when it is presented in court, the chain of custody must account for any time the evidence changes hands [2]. It must also include time stamps and assigned an identifier so it can be tracked. Failure to do so can result in the evidence being refused in court. 


Any data must be searched only if it is lawfully seized. If so, it is vital that investigators obtain any evidence ethically, following laws such as:
· The Data Retention and Investigatory Powers Act (2014)
· Police and Crime Act (1997)
· Serious Crime Act (2015) [3]
Laws such as the above allow for data to be acquired in ways that do not breach the Computer Misuse Act (1990), meaning investigators can use methods that would be considered illegal to non professionals.
This report will cover some of the tools used by an investigator, from software packages to hardware that keeps data safe. A real life cybercrime scenario will then be looked it, describing the approach the investigator must take to retain the most valuable data from evidence provided.

1. [bookmark: _Toc35951247]Forensic Tools

Digital Evidence can be found in many different ways, therefore it is essential that a forensic investigator has access to as many tools as necessary. Criminals may not be aware of what traces they are leaving on their devices, whether it be browsing history or deleted data. As an expert, a forensic investigator must be able to retrieve any data that may prove valuable, but also ensure they do not tamper with a crime scene. Having access to these tools, such as FTK imager, allows an investigator to carry out tasks such as creating bit by bit copies of a devices drive so it can be analysed without concern for data loss. The most widely used tools, such as FTK or EnCase, have enhanced an investigators ability to analyse evidence and can generate reports on the results found. [4]
 Some sources of digital evidence that must be searched can include:
· Slack space
· Swap file
· Temp files
· Deleted data [5]

The table below contains just some of the tools that are available, what their purpose is and how easily accessible they are. Below the table is a description of some of the tools and methods that an investigator might use.
Table 1 Forensic Tools
	Forensic Tool
	Tool Purpose
	Accessibility

	Forensic Tool Kit (FTK)
	Forensic examination via scanning drives
	Licensed, costs of over £3000

	FTK Imager
	Creates a disk image for analysis
	Licensed, free to use

	X-Ways Forensics
	Forensic examination, has many features including disk imaging and data recovery
	Licensed, several packages averaging around £750

	EnCase
	Recover evidence from seized drives
	Licensed, starting at £3000

	NFTS Recovery Toolkit
	Analysed NFTS partitions for data recovery
	Open sourced, free to use

	The Sleuth Kit
	Facilitates forensic investigations by analysing hard drives or phones
	Open sourced, free to use

	Forensic disk controller
	Gains read only access to drives, meaning to risk to drives contents
	Equipment used during investigation


1.1 [bookmark: _Toc35951248]Features of FTK & FTK Imager

FTK offers forensic investigators a complete forensic solution by gathering the most used tools in once place. Some of its most impressive features include:
· Decrypting files or cracking passwords that are protecting files that could potentially be used as digital evidence
· Search for key words that may lead to digital evidence by analysing sources such as an email
· Analyse IP headers to gather information such as the source/destination IP address and the IP version
· Search disk images for files of a certain size or type
· Gives investigators a variety of ways to visualize the data that results from the analysis

Before FTK can be used, an exact copy of the disk drive must be created. This is where FTK Imager is useful. Creating a disk image copy to operate on allows for an investigator to check the integrity of the files being analysed. By using hashing (which will be discussed later), any changes to a file can be verified on the copy of the disk image without compromising the source disk [6]. Once FTK Imager has created the image copy, it provides a hash value to verify that the original disk image and the copy match. This will be seen in the case study.

Once the image has been analysed, FTK can produce a report, as seen in figure 2 below.Figure 2 An FTK generated report [20]
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1.2 [bookmark: _Toc35951249]Live Data Acquisitioning

Live data acquisitioning is only possible is the device being analysed is still powered on. It is the process where an investigator can gather contents from the devices RAM and other volatile information that would be lost if the device was off. Important data can often be found in amongst temporary files that could be critical in a case which is why it is essential it must be carried out by a trained professional [7]. Figure 3 shows the steps taken when approaching a live data acquisition.
Device is powered on
Arrive at Crime scene

Figure 3 - Live data acquisition

Live Data Acquisition, run the Boot Disk


Run the Forensic acquisition utilities available



Copy files gathered into a folder for further analysis




From here, an investigator will carry out their work on the copy, ensuring the original evidence maintains its integrity.

1.3 [bookmark: _Toc35951250]Hidden & Deleted data

Deleting data off a disk does not always mean that it cannot be recovered, useful evidence can be found stored on a windows operating system if an investigator knows where to look. The most basic method of hiding a file is to use the feature in Windows explorer “Hide hidden files”. However, there are more places on an operating system that can prove useful in an investigation.
 Currently, Windows is using the New Technologies File System (NTFS) file system. NTFS uses a Master File Table (MFT) to track the contents of a partition.  Each entry within the MFT contains attributes and a description unique to that file, including a name that begins with ‘$’. Deleting a file on the systems causes the OS to update the file entry in the MFT, meaning that it still exists, it just has different attributes. These files can be recovered using modern forensic toolkits. These tools look at the allocation status of the file and allows the investigator to see if a file has been deleted or unallocated. [8]

Another area that should be investigated on a disk image is slack space. Slack space is the data that remains from a previously allocated file that has been overwritten and must be analysed in any investigation. Creating a disk image using a forensic tool such as FTK Imager will capture slack space and all data that remains within. Criminals can use slack space to hide data if they know how to delete files in a way that new files are allocated into the position of the file they wish to hide. To look at slack space files, the directory entries must be analysed as they contain the size of the files in the system. Since a cluster is a fixed size, new allocated data that did not fill the cluster would contain data from the last allocated file. Any leftover data in the cluster could prove useful in an investigation [9].
Steganography can also be used to hide data in plain sight. Criminals can embed secret data in a form of media and send it without the data drawing attention. This data can range from a secret message to malicious code that is executed when clicked on [10]. A well-known example of this is a Phishing scam. An email is sent to a large pool of people, some of whom are not computer literate. They will see this email as harmless and perhaps click on any content within the email. Whatever the intent of the sender of this email is, it is now enabled as the user has clicked on the media that contains the secret data.


1.4 [bookmark: _Toc35951251]Hashing

Hashing is used to confirm whether data has been modified. It is an algorithm that, when applied to data, produces a hash number or (or “checksum). If the checksum is the same, it proves to an investigator that the file has not been tampered with. It only works one way, meaning that the process cannot be reversed. Its purpose is solely to compare two pieces of data, see figure 4 below for an example [11].
[image: ]	There are many available tools that can be found online that will calculate a checksum. They follow different hashing standards, such as SHA and MD5.
SHA has different algorithms, some creating a 256-bit hash (SHA-256) or 512-bit hash(SHA-512). MD5 creates a 128-bit hash. As long as an investigator is consistent with the algorithm they use, they can use hashing to confirm if a file has been tampered with and find evidence to support their case.Figure 4 Hashing example [21]



1.5 [bookmark: _Toc35951252]Encryption

The increase use in encryption to protect data poses a challenge to forensic investigators. All encrypted files need a decryption key to gain access, it is likely that the investigator will not have this key and will need to access the data using another method.
The first task for an investigator when faced with encryption is to find the extent of the encryption, whether it is just several files or an entire system. They must also have created an image copy, encryption can cause data to be lost so an investigator must always work on the copy image. An investigators best chance to access encrypted information is by looking for any stored passwords. These can often be found stores on the hard drive and a skilled investigator will know where to look, for example web browsers or a repository. Some Microsoft products also create a document copy in case of a computer failure, storing the files back up in the unused space on a disk [12].



1.6 [bookmark: _Toc35951253]Write blockers

Investigators need assurance that data is not altered during the capture or analysis phases of an investigation, if it is then it will not be accepted in court. A write blocker grants read only access to a storage device without compromising its integrity. Its main purpose is to block any commands that would cause a modification to a storage device that is being used as evidence. Write blockers and be a hardware or a software, both serving the same task of:
· Not allowing a protected drive to be changed
· Not prevent the obtaining of information from a drive
· Not prevent any operations to an unprotected drive

The only difference between a software and hardware write blocker is that the software will be installed on an investigators machine, whereas the hardware write blocker will have the software installed within a portable device. See figure 5 below for an example hardware write blocker.

[image: ]Hardware write blockers are often the preferred method if one is to be used, they offer visuals that indicate their functionality and therefore easier to use. [13]





Figure 5 Hardware Write Blocker [22]



1.7 [bookmark: _Toc35951254]Autopsy

Autopsy is an open source forensic analysis tool similar to FTK. Investigators can add files such as disk images to be analysed. Autopsy then gives the investigator several ways to analyse the data. This can range from:
· Recent Activity (such as browsing history)
· Email Parser
· Key Word Searching
· Hash Database Lookup [14]
Autopsy is used by law enforcement and the military to analyse digital evidence. It can analyse Windows and UNIX disks and search through files systems such as NTFS and FAT. It can perform both dead and live analysis. It uses techniques such as hash databases, timeline of file activity and meta data analysis to assist in investigations. [15]
The case study included in this report will look at Autopsy and how it can be used in an investigation.






2. [bookmark: _Toc35951255]Setting up a Forensic Lab

As digital evidence becomes more prevalent in crimes, law enforcement is having to find the most efficient method of processing the evidence. A forensic investigators lab must contain equipment with the necessary requirements to carry out an investigation and thoroughly and quickly as possible. Whilst most would assume that the software tools are the most important in an investigation, the hardware must also be able to meet the demands of the software to complete the tasks in a suitable time [14].

2.1 [bookmark: _Toc35951256]Hardware requirements of a Forensic lab

Investigators must be able to perform forensically sound investigations in their laboratory environment, to do this they must have access to the hardware and software that would best allow them to investigate digital evidence. The computer that the investigator will be working on must be able to work at high speed, therefore it must have:
· Dedicated amount of Random-Access Memory (RAM) - Ideally 32GB of RAM or above is needed to store volatile data
· Hard Drives – A suspect’s drive can contain a huge amount of data; therefore it is essential that an investigator has somewhere to store this data. Multiple hard drives should be purchased that can store up to 4TB
· Long Term Storage – The ability to archive evidence in the long term is essential, the length of time is up to the investigator, but a minimum of two years is advised. The methods of archiving can data, options such as Network Attached Storage (NAS) are available but are an expensive option. For smaller labs, addition hard drives would be suitable. [16]
Additional hardware equipment will be required to carry out an investigation thoroughly. Devices such as:
· Camera – These are used to capture images of crime scenes prior to any evidence being captured
· Write Blockers – As mentioned previously, these ensure read only access to drives that being used as evidence
· Electromagnetic Shielding – Items such as a faraday bag/cage prevent electromagnetic interference that would alter evidence in a way that may not allow it to hold in court [17]
· Mobile Devices – Mobile Phones are often collected as part of the evidence. An investigator can use a mobile device to copy data from a mobile device to another or even to a computer. This is known as data extraction [16]
The lab must also have suppression systems in place that prevent interference from fire, water, smoke and electromagnetic waves. Basic security systems such as an ID scanner to get into the lab will also be needed.


2.2 [bookmark: _Toc35951257]Software requirements

Investigators have many forensic tools available to them that encompass different analysis functions, it is the investigators choice as to which one they wish to use during their investigation. Some of these software’s include:
· A Forensic disk imaging tool (e.g. FTK Imager)
· Data recovery and analysis tool (e.g. FTK/EnCase/Autopsy)
· Anti-virus software
These software’s are expensive; however they are necessary in an investigation. There are open source software’s available such as Autopsy [18].


[bookmark: _Toc35951258]3 Case Study

This section will look at an example of a cyber-crime. It has been split into the following sections:
· Scenario
· Assumptions
· What we already know
· Data recovery 
· Data Analysis
· Findings

Johns aim is to collect and preserve the data, analyse it and then present it in a court of law. He must only use the facts to form his opinion, therefore he will need the most competent tools available to him as an investigator to come to his conclusion.

[bookmark: _Toc35951259]3.1 Scenario

A terrorist was shot down at Heathrow International airport. He was planning on bombing the Mason International airport at Fiji. His face was recognised from the terrorist most wanted list. He attempted to escape when he was confronted by the police who then shot him. He was carrying a brief case containing a laptop when he was shot down. The Heathrow Police Department have hired John, a detective from a professional investigation service to analyse the laptop for any digital evidence than can convict the terrorist. John is to analyse the laptop disk and present his findings in a report that would hold up in a court of law.

[bookmark: _Toc35951260]3.2 Assumptions

The investigation is to be carried out by John, a detective who is assumed to be a forensic investigator. We know that John already has the laptop briefcase, therefore we can assume that it was transferred to him by law enforcement and that the chain of custody began at the crime scene with the incident handlers. The evidence will be in secure packages and labelled appropriately. The chain of custody must now be carried out by John. It is assumed the laptop has not been tampered with or used in any way and that John has received it as it was found at the crime scene.  The laptop will have no encryption, but a password is needed to gain access. Law enforcement will have obtained all legal requirements (such as search warrants) that allows John to carry out his investigation efficiently and will not be hindered. As John is a forensic investigator, he can be considered an expert witness. He will analyse the evidence himself as an experienced investigator and present the findings in a report. This report will be explained by John to the court in a way that makes it straight forward for them to follow (e.g. no jargon). Johns role as the expert witness is to:
· Have absolute field knowledge
· Offer a view in court
· Offer his opinion based on his findings only
· Assist the court in reaching a verdict based on Johns findings
The tools that John is going to use to help in his investigation are FTK Imager, Autopsy, Brutus (password cracking), a digital camera and a write blocker. John will use Brutus to access the laptop if necessary. John will use Autopsy to perform live analysis of the disk image.

[bookmark: _Toc35951261]3.3 What we know so far

The following points outline the facts we know so far prior to Johns analysis of the evidence:

· John is in possession of the laptop, laptop briefcase, photos of the crime scene and fingerprints that matched the terrorist
· The laptop was in Stand By mode when John received it
· The laptop was running on Microsoft Windows XP OS
· The laptop contains files that will need to be presented as part of Johns findings 
· John has taken photos of the screen he was presented with when receiving the laptop
· John has been hired to act as an expert witness and will therefore have permission by law enforcement to carry out what is necessary to complete the investigation
· John has been asked to retrieve any MS word, Excel, PDF, Image, Video and audio files that may be relevant to an investigation
· John was also asked to gather data from MS Outlook and browser data
· John found immigration visas in the laptop bag

[bookmark: _Toc35951262]3.4 Data recovery

The laptop will now be in Johns forensic lab ready to be analysed, but first, the data must be recovered. In order to protect the original evidence, it is vital that John creates an exact copy of the laptop image. To do this, he should use the FTK Imager installed on his device that he is using to analyse the evidence. By creating a bit by bit copy of the image, John can perform any work without risk of damaging the integrity of the original evidence. John will use his write blocker on the laptop to prevent any accidental damage to data on the laptop. He should also take photos of the data recovery process to add to the chain of custody. Below outlines the step John can follow to create the copy with relevant images.





1. [image: ]As seen in figure 6, John will launch the FTK software and add the evidence file. This would be the laptop drive, connected to Johns PC by a USB cable.




Figure 6 Selecting source file




[image: ]
2. John will then go to “Create disk image” in the software and select the evidence file. It will then ask what John would like the destination image type to be. As it is a windows laptop, John can select Raw (dd).


Figure 7 Selecting destination image






3. [image: ]John then assigns the case and evidence a number and leaves a digital signature where he is identified as the examiner.




Figure 8 Creating Case



[image: ]Figure 9 Copying of original disk to selected location

4. FTK Imager then begins to process the image copy once John has selected a destination to save the copy. 





[image: ]Figure 9 Processing the image copy

5. The image copy is created. FTK Imager assigns a hash value to both the original and the copy to ensure that there are no differences between the two disks. Figure 10 shows that the disks produces the same checksum, meaning the image copy may be used to investigate.Figure 10 Final copy with hash value


John must save this copy to an external hard drive so it is backed up and can be called upon at any time. He will then store the original laptop in a secure location and update the chain of custody accordingly.

It is important that John searches the Master Boot Record (MBR) of the drive. The MBR is used to load the OS to memory and is found in the first sector of the storage disk. As it carries out the booting process of the laptop being investigated, it will contain all information about recent partitions available in the system. John must use the MBR in the investigation to extract the required information [19].

Other areas John must search for evidence includes:
· Files
· Slack space
· Swap files
· Unallocated clusters
· Unused partitions
· Hidden partitions

By putting the image file through autopsy, John can navigate through the results for any suspicious activity that will help convict the suspect. This includes the files John was asked to retrieve, such John can also produce a report of the findings that may help in his case.



[bookmark: _Toc35951263]3.5 Data Analysis

First, John use Autopsy to analyse the image file he has created. See below for a step by step process of how this is done, with relevant images.
[image: ]
1. John sets up a new case in Autopsy, assigning himself as the examiner and giving it a unique case number.





Figure 11 Creating a case in Autopsy


2. [image: ] John will then add the disk image as a data source for autopsy to analyse. As seen in figure 12, we are using a test file but have chosen to analyse FAT file systems. These could prove to be important and contain important evidence,

Figure 12 Adding data source





[image: ]
3. John can select what modules within Autopsy he would like to use. As this is for an investigation, John will use all available modules so that a full analysis of the disk image is done. 

Figure 13 Selecting modules that will be used


[image: ]
4. Figure 14 shows an example of what Autopsy presents to an investigator once it has analysed a file. It categorises the evidence into types such as web history and installed programs. This is just an example and is not the drive John will analyse, however it gives an insight into how thorough Autopsy analyses the evidence file. 



Figure 15 Selecting what is to be analysed on the disk



Figure 14 What John will see after Autopsy has completed its analysis








John has analysed the image copy by processing it through Autopsy. Autopsy searches all partition on the disk, including deleted items and slack space to help find evidence. It has found the following evidence items that may prove useful in his investigation:
· Videos files that had contents relating to 9/11 bombings, terrorist camps, speeches by terrorist leaders, videos of the terrorist suspect with his family, video clips of Heathrow International Airport (HIA) and Mason International Airport (MIA) and finally six suspects plotting in a hotel room
· Detailed photos of HIA and MIA
· Logos of particular terrorist groups (confirming association)
· Documents related to “How to make a chemical bomb”, “How to prepare for Jihad”, “How to be a suicide bomber” amongst other indicative documents
· A document titled “How to bomb Mason International Airport” containing instructions from a few people on how to spread terror at MIA
· Excel spreadsheets containing bank account names and details about funds to the accounts



The videos found by Autopsy can prove critical in reaching a conclusion in the investigation. John must include them in his report as they clearly point to the suspect having researched previous terrorist attacks. It also tells us that the suspect owns videos and photos of HIA and MIA, suggesting that they now know the layout of the airports. The video of the six suspects plotting in a hotel room together must be looked at by law enforcement as they may be able to find further suspects, however the video will help John reach a conclusion. John should produce a document that provides an in-depth analysis of each video to allow the court to understand the facts. The videos suggest that the suspect is guilty, however John must only present the facts.

The logos found on the disk represent other known terrorist groups. This must be included in Johns report as it can help identify who the suspect was working on behalf of. John has the fingerprints of the suspect and knows that they match with the terrorist list. These facts are helping to create a profile of the suspect that John will present to the court.

Contacts were found in Microsoft Outlook that match to ones found earlier in the document. Bank details that show funds going to accounts were also found. These facts can help find who the suspect was working with and potentially be used in further arrests.

The documents found by Autopsy tell John that the suspect had clear intention to carry out a bomb attack. With titles such as “How to make a chemical bomb” and “how to be a suicide bomber”, John must present these in a report to highlight the research the bomber carried out.  Based on the vast amount of indicative evidence John has found, he will be able to reach a clear conclusion.

As an expert witness, John must compile all the above evidence and present it in a way that the court will understand. The suspect has not tried to hide the evidence. He will continually update the chain of custody up until he has finished his analysis and returned the evidence to law enforcement. It is vital that John keeps back ups of all analysis work he has done, however he must gain authority from law enforcement if he wishes to keep the copy of the image copy.

[bookmark: _Toc35951264]Conclusion

Crimes in the modern age will almost always involve technology, meaning digital evidence is becoming more prevalent. Forensic investigators have the tools needed to be able to carry out their role. Tools that can create exact replicas of disk drives and then analyse them to produce the digital evidence an investigator needs to offer their expert opinion in a court of law. Working in guidance with law enforcements and maintain a chain of custody that allows the evidence report to be used in a court of law, an investigator can allow a jury to reach a valid conclusion based on facts alone.

In the case study, John has more than enough evidence to form the opinion that the suspect is guilty of an attempted bomb attack. John will only present the facts to the court, leading to a verdict of the suspect being guilty based on the overwhelming indicative evidence. 
Further work can include the use of different forensic analysis tools such as FTK or EnCase to see the differences in the process of analysing a file. File in other cases may be encrypted, therefore other decryption tools would need to be used to access the evidence.
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8 — Testimony

Provide expert testimony or consultation, if required
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