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[bookmark: _Toc534913578]Abstract

This document that has been created has all the work that has been  asked for within the brief. It has all the sections that were requested. The report has been created using several different methodologies to get the findings and results that have been included into this report. The document includes sections such as three different policies that will be deployed at HyperFort. The report also has the data flow diagram that shows the BYOD network. The report has been combined with several different tools such as Cisco Packet Tracer and a drawing package called Visio. 




[bookmark: _Toc534913579]Introduction

The task that has been set is to ‘Demonstrate a systematic an understanding of the security policies and the external and internal threats over a network’. The problem was arisen by a company called HyperFort where they have asked us to plan the security elements for their network and the policies that they want to introduce as part of the business procedures. This will help HyperFort with its network looking at all the strengths and weaknesses that might occur within the businesses network.

[bookmark: _Toc534913580]Data Flow diagram
This is a diagram that has been created by an individual. It’s a data flow diagram that shows their network that has been created for HyperFort. This network includes all the requirements that were given, also there is some countermeasures that also has been placed into the network.
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[bookmark: _Toc534913581]Cisco Packet Tracer

Cisco Packet Tracer document has been submitted in the submission area that we needed to upload the document.
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[bookmark: _Toc534913631]Figure 2 - Packet Tracer Diagram

This is a network that has been created by an individual. This network was configured to the needs of HyperFort as a business. With this network being in place HyperFort can allow all staff members to access the network over BYOT. The security elements that have been included is to show that this network will be safe for HyperFort to use with any security elements that may arise. Without the network and security elements, HyperFort will not be able to let all staff members to access the network access point as there is no strict guidelines in place to monitor the control of the network.

[bookmark: _Toc534913582]Policies

[bookmark: _Toc534913583]User Policy

Introduction

This user policy has been applied by HyperFort showing the individuals the user agreements that has to be applied to this business setting. This policy must be agreed with by all staff members that work for HyperFort. The policy has been written by HyperFort and all staff members are advised to read this policy.

Purpose

The purpose of this policy is to make all staff members aware of the different rules that are in place in our workplace. This will give a safe and fair environment for all types of religions, genders and races. This policy has been placed so all staff members are treated fairly within the workplace.

The aim of this is to discipline those that do not follow this procedure will be dealt with individually depending on the circumstances that have occurred. HyperFort will take all human rights into play and judge the penalty on the offence that has been created.

Scope
All HyperFort Employees will have to follow these guidelines that are set. 

These guidelines that are set cover the user policy that is set within HyperFort premises and applies outside of the business. All employees have the choice to appeal a decision if they think it’s not acceptable otherwise the decision will be made final and disciplinary will proceed from here.

Sanctions
The company will give the following sanctions depends on the severalty of the breach. 
· Written letter
· Verbal warning
· Fine (cost depends on the offense)
· Work suspension (Worsted offenses)
· Sack (worsted offenses) 

This is a very important policy to have as each of our staff members will get treated with the same respect. Without this policy HyperFort cannot control what is an is not acceptable within the businesses standards.




[bookmark: _Toc534913584]Device management policy

Purpose
This is an important area to cover for HyperFort as all staff members will be connecting to the network somehow either through bringing in their own devices or using the computers that are within the business. The device management policy will give guidelines and responsibilities from HyperFort as a business.

Scope
This policy will reinforce the guidelines that have been set by HyperFort over the control of device management within the business.

· Devices should only be run on MAC OS or Windows OS, as HyperForts network has been built to manage these two operating systems. The other operating systems might not work as well as the OS’s displayed because the servers have been built around Windows and Macintosh.
· All staff members need to protect and respect all sensitive data that are used on the devices of people within the business.
· Staff are not to play any games or other applications that are going to distract them whilst using the devices on the network. This will also minimize the threat of malicious software getting entered onto the network.
· Staff are not allowed to leave any devices within HyperFort due to stealing or tampering purposes by other staff members.
· Other devices like tablets are not suitable within business hours these devices will a distraction due to internet browsing or listening to music rather than working.
· Staff are advised to lock your devices whilst you are not using them, as other people cannot access the device to tamper with it.
· USB sticks only allowed to transfer important data from device to server. Otherwise USB sticks are forbidden for security reasons. Unless instructed by a more qualified staff member with the authorities. 
· No harassment over social media to other staff members within the business. 

Sanctions
· All sanctions are decided on the severity of the offense that has taken place by the other staff member/members. This is decided by the staff members boss that committed the offense.

· All staff members are liable for all the incidences that happen within the business and are responsible for their actions and will be dealt with accordantly. Staff members can talk to HR about the issue if they do not agree with the decision that has been made by the company. 

[bookmark: _Toc534913585]Security Policy

Purpose
The purpose of this policy is to make sure that all staffs safety and security within the business is kept safely as possible. This policy will cover security within the physical business surroundings and the social aspect of staffs’ security.

Scope

Physical Measures

· All staff must make sure that all cables and wires are not lying about creating a physical risk for other staff members.
· Intrusion alarm system
· Different access control measurements (RFID Cards)
· CCTV System (monitoring HyperForts Business Surroundings)
· Temperature measurement (To measure heat from servers) as it could cause a fire if not regulated.
· Security Guards roaming the buildings.
· All staff with any disabilities must have a risk assessment procedure put in place in case there is an emergency evacuation needed. This is assessed by a risk assessment form completed by the health & safety department of HyperFort.
· All devices that will use the network must have Anti-Virus software installed to protect them and the network from security threats.


Social/Personal Measurements
· Leaking of personal data through social media sites(Facebook, Twitter etc.)
· Any data that is used within the business cannot be used outside of the business.
· All electronical equipment used must be assessed with a risk assessment before using the equipment within the business.
· Do not post any photos or comments on any social media sites without getting their confirmation and acceptance.
· HyperFort do not take any type of bullying that happens over a social media platform and all instances are taken seriously by HyperFort.


Sanctions
· All security offenses are taken the most seriously in HyperForts business especially the social security elements as all staff members are treated with the same respect within the business and do not need other staff members bullying them over social media sites.
· All physical security measures have been put in place to make sure that all staff members are safe whilst working at HyperFort. Which means that most physical measurements are not taken so seriously by HyperFort. HyperFort will review the offense and put a procedure in place to stop the offense happening again.

[bookmark: _Toc534913586]Countermeasures in Place

There were many different countermeasures that are in place for HyperFort. The first countermeasure was that they have a 95% online presence within the business, so all staff will have to bring in their own devices. This will be a beneficial for the business because they can allow staff members to use their own devices. It will also save HyperFort space and money because they will not need to buy a computer for each of the staff members costing them mega amounts of money. This may cause problems for the staff members as they will have to purchase a device if needed and the business may only run on one type of operating system. So, the people with other OS such as Mac users may struggle using the system that is being used within the business. 

The next countermeasure that will be in place is a set of user accounts that can only be accessed within the work environment. This will allow HyperFort to track what staff members can access through the network. This can let different user accounts to access different levels of access within the business. It will also allow HyperFort to block certain websites such as social media sites where staff members can access when they are in work and not to be looking at in a working environment. This system will be monitored through the access of the servers that are in place on the HyperFort network. This will be a disadvantage to the staff members because HyperFort will constantly look at what each staff member is completing throughout the day, which some staff members will not like as they might think that they are being watched.

The next countermeasure there was a firewall set in place on the network. This was used because this will monitor the in and out traffic that flows through the network, plus it will stop the incoming traffic if needed before it gets into the whole network like a virus. Without this countermeasure in the network traffic will not be monitored and may cause nasty malware/hacking issues. So, firewall will be a beneficial aspect to HyperForts network system against security threats.

The next countermeasure was that a door has been allocated to the server room. This countermeasure has been put in place so only authorized people can access the server room by using a RFID card which allows them to enter that room. Without this countermeasure it would be a huge security risk for HyperFort as unauthorized people can also access the room which holds the businesses confidential data that anybody could access if there was no security measure in place.

Another countermeasure that was used is a temperature system that has also been placed in the server room. This has been placed to keep the room temperature to a suitable level, so the servers do not over heat over time. This was measured by an air conditioning gauge. This will be beneficial as the room can be monitored on a 24/7 basis and can be controlled through the HyperFort network. This will stop the server from overheating, this may cause the servers to breakdown which will cost HyperFort money to fix and it will cost the business time in production as the network has gone down and nobody can access any content which is stored on the network.

There was also a simple countermeasure that is in place that is an office with a couple of computers. HyperFort have provided this countermeasure just in case a staff member does not have a computer on a specific day for some reason, so HyperFort have provided these on an emergency basis.

The next counter measure that was put in place is the intranet. HyperFort will have an intranet, so employees can communicate together whilst within the businesses network. They can easily access certain files that can only be accessed whilst on the network and this type of network can easily be monitored by HyperFort. HyperFort will use the extranet to communicate outside of the business’s intranet such as the internet to other people like customers.



As part of the counter measures there is a range of policies that will be in place to make sure that each staff member behaves within the business and follows the rules that are have been put in place by HyperFort. Without these policies rules cannot be forced to the staff members. By doing this you will get each of the staff members to sign each of the policies to say that they agree with the policy that is been used and they agree with that policy.

HyperFort, as a company has installed a wireless access point within its network. This was installed as the staff member must bring in their own devices to work from. There were some security risks with this type of feature going onto a network. HyperFort will need to make sure that not anybody can access the network by asking the users for credentials also they will need to have high security software that will make sure that no nasty malware is going onto the businesses network. This is a huge security problem that HyperFort will have to think about when it comes down to their staff members.

All staff should regularly back up their important files onto another device because their device could get stolen or even a malware problem that locks them out of there system, so they cannot reach any files.

The business will look at the devices that are used within the business. The business will have to monitor because the staff’s devices might be affected by lost or even stolen. The types of data that could be lost are data that could be very important to HyperFort as a business. This could be data such as future business plans that are going to go ahead. The important data could be passed onto similar businesses. By doing this these similar companies can steal ideas or even use the data that HyperFort currently own.
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[bookmark: _GoBack]Teamview is a type of management software that can be used for remote access with their own devices. This type of application can be downloaded onto any device that will be used for work purposes. This application is used by over 400 million devices to which 30 million are connected at the same time[6]. It allows individuals to complete several different tasks such as screen sharing, remote access and a wide range of web/video conferencing. This would be beneficial to HyperFort as a business because this will allow all staff members to access all the different features this application has got to offer. The web/video conferencing and remote access would be beneficial to HyperFort as this will allow the staff to communicate with other people within or outside of the business by using the conferencing features. The best advantage of this software is that its free to download for all users. This type of software can be used in a wide range of areas that have got an internet connection. This might include within HyperFort, home internet or even a hotspot off another device. The biggest disadvantage is that it might take a while to load the application compared to the other applications that are on the market. The advantages and disadvantages were taken from a review website were other business people have written their own reviews on this application and experience. As an individual their rationale of choice for this management system is that the software is easy to download for the users. It’s also free to download onto their devices and it offers a wide range of different tools that can be used effectively within HyperFort as a business such as conferencing and screen sharing. This application will have all the tools that will be helpful for the staff members to use daily. This is a great tool to use as it allows the business to communicate within the business through screen sharing. It also can be helpful to communicate with people outside of the business such as customers.
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[bookmark: _Toc534913589]Advantages 
The first advantage is was that all staff at Hyper Fort can use their own devices which will be beneficial as the staff can use the best OS which they are most suited with. 
This is an advantage as the staff are more likely to get more work done as they are more used to their own devices to complete work. This would make the employees more flexible whilst in the workplace[1]. 
Another advantage was that Hyper fort will not need to fund in computers for the staff to use, as they will be using the network access point rather than using the companies’ pcs to complete their work whilst tethered to the network. It also decreases the investment of hardware that must be made within buying the equipment for HyperFort[3]. The advantage is that it increases the satisfaction on staffs experience whilst at work as they can use a device that they are comfortable to use [5].





[bookmark: _Toc534913590]Disadvantages 
HyperFort will have to think about the disadvantages with BYOD. The biggest disadvantage was the amount of security risks that could happen with sensitive data leakage and a risk of malware getting into the businesses network[2]. A big disadvantage was that the staff might use a range of devices that will run at certain speeds. This might be a problem as certain software and applications might need a certain quality of speed to have a steady running machine that will get the staff to complete the work by a set deadline[4]. The need for support is an issue as there will be no support in place from a BYOD point of view, as all users will have different devices[7].


[bookmark: _Toc534913591]Conclusion

As an individual we were asked to understand the different policies that are needed within a business that run off a 95% wireless access based network. Then we as individuals had to look at the different internal and external threats that could happen to the network at HyperFort. Then we had to build the network that is going to be implemented and add all the security elements that will think that will be needed to defend them from any cyber security attacks. As the network was mostly wireless based, we needed to add a wireless access point onto the network to allow them to access the network. So, we as individuals needed to create a data flow diagram to show the process of BYOD within HyperFort. This was a great task that has been set to see what security elements are needed in a network such as HyperFort with certain requirements that were needed to be included.
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