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1. [bookmark: _Toc70620301]Introduction

This report is split into two section, covering topics that include ARP tables, routing, remote access, and failover clustering within a network environment. The first section demonstrates these features being used within a network environment through screenshots taken from a practical task carried out by the author. Each screenshot will include a caption that discusses what the author achieved at that stage of the task. The final section will consist of observational tasks, answering questions posed to the author covering routing and failover clustering. Finally, the author will draft their own network policy that will include features witnessed throughout this report and previous reports such as group policy, high availability, and security policies. By covering the topics through practical and observational tasks, the author aims to demonstrate the benefits of using these network features within a network environment and how to implement them.



2. [bookmark: _Toc70620302]Implementing the Network Features

This section contains the screenshots from the practical task, demonstrating how the author deployed the network features and the role they will play within the network. 

[image: Graphical user interface, text

Description automatically generated]Figure 1 shows the author running the ARP -A command in CMD. This command displays the following information:
· The interfaces in the machine (Network Interface Cards / NICS)
· The physical MAC address of the NIC
· The internet address of the NIC
Server1 has two NICS, hence why there are two ARP tables.

Figure 1 ARP Table
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Description automatically generated]Figure 2 shows an FTP server being deployed to Server2. This feature is deployed using Server Manager. The FTP server will allow for the transfer of files between machines.
Figure 2 Deploying FTP server
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Description automatically generated]The author created a test user to demonstrate the features of an FTP server. This user can be seen in figure 3.

Figure 3 Adding FTP user
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Description automatically generated]Figure 4 shows the author attempting to place a newly created file on the FTP server location. A directory was created on the C drive of Client2 containing a text file. Using CMD, the author connected to the newly created FTP service and inserted and uploaded the text file to it.
Figure 4 Placing FTP File
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Description automatically generated]The author deployed the Routing Remote Access Service to Server1, as seen in figure 5.



Figure 5 Installing Remote Access Services
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Description automatically generated][image: Graphical user interface, application

Description automatically generated]The author tries to ping the IP address of Client2 from the Client1 CMD. As seen in figure 6, there is 50% packet loss, so there is some success. This indicates the routers are taking time to learn about each other.
The author configured the Routing and Remote Access service using the setup wizard, enabling LAN routing. These steps were carried out on Server1 and Server2. The author then enabled routing protocols on the interfaces within the network, allowing the systems within the network to discover new networks.
Figure 7 Ping results
Figure 6 Routing and Remote Access configuration
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Description automatically generated]IP packet filtering is a firewall configuration service that allows the restriction of packet flow. The service uses inbound and outbound filters so achieve these restrictions. In figure 8 on the right, an inbound filter was created on the PrivateNet1 interface of Server1 that restricts users from pinging the IP 192.168.100.1. This is the IP of the PrivateNet1 interface so demonstrates inbound filters at work.

Figure 8 Creating filters.
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Description automatically generated]Figure 9 shows the inbound filter in action. On Client1, the author tries to ping the restricted IP, only to receive no response.


	Figure 9 – Evidence the filter works.
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Description automatically generated]Figure 10 shows an outbound filter in use, attempting to restrict access of interfaces from accessing the FTP service running on Server2. This rule will prevent the author from accessing the FTP service on Server2 from Client1.

Figure 10 Creating an outbound filter.


















3. [bookmark: _Toc70620303]Observational Tasks

This section will answer questions based on the roles and services seen in the implementation section, using relevant sources to support the answers.


3.1 [bookmark: _Toc70620304]How does Failover Clustering Work and How is it Deployed in Windows Servers?

Failover clusters aim to provide high availability (HA) or continuous availability (CA) to an environment during times where there are planned or unplanned outages. By utilising at least two systems, that are connected either by cables or by software, failover clusters can activate during downtime to transfer service from the affected system to another system, allowing a smooth use of service [1]. The ability to transfer service seamlessly from one system to another when an outage occurs is vital to businesses, however there are differences in the features of HA and CA.

HA aims to achieve 99.9% availability, using a group of independent servers (or nodes) that share resources. The failover cluster can monitor the health of servers to help in deciding if a failover is required or to generate an alert. A minimum of one cluster is active at any given time, whilst at least one cluster is passive. Consider figure 11 below. It shows a basic two node network with access to a shared resource, with node 1 being the active node and node 2 the passive. Node 1 experiences a heartbeat failure causing the service to transfer to node 2, which is now the active node and can provide uninterrupted access to the shared resource.
[image: The failover mechanism]Figure 11 - Failover example [3].









CA failover clusters aim for 100% availability, consisting of multiple systems that share a copy of a computers operating system. Unlike HA, CA requires a secondary uninterruptible power supply (UPS) and is only achieved when an exact copy of the machine that runs the service is made continuously available [2].

In a Windows Server environment, failover clusters can be managed using the Failover Cluster Manager (FCM) tool. These managers can be accessed on each node and are responsible for initiating the failover of resources. Failover managers can try to restart sources that experience an outage. If this fails, the failover manager begins a failover to another node to allow a continuation of service [3].

There are prerequisites that must be in place before a failover cluster can be deployed in a Windows Server environment. These include:
· Ensuring all servers being used as nodes run the same version of Windows Server.
· Ensuring all servers being used as nodes are joined to the same AD domain.
· All servers being added to cluster must have access to the same storage.
· Hardware configuration meets Microsoft’s requirements [4].

The FCM tool can be deployed to a Windows Server using Server manager. In FCM, each HA machine is referred to as a role. The roles are either passive or active, with the active role having to run on a physical machine that is powered up. If for some reason, such as updates, the physical server is forced to power down, the role will automatically failover to the next physical server and run from there [5].

3.2 [bookmark: _Toc70620305]How do Routers Know Which Networks they can Connect to?

Routers are network devices that have more than one interface. In a Local Area Network (LAN), traffic is sent from a device on the LAN to the router which then finds the best path for the traffic to take and passes it on to its router. Every port on a router is configured to have a routing protocol that relates to how that port functions. Depending on what environment the router is in can depend on which routing protocol that port uses [6]. A router port can connect to an internal network and learn how that internal network is configured. This is referred to as interior routing protocols (IRP).
An example of IRP is Routing Information Protocol (RIP). This protocol exchanges information about network topologies. Routers that use TIP send the contents of its own routing table to any joined routers every 30 seconds. If a route is removed, it is removed from routing tables after 180 straight seconds of being unusable. There are two versions of RIP:
· RIPv1 – This is where routes are specified by IP destination network. It also broadcasts the routing table to all interfaces on the network.
· RIPv2 – In this protocol, the route specification includes the subnet mask and the gateway. To reduce traffic, the routing table is sent to multicast addresses [7].

3.3 [bookmark: _Toc70620306]Drafting a network policy

Network policies are vital to organisations that want to keep their network secure. The policy should contain what the business does to ensure the network is aligned with its needs. From managing infrastructure to User Access Control (UAC), all policies implemented by an organisation that aim to keep its network resources secure must be recorded in a network policy [8]. Below will give an example of a network policy in a fictional scenario, covering:
· Roles within the organisation
· User access
· Security policies
· Disaster recovery

Roles within the organisation covers the hierarchy within the organisation and decides who are network administrators. The hierarchy is as below, starting with network administrators and their permissions.
· Network Administrators - These users will have full access to all resources within the network. However, the administrators will be divided into relevant areas so that all aspects of the network are covered. These areas are administration / service desk, security, infrastructure, and application support. Each subgroup will manage their own role within the network and have full access to manage and monitor them.
· Team Leaders – Each team within the organisation will have team leaders who have more permissions than the staff they lead. Any issues will first be reported to the team leader who will have access to do basic administration tasks such as password changes or group changes. Any issues that cannot be resolved by a team leader will be reported to the IT service desk. 
· Non-Admin users – This covers all other users within the organisation. They only have permissions to log on to the systems or resources they require access to. These accounts are created and monitored by network administrators.

User access is managed by the network administrators using tools such as Active Directory (AD) or Group Policy (GPMC). Features within AD include:
· Logon Windows – Allowing time windows for when users can log in, preventing unauthorised access when they are less likely to be noticed.
· Group management – Applying groups to users to allow them access to certain resources or systems. This is the best example of UAC as users must request access to systems and justify their reasoning, meaning decisions can be made as to whether access is granted. If issues do occur, such as data loss, administrators can see which users are members of the relevant groups and narrow down where the incident began.
· Single Sign on (SSO) - SSO means the user can only be signed in once at any time. Combine this with logon windows, unauthorised access is made very difficult.
Group policy is a tool that allows for administrators to apply specific configuration to many users or computers at once. By using organisation units (OUs), a group policy can be applied to a large group of users who will then all receive the same configuration. Some examples of group policies include:
· Password requirements – Passwords must reach a minimum length of characters, include a variety of characters, and be changed within a certain amount of time. Password requirements are frustrating but necessary to a network’s security.
· Disabling features within Windows – Features such as command prompt or control panel can be disabled for users who do not need to use them, preventing any accidental configuration changes.
· Software rollout – Software can be pushed via group policy and can be set to user or machine specific. If it is user specific, the software will be available to that user or group of users only. If it is machine specific, any user that logs into that machine will have access to the software.
Security policies are essential and must cast a wide net to try and keep the network secure. All organisations are at risk of cyber attacks and must have policies in place that aim to prevent them. These policies can include:
· Staff awareness training - Most security related incidents originate from user error. User error is impossible to eliminate, however by ensuring all staff have a consistent awareness of cyber security, the risk of user error is reduced. Mandatory training should be the core of all security policies.
· Multi-Factor Authentication (MFA) – MFA is an additional method of authentication that goes on top of the standard username and password. It means if a password is stolen, the threat is limited as MFA still prevents the attacker from signing in if MFA is implemented correctly. A good example of MFA includes text authentication, where the user receives a random code via text to authenticate their login each time.
· Encryption policies – Machines provided by the organisation must include a method of encryption. One example of this is the Mcafee encryption recovery, where if a machine is not used for 30 days, it locks and can only be unlocked by a network administrator using a code that decrypts the machine.

An organisation that can implement a successful disaster recovery procedure can have peace of mind during an outage or a cyber-attack. Depending on the scenario, procedures can be put in place that mean services can continue if an outage occurs or data can be kept secure during a cyber-attack. Below are some examples of disaster recovery procedures: 
· Failover Clusters – Failover Clusters are a group of machines that work together to keep services running during an outage. One machine will run the service whilst the others remain passive, however if an issue arises on the active machine, the service will transfer over to the passive machines and provide continuous service.
· Offsite backups – Backups copies of all resources are essential; however, it is recommended that at least one backup server is place at a different site to the rest of the network resources. If a natural disaster were to occur at the main site of all a networks resources and there was no offsite backup, those resources could be unrecoverable. Using an offsite backup means there is always a copy of these resources in another secure location that could be called upon if needed.


4. [bookmark: _Toc70620307]Conclusion

Windows Servers features allow for administrators to carry out tasks such as packet filtering or failover clustering. These should be utilised in network environments to allow for administrators to have more control over their network and to provide assurance that the network will recover during an outage, whether expected or unexpected. By creating a simulated network, the author was able to demonstrate these features to show what they can add to a network environment when implemented correctly.
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