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Introduction
This report will focus on providing an overview of what ransomware is, how it infects the computer, the various kinds of ransomware and going into a specific type and example of ransomware known as crypto wall and explaining the impact it has on companies and how you can protect yourself from them.
Ransomware 
Ransomware is a kind of computer malware that doesn’t allow users to access their system or open their files and asks for a ransom payment, hence the name, which then allows them to get access back again. Nowadays, ransomware creators request for payments via cryptocurrency or credit card [1]
The various kinds of ransomware 
· Locker ransomware [2]
· Crypto ransomware [2]
· Scareware [2]
· Extortionware [2]
· Wiper malware [2]
· Double extortion ransomware [2]
· Triple extortion ransomware [2]
· RaaS [2]
The CryptoWall ransomware 
This is an example of crypto-ransomware that, along with encrypting your files and demanding payment for the encryption key, also attempts to blend in with the Operating System by adding itself to the startup folder. On top of that, the CryptoWall gets rid of volume shadow copies of your files which makes recovering information difficult if not impossible in certain situations. In addition, it will attempt to steal your crypto wallets and passwords while it is there. [3]
The various ways CryptoWall circulates and infects devices
There are various ways in which the CryptoWall circulates and infects devices. One of the ways is through phishing emails, and by this, the user is fooled into clicking a link which installs malware onto their computer. The second way the CryptoWall attacks is by being part of an exploit kit, which makes use of weaknesses in the system’s security to spread malware required to carry out the attack. The third way the CryptoWall can be circulated is by the hackers delivering malicious advertisements to you via your web browser, done by buying or hacking ads on the internet. [3]
The CryptoWall in operation
After the CryptoWall is installed on your computer, it injects a new code into explorer.exe, depending on the version of Windows that is downloaded. As well as downloading the malware, this unique version of explorer.exe also deactivates Windows services, removes volume shadow copies, and sets up a new svchost.exe process containing further injected modules. [3]
If CryptoWall cannot inject code into explorer.exe, it will try to inject the code into a new explorer.exe set up using svchost.exe. Along with file encryption and malware removal, this particular version of svchost.exe is also in charge of network communication to the home base. [3]
CryptoWall downloads itself into your startup folder and registry. Restarting your computer will not resolve this. If you don't uninstall the CryptoWall program while in Safe Mode, it will relaunch as soon as you log in again. [3]
To carry out the ransomware attack, CryptoWall needs communication with a Command and Control server. The encryption key needed to encrypt your files is then sent to CryptoWall by the Command and Control server. After that, CryptoWall encrypts all of your files, both locally and on any networks you may be connected to, this includes files such as your music files, documents, pictures and code. [3]
Finally, your files’ contents will be locked by the encryption and the encryption key is the sole means of decrypting them and accessing them. [3]
How to protect yourself 
There are different ways in which you can protect yourself from future possible ransomware attacks. 
Firstly you should ensure to maintain an updated and patched computer. This is because Malware spreads to new computers by making use of software vulnerabilities. If those software vulnerabilities stay unpatched, then you are practically providing the hackers with a free pass to enter your system. Hence, you can reduce the likelihood of malware infections by keeping the operating system and all of your software patched to the most current versions. [3]
Secondly, you can utilise an anti-virus scanner. Periodic upgrades on antivirus software can protect you against various malware attacks. They restrict known malicious programs from running by quarantining them. [3]
Next, you can utilise a firewall. You can prevent some connections that malware uses, such as those to the Command and Control server, by utilising a local firewall. For the CryptoWall ransomware, in particular, to carry out its attack, it requires a connection to its home base. However, the attack can be stopped from setting up that connection by utilising a local firewall, which would put the attack to a stop. [3]
Additionally, you can avoid clicking or downloading files with unknown links from emails that look suspicious. If you do so otherwise by clicking and downloading those files, you are practically allowing the cybercriminal and the malware to enter your system. [3]
Further, you can use safe browsing techniques. Ensure that your browser is updated, disable ads and javascript by default and use the highest encryption possible. If you do want ads to be shown, make sure they are from reliable sources. [3]
Moreover, you should ensure that you create a backup of your files at all times. It is helpful not only when your hard drive fails, but also when there is ransomware present. Online cloud storage solutions come in different packages, at various price ranges and security levels. Another option for backing up your important files is to use a USB hard drive or a local SAN. [3]
The effect of ransomware on companies
The effect any type of ransomware has on companies can vary from being a small annoyance to a costly and agonising recovery to full destruction. [2] Some of them include: 
· Company information being exposed or lost. [2]
· Downtime of the system. [2]
· Reduced output.  [2]
· Loss of revenue. [2]
· Fines for legal and regulatory compliance. [2]
The company may also be affected by the following:
· Tarnished company reputation. [2]
· Decreased employee satisfaction. [2]
· Loss of client loyalty and trust. [2]
· The company becomes vulnerable to future attacks. [2]
Conclusion 
In conclusion, this report has gone through the effect of ransomware on companies and how you can protect your company from it. Therefore, to ensure the protection of your company it is highly important to invest in strong cybersecurity measures, such as firewalls, effective anti-virus/malware packages, and maintaining periodic backups. Additionally, you can provide employee training or awareness sessions regarding ransomware. Finally, by prioritising these considerations, you would be able to keep your company safe.

