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[bookmark: _Toc134729199]Background	 
The international Relations between the United States and China have been visibly unstable since the People’s Republic of China assumed power over the nation in the late 1940’s with the two nations seeming to lock horns on virtually every political front. Post Covid-19 and due to the ignoration of Joe Biden as US President heightened tensions between the US and China due to China’s treatment of minority groups and human rights violations with China implementing sanctions onto high-ranking American officials. Which the US Government called “unproductive and Cynical” [1]. These tensions were only heightened further by the deployment of the Chinese “spy” Weather Balloons across the US at the end of January 2023 with the US air Force shooting down the balloon at the start of February. The use of high-altitude balloons for intelligence, surveillance, and reconnaissance (ISR) and other military purposes has been well documented for many centuries, two examples of this are where the French in the late 1700’s used large balloons carrying personnel to track the movements of Austrian and Dutch soldiers. And more recently Balloons were used in the second World War by the Japanese who deployed the “Fu-Go” Balloon Bombs in an attack against the US mainland in late 1944 [2]. 
[bookmark: _Toc134729200]Issue
On February 2nd, 2023, a US Defence Official addressed the media regarding the government tracking a potential Chinese balloon which had taken a path through multiple US states, they had tracked the balloon doing figure 8 paths over multiple air bases and they were cautious that they believe that the balloon could have potential spy balloon capabilities. The Balloon was said to be 200 feet (60.9 m) tall and was travelling at a height of 60,000 feet in the air, the US are concerned about the Balloons activities and its capabilities. 

[bookmark: _Toc134729201]Recommendation
The recommendation below is based on the research found within the discussion section of this report and due to the recency, publicity, and ambiguity of the issue there is minimal reliable information around the genuine purpose and specifications of the balloon itself therefore this recommendation should be read with this caveat in mind. Further research should be completed into the use and integration of balloons for ISR purposes and if further balloons are found they should be captured, and any equipment should be analysed in order to determine its true purpose. Although each of the designated categorised in the discussion section have some form of backing and support the two most likely capabilities for this issue are that the balloon was actually being used to non-hostile weather data or it was being used to collect data from the air bases that it travelled over during its flight.



[bookmark: _Toc134729202]Timing
Due the ambiguity of the capability and intention of the Chinese balloon this issue she be designated as not urgent and it is unlikely that this issue would cause any escalations into war at this point in time, although these two designations could change to urgent and highly likely if further balloons were found or if the United States decides to retaliate further. 

[bookmark: _Toc134729203]Discussion
Due to recency of this incident and the public nature of its outcome the intended purpose of the Chinese Balloon is factually unknown, therefore it leads to a substantial number of speculatory news articles and conspiracy theories surrounding the balloon’s capabilities. This causes the determination of the balloons true capability to be difficult as the only available information outside of China are from news articles which have an unknown bias surrounding the situations or from university professors and Subject Matter Experts (SME) who express their opinion about the Chinese’s intentions and the capability of the balloon. From the available information the potential capability of the balloons can be divided into four categories; Imaging, Interception, Collection and Drop. 

[bookmark: _Toc134729204]Imaging 
High altitude imaging as a method of capturing visual data of the ground landscape and terrain is a fairly common technologies in the 21st century, in order to capture around the clock images of the ground below the balloon which require two types of cameras one that captures images using the visible section and the other using the infrared section of the electromagnetic spectrum. 
[bookmark: _Toc134729205]	Visible 
The use of visible camera is not exactly innovative technology, but it is still used to capture images of large areas of landscape for both civilian and military purposes. The development of lightweight camera systems for high altitude platforms by Harvard University was published in 2020 [3], a similar system could have been used by the Chinese on their balloons. The integration of visible cameras on to weather style balloons has been done by both NASA and the United States Geological Survey to gather images of both ground and outer space targets [4]. A professor from the University of Colorado suggested that he believed the Chinese balloons was carrying visible cameras in order to photographs of the US, he stated that the benefit of using a Balloon rather than a traditional spy satellite would be that the balloon would capture images somewhere in the middle of the low earth orbit and the geosynchronous orbit, the use of the spy balloon would also allow for the capturing of images over a larger area than the spy satellites as the satellites move at the same speed as the earth and therefore would only capture images of the exact same location [5]. 

[bookmark: _Toc134729206]	Infrared 
The use of infrared cameras on the Chinese weather balloons was also suggested by the same University of Colorado Professor where he suggested that infrared cameras would need to be integrated on to the balloon in order to capture data at during low levels of light as they use the heat signatures of objects to capture images whereas visible cameras use visible light levels to capture data points [5]. Also known as a thermal imager an infrared camera measures the levels of infrared energy emitted by an object and then the camera processes this data to form an image of an electronic image [6]. The technology used within infrared cameras has a variety of civilian and military applications for example the police use thermal imagining camera on helicopters to track fugitives that elude custody during the night and similar the military uses infrared imaging on thermal scope attached to rifles to track targets during low levels of light and visibility. 
Overall, the potentially of imaging capabilities being the technology attached to the Chinese weather balloons are highly likely, but it leaves the question of what the Chinese were hoping to find by using the imaging software over the US that was not already available to them by their satellites or open-source data. 

[bookmark: _Toc134729207]Intercept 
Interception of data was another possible use of the Chinese weather balloons which has been suggested from the open-source news articles the interception category can be separated into three sections HF Communications, Downlink, and Cell Communications. 
[bookmark: _Toc134729208]	High Frequency Communications
HF Communications are radio wave signals that are transmitted within a hertz range of between 3 to 30 megahertz, there are four main types of users who use high frequency communications Aviation air to ground communications, amateur radio, Government systems, and military communications [7]. These types of frequencies can be used for long distance and intercontinental transmissions although this band of frequency can sometimes be disrupted by the ionospheric layer of the atmosphere, intercepting within such band widths could enable the Chinese to receive highly sensitive governmental or military communications. [8] Intercepting high frequency can be relatively easy but if the radio environment surrounding the balloon is “Noisy” so having large number of signals being transmitted in that area [9], this could cause the Important/desirable transmissions to be lost within all of the surrounding noise. The quality of the interceptions would be affected by the level power being supplied and the accuracy of the receiver [10]. 
[bookmark: _Toc134729209]	Downlink 
Downlink is a process of which satellites transmit data from their location to one or multiple ground-based stations, the reverse of this process is called uplink. Examples of military and civilian applications of this satellite communication process are TV broadcasting, tracking GPS signals and for long distance military navigation systems. [11] The interception of data via downlink is a technique which has been used by other opposing nations on the US in passed with Iraqi insurgents who intercepted of US military drones in 2009, whereby the insurgents used a commercially available software called “SkyGrabber” [12]which intercepts unprotected satellite broadcasts by posing as a radio station too then broadcast the feed to anyone who tunes in. Considering there was off the shelf software which could intercept downlinked transmission back in 2009, there is a high chance that the Chinese have the technology to implement a broadcast collection system onto the balloon in order to retrieve data from the US’s satellites. [12]
[bookmark: _Toc134729210]	Cell Communications
Cell communications is a type of data could be a target of the Chinese weather balloon, [13] which would mean intercepting 5G mobile phone communications in order to track locations and movements of potential targets within the US. The technique of intercept mobile phone data to either track someone’s location or listen in to their conversations or activities on their device is also called “eavesdropping” [14], this technology/technique could have been used in conjunction with another technology mention in this section in order to track the operations of military bases or individuals of interest for the Chinese, such technology could also be used with an offensive weapon such as a missile or bioweapon in order to neutralise an intended target. The theory of the Chinese intercepting cell communications does appear as a theory by the general public on social it does not seem to be supported by any professional or expert opinion in any formal news report or article. 

[bookmark: _Toc134729211]Collect 
The collection of data from the Chinese weather has been the most supported possibility from the online sources, there are main two categories of data collection which appear most from the available literature Atmospheric Data and Military Data.
[bookmark: _Toc134729212]Atmospheric Data
Atmospheric data is a type of data which is includes details about atmospheric pressure, cloud coverage, precipitation level and wind speed, etc. this type of data is typically used to enable long weather forecast predictions, preparations for natural disasters ad agriculture waste management. [15] This type of information may be useful for China to acquire as it can enable the calibration of hyper sonic aircrafts and missiles. Atmospheric data is typically collected by weather satellites, Doppler radar, or radiosonde. A radiosonde is the piece of instrumentation which is implemented on to a typical weather balloon in order to gather the data to predict long weather forecasts [15], Radar has also been implemented on to balloons with the Pentagon releasing surveillance balloons across the United States back in 2019 [16]. These surveillance balloons were used to collect data from vehicles which were travelling across Iowa. Michigan and Wisconsin with a total of 24 balloons which were travelling 65,000 feet above sea level with the balloons been tracked from the ground up to 25 miles away from the balloon’s location [16]. 
[bookmark: _Toc134729213]Military Data
The most supported theory from the online sources was that the Chinese weather balloons were being used to collect highly sensitive military data, this theory became popular online due to articles from NBC [17] and Sky News [18] whom both state that the Chinese weather balloon path across America suggests it was being used to collect data from multiple US military Bases. This was suspected dure to the balloon passing by three air forces bases in three different states, although this theory has been spread across the social media platforms by the aforementioned news companies it relies on the operator’s ability to control the direction and movement of the balloon. Although a spokesperson from the Pentagon stated that it has the ability to manoeuvre, with another US Defence official stating the balloon “has limited additive value from intelligence collection prospective.” [18] The same US Defence Official also stated, “We are taking all of the necessary steps to protect against foreign intelligence collection of sensitive information” [19]. Other sources suggest that the Chinese weather balloons were relaying information back to Beijing in real time and they were tracked moving in a figure 8 pattern over the military bases. [19] The two quotes from US Government Officials suggest that the US does not believe it is collecting valuable information but due to the purposeful movements over the military bases the US were apprehensive of the actual purpose of the balloon and therefore decided to take action to take out the balloon. 

[bookmark: _Toc134729214]Drop 
The drop of items or objects over the US from the Chinese weather balloon was another theory suggested from the available sources, the two main sections that the drop theories were spilt into were Bioweapons and Sensors. 
[bookmark: _Toc134729215]	Bioweapons
Bioweapons is a term used to define a group of offensive weapons using biological agents or toxins to harm the people or livestock of a target area. When evaluating this theory of using the balloons with bioweapons there are two main methods to deploy the bioweapons by either air dispersion or ground dispersion. [20] An air dispersion type method such as using aerosols to spread toxic agents has been tested as a viable technology to cause large amounts of damage to both livestock sand vegetation as well as to the inhabitants of the target area if intended. Whereas Ground dispersion would use a balloon to transport canisters of the toxin to the target location to then be dropped to the ground before the toxin would be released, the allied forces used a similar method to this in World War Two in an attempt to disrupt Germany’s livestock supply [21]. Implementing a weapon system to a balloon is not a new technique as the Japanese deployed the Fu-Go Balloon Bomb against the United States in World War Two [2] there hasn’t been many instances of this happening in recent history, this is due to technology advancements and down to the lack of control over the direction that the balloon is going to travel.  Although bioweapons could be attached to the balloons and dropped over the US it is highly unlikely that this would be the case at this point in time as it would be a severe escalation of tensions causing a war between the two countries. [22] 
[bookmark: _Toc134729216]	Sensors/UAS
Sensors was a section of the drop category that includes theories surrounding the Chinese weather balloon carrying multiple small Unmanned Aerial Systems (UAS) which would be used to gather data once deployed from the balloon. Although there is no available literature to suggest that anyone has tested deploying groups of UAS from balloons for ISR purposes [23], it’s not out of the realm of possibility but the purpose of deploying such technology isn’t very clear. Although this theory does seem like an unrealistic jump to conclusion, the development and use of UAS’ in war environments by both military and militia groups for reconnaissance and deployment of weapons does appear to have drastically increased other the last decade[24]. UAS technology over this time period has develop so rapidly that it has become so accessible to acquire a UAS with a reasonable camera system off any online selling platform to use for ISR if it is deemed necessary by the purchaser. 
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