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[bookmark: _Toc220952096]ABSTRACT
Title: Mitigating Alert Fatigue in Network Intrusion Detection Systems through Precision Suppression on pfSense and Snort Platforms.
The proliferation of signature-based Intrusion Detection Systems (IDS) in enterprise environments has led to a critical operational challenge known as "Alert Fatigue." This phenomenon occurs when security analysts are overwhelmed by a high volume of false positive alerts, leading to the potential oversight of genuine security breaches. This dissertation investigates the effectiveness of targeted rule refinement as a technical solution to this problem, utilizing an open-source security stack comprising pfSense and the Snort Deep Packet Inspection (DPI) engine.
The research adopted a positivist, experimental methodology within a virtualized testbed. A multi-homed gateway architecture was constructed using a Bridged WAN interface, facilitating a transparent Layer 2 environment between a Kali Linux aggressor node (192.168.55.109) and a protected Ubuntu Server user (192.168.1.100). The core of the experiment involved the implementation of an "Over-Sensitive" custom rule-set to simulate high-volume noise, followed by the deployment of a source-based precision suppression "artefact" to mitigate the resulting false positives.
The empirical results demonstrated a 100% Alert Volume Reduction (AVR) for targeted non-malicious HTTP traffic, effectively silencing 312 redundant logs. Crucially, the system maintained a 100% Detection Reliability Rate (DRR) for critical security events, including Nmap reconnaissance scans, ICMP attacks, and HTTP-based Brute Force attempts. This proves that precision suppression is a highly selective and stable mechanism that preserves security integrity while drastically reducing administrative overhead.
The study concludes that the strategic refinement of IDS signatures is a vital component of modern cyber defense. By moving beyond "out-of-the-box" configurations, organizations can transform their security infrastructure from a source of operational noise into a high-fidelity intelligence asset. This research provides a scalable framework for small-to-medium enterprises (SMEs) to implement robust security perimeters using open-source tools.
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[bookmark: _Toc220952097]Chapter 1: Introduction
Intrusion Detection Systems (IDS) have become a critical component of modern network security because traditional perimeter defenses, such as firewalls and basic access control mechanisms, are often insufficient to detect sophisticated or multi-stage attacks. IDS provide continuous monitoring of network or host activity and generate alerts when patterns indicative of malicious behaviour or policy violations are observed, thereby supporting both prevention and incident response within the wider discipline of computer and information security [1]. In small and medium-sized networks, and in educational environments, open-source platforms such as pfSense and Snort are widely adopted because they offer firewall, routing, and intrusion detection capabilities without the cost of commercial appliances, while still exposing realistic configuration complexity and operational challenges [2].
The motivation for this project arises from the practical need to understand how a pfSense-based IDS using Snort behaves under realistic conditions and how its configuration can be tuned to provide useful security monitoring rather than an unmanageable volume of alerts. Previous exposure to network security topics, including firewalls, packet filtering, and basic intrusion detection concepts, highlighted that although pfSense can effectively control which packets are allowed into and out of a network, deeper inspection is needed to recognize application-layer attacks, reconnaissance activity, and other patterns that cannot be captured by simple access rules alone. Snort, a widely used open-source network intrusion detection and prevention engine, provides this capability by applying rule-based signatures to traffic in real-time. However, it is well known that enabling broad or generic rule sets can result in many false positives when benign traffic matches loosely defined signatures [3]. This tension between detection coverage and alert quality makes the combined use of pfSense and Snort an essential problem to study in a controlled environment.
Despite substantial research and practical experience with IDS, the problem of balancing effective detection with acceptable false-positive rates has not been fully solved. Comparative studies of intrusion detection engines, such as those benchmarking Snort against Suricata at different traffic speeds, demonstrate that rule-based systems can achieve high detection accuracy but often at the cost of increased false alarms, especially when rule sets are not tailored to the specific network under protection [4]. Case studies that deploy Snort on pfSense to protect web or e-learning servers generally show that such configurations can detect and even block a range of attacks; yet, they typically focus on successful detection and mitigation rather than on systematically quantifying and reducing false positives under normal usage [5]. As a result, administrators are often left with limited guidance on how to configure and tune pfSense-based Snort deployments so that they remain both effective and operationally manageable.This project addresses that gap by building and evaluating an intrusion detection system using pfSense and Snort in a laboratory network, concentrating on the detection of selected signature-based attacks and the reduction of false positives through configuration and tuning. The overall aim is to assess how different rule sets and tuning strategies affect Snort’s behaviour when deployed on pfSense and to derive practical recommendations for configuring similar environments.
[bookmark: _Toc220952098]Chapter 2: Literature Review
[bookmark: _Toc220952099]2.1 Introduction and Scope of Review
The rapid evolution of the threat landscape has necessitated a transition from passive security measures to proactive, intelligence-driven defense mechanisms. Within this paradigm, Intrusion Detection Systems (IDS) serve as the "security nerves" of the network, providing the visibility required to identify multi-stage attacks that circumvent traditional stateful firewalls.
As noted in contemporary research, IDS research links theoretical models of attacks and anomalies with practical implementations that must operate on real traffic, drawing on knowledge from computer networks, operating systems, and information security engineering [6]. This project is situated in that context by focusing on a network‑based IDS using Snort deployed on the pfSense firewall platform. The core objective is to move beyond "out-of-the-box" configurations to achieve a highly tuned environment capable of detecting signature‑based attacks while drastically reducing the operational burden of false positives [7].
[bookmark: _Toc220952100]2.2 Theoretical Foundations of Intrusion Detection
The conceptual origin of intrusion detection lies in the realization that preventive controls—such as firewalls and encryption—are not panaceas. They are subject to human configuration errors and the inherent "blind spot" of zero-day vulnerabilities.
[bookmark: _Toc220952101]2.2.1 The Defensive Gap: Firewalls vs. IDS
Modern surveys define an IDS as a security mechanism that monitors events occurring in a computer system or network and analyzes them for signs of intrusions, interpreted as attempts to compromise confidentiality, integrity, or availability [9].
Unlike stateless packet filters or simple access control lists (ACLs), IDS are designed to recognize:
· Complex Attack Patterns: Identifying sequences of events that appear benign in isolation but malicious in tandem.
· Multi-step Intrusions: Tracking the progression of an attacker from initial reconnaissance to lateral movement and data exfiltration.
· Misuse Detection: Identifying instances where legitimate configuration errors are exploited [10].
For these reasons, the literature suggests that IDS are most effectively deployed behind or alongside firewalls. While the firewall (pfSense) acts as the primary gatekeeper, the IDS (Snort) provides the "Deep Packet Inspection" (DPI) necessary to validate the legitimacy of traffic permitted by the firewall's basic policy.
[bookmark: _Toc220952102]2.2.2 Taxonomic Classification: NIDS vs. HIDS
The literature distinguishes two main architectural categories of IDS based on their vantage point within the infrastructure [11]:
1. Host-based IDS (HIDS): These systems reside on individual endpoints. They monitor internal vitals such as operating system logs, file integrity, and system calls to detect local tampering or privilege escalation.
2. Network-based IDS (NIDS): These platforms monitor traffic crossing network segments. By capturing and analysing packets at "choke points," NIDS can identify behaviors such as port scanning and denial-of-service (DoS) attacks [12].
This project focuses strictly on NIDS, as the Snort engine is integrated into the pfSense gateway. This strategic placement allows for a holistic view of traffic entering and exiting the network, providing a broader defensive perimeter than an individual host-based solution could achieve.

[bookmark: _Toc220952103]2.3 Detection Logic: Signatures vs. Anomalies
A recurring theme in Level 7 research is the tension between knowledge-based (signature) and behaviour-based (anomaly) detection.
[bookmark: _Toc220952104]2.3.1 Signature-Based Detection (Knowledge-Based)
Signature-based IDS, like Snort, maintain a database of patterns or rules that describe known malicious behaviours. The detection engine performs bit-for-bit pattern matching against observed traffic [13].
· Strengths: High precision and interpretability. When a signature fires, the administrator knows exactly what rule was triggered and why.
· Weaknesses: It is fundamentally reactive. A signature-based system is blind to "zero-day" threats until a researcher writes and distributes a new rule [14].
[bookmark: _Toc220952105]2.3.2 Anomaly-Based Detection (Behaviour-Based)
Anomaly-based systems attempt to learn a profile of “normal” behaviour and treat significant deviations as potential intrusions. While theoretically capable of identifying novel attacks, the literature notes that these systems are often prone to high false-positive rates [15]. In dynamic environments where user behaviour changes frequently, the computational cost of maintaining an accurate "normal" profile often exceeds the hardware capabilities of entry-level appliances.

[bookmark: _Toc220952106]2.4 The Operational Burden of False Positives
Perhaps the most significant barrier to effective IDS deployment discussed in the literature is the "False Positive" (FP) phenomenon. Research by Rao and Ramana [14] highlights that signature‑based systems can generate large volumes of alerts in real networks, many of which correspond to benign traffic patterns that match overly broad rules.
This leads to several critical operational failures:
· Alert Fatigue: Security administrators become desensitized to alarms, potentially ignoring a true attack buried in the "noise."
· Rule Erosion: The practice of disabling entire rule categories to stop the noise, which unknowingly creates security gaps in the perimeter [24].
To effectively tune an IDS for an SME environment, one must move beyond a black-box understanding of the software and analyse the modular processing pipeline. Snort’s architecture is structured to allow for high-speed analysis while maintaining the flexibility to decode complex protocols [15].
[bookmark: _Toc220952107]2.4.1 The Packet Decoder and Data Acquisition (DAQ)
The journey of a packet through Snort begins at the Packet Decoder. In the sense environment, this layer utilizes the Data Acquisition (DAQ) library to abstract calls to the network interface. The decoder is responsible for identifying the data link layer protocols (e.g., Ethernet, 802.1Q VLANs) and ensuring that the packet header is well-formed before passing it to the higher-level engines [17].
At this stage, the IDS must handle Encapsulation. Research into modern network architectures highlights that if an IDS cannot properly strip VLAN tags or MPLS headers, the subsequent detection engine will fail to find matches in the payload, leading to a high false-negative rate [12].
[bookmark: _Toc220952108]2.4.2 Preprocessors and Protocol Normalization
The Preprocessor layer is arguably the most critical component for this project’s goal of reducing false positives. Preprocessors act as "scrubbers" that normalize traffic before it reaches the detection engine.
· Frag3 (IP Defragmentation): As discussed in the literature, attackers often fragment packets to hide malicious signatures across multiple transmissions. The Frag3 preprocessor reassembles these fragments. A key area of academic inquiry is Target-Based Reassembly, where Snort mimics the specific fragmentation handling of the target OS (e.g., Windows vs. Linux) to prevent "insertion" or "evasion" attacks [11].
· HTTP Inspect: This preprocessor handles the complexities of web traffic, such as URL encoding and header normalization. Misconfigured HTTP inspection is frequently cited in recent surveys as a primary driver of false positives, as non-standard but benign browser behaviours are often flagged as protocol violations [24].
· Stream7 (Session Reassembly): This module ensures that TCP streams are tracked state fully. Without robust stream reassembly, an IDS would only see individual packets, losing the "context" required to identify multi-packet exploits like remote shell injections [18].
[bookmark: _Toc220952109]2.5 Pfsense as a Security Orchestration Platform
While Snort provides the detection logic, pfSense provides the operational environment. Based on the FreeBSD operating system, pfSense leverages the high-performance pf (packet filter) kernel module [19].
[bookmark: _Toc220952110]2.5.1 The FreeBSD Foundation
FreeBSD’s network stack is renowned for its stability and throughput. However, integrating a resource-intensive NIDS like Snort onto a firewall requires a delicate balance of system resources. At a Master’s level, we must analyze the Interrupt Handling and Context Switching overhead. When Snort is running, every packet must be copied from kernel space to user space (where Snort resides), processed, and sometimes sent back for blocking. This "context switching" is a significant bottleneck in low-power SME hardware [21].
[bookmark: _Toc220952111]2.5.2 Inline Mode vs. Legacy Mode (Netmap)
A major shift in recent pfSense versions is the adoption of the Netmap API for Snort’s "Inline Mode."
· Legacy Mode: Snort uses libpcap to "sniff" a copy of the traffic. While this is safer for network uptime, it means the IDS can only alert or send a TCP Reset after the malicious packet has already reached its destination.
· Inline Mode: Using Netmap, Snort sits directly in the wire path. If a packet matches a drop rule, it is discarded immediately.
Literature from 2024 emphasizes that while Inline Mode provides superior protection, it increases the risk of a "self-inflicted DoS" if the Snort process hangs or if the rule-set is so broad that it introduces unacceptable latency [20, 27].

[bookmark: _Toc220952112]2.6 The Operational Challenge: Alert Fatigue and the Base Rate Fallacy
A core theoretical pillar of this project is the Base Rate Fallacy as it applies to network security [9, 18].
[bookmark: _Toc220952113]2.6.1 The Mathematics of Misdetection
The literature suggests that the effectiveness of an IDS is not just its accuracy, but its Bayesian Detection Rate. If the actual occurrence of an attack (the base rate) is 1 in 10,000 packets, an IDS with a 99% accuracy rate will still produce a false alarm more often than a true detection.
In a typical SME environment where benign traffic constitutes 99.9% of the throughput, this mathematical reality leads to a "mountain of noise" [1]. This research addresses this by identifying which specific rule categories (such as "GPL Netbios" or "ET Policy") contribute most heavily to the denominator of this equation without providing security value.
[bookmark: _Toc220952114]2.6.2 Impact on Incident Response
The result of the Base Rate Fallacy is Alert Fatigue. When an administrator is faced with 5,000 alerts per day, the "Signal-to-Noise Ratio" becomes so low that the system is effectively useless [24]. Contemporary studies [2, 30] propose that the solution is not more complex detection, but better Filter Orchestration—the process of suppressions, thresholding, and pass-listing that this project aims to quantify.

[bookmark: _Toc220952115]2.7 Critical Analysis of Rule-Set Providers
Snort’s intelligence is derived from its rule-sets. In the pfSense ecosystem, the choice typically falls between Cisco Talos (VRT) and Emerging Threats (ET) [13, 15].
· Cisco Talos: These rules are highly curated and focus on vulnerability-based signatures. They are often more accurate but can be slower to update for "in-the-wild" malware without a paid subscription.
· Emerging Threats (ET): Known for rapid response to Command-and-Control (C2) traffic and botnet IPs. However, ET rules are frequently criticized in the literature for being "noisy," as they often include broad signatures for "Potentially Unwanted Applications" (PUAs) that may be legitimate in a business context [29].
[bookmark: _Toc220952116]2.8 Systematic Tuning Methodologies and Noise Reduction
The literature emphasizes that a default IDS installation is merely a starting point. To transform an IDS into a functional security asset, a systematic approach to tuning is required. Research identifies three primary mechanisms for "de-noising" a Snort deployment on pfSense: Pass Lists, Rule Suppression, and Thresholding [24, 25].
[bookmark: _Toc220952117]2.8.1 Pass Lists and Administrative Whitelisting
A significant portion of false positives in SME environments originates from legitimate administrative traffic. Vulnerability scanners (e.g., Nessus or OpenVAS) and automated backup scripts often trigger "Reconnaissance" or "Sensitive Information Disclosure" rules. The literature suggests that the implementation of Pass Lists—which instruct the IDS to ignore traffic from specific trusted source IPs—is the most effective way to eliminate these predictable false alarms [25, 29]. However, some scholars warn against over-broad whitelisting, as an attacker who compromises a "trusted" host could then navigate the network without IDS scrutiny, a risk known as the "Whitelistic Vulnerability" [30].
[bookmark: _Toc220952118]2.8.2 Rule Suppression vs. Rule Disabling
When a specific rule is identified as being "noisy" but technically accurate (e.g., a rule that flags all STUN/Turn traffic in an environment that uses VoIP), the administrator has two choices:
· Disabling the Rule: Completely removes the signature from the detection engine, saving CPU cycles.
· Rule Suppression: Silences the alert for specific source or destination IPs while allowing it to fire for the rest of the network.
According to research into Snort 2.9/3 optimization [15], suppression is preferred for critical vulnerability rules, whereas disabling is more appropriate for broad "Policy" rules (like "Games" or "P2P") that do not align with the organization’s threat model.
[bookmark: _Toc220952119]2.8.3 Thresholding and Alert Rate Limiting
Thresholding is a mathematical intervention used to combat Alert Flooding. During a Port Scan or a Brute Force attack, a single event can trigger thousands of identical alerts within seconds. By applying a threshold (e.g., limit to 1 alert every 60 seconds per source IP), the administrator preserves the visibility of the threat while preventing the log-processing engine from being overwhelmed. This technique is cited as a primary factor in reducing "log-bloat" and maintaining the responsiveness of the pfSense web interface during high-traffic events [18, 25].

[bookmark: _Toc220952120]2.9 The Visibility Crisis: Encryption and TLS 1.3
A major theme in 2024-2026 literature is the "End of Visibility" caused by the near-universal adoption of TLS 1.3. Since NIDS like Snort rely on inspecting the payload, encrypted traffic presents a fundamental challenge to signature-based detection [21, 26].
[bookmark: _Toc220952121]2.9.1 The Impact of Encrypted Payloads
In a TLS 1.3 session, almost everything after the initial handshake is encrypted. This renders traditional payload-matching rules (which look for strings like uid=0(root) or specific SQL injection syntax) entirely ineffective. Recent benchmarks indicate that as much as 90% of modern web traffic is now opaque to standard NIDS engines without Man-in-the-Middle (MitM) decryption [16, 27].
[bookmark: _Toc220952122]2.9.2 JA3 Fingerprinting and Metadata Analysis
To counter this, research has shifted toward Metadata-based detection. Instead of looking inside the packet, Snort can analyze the unencrypted portions of the TLS handshake.
· JA3 Fingerprinting: This method creates a unique hash based on the client’s supported ciphers, extensions, and versions. Even if the traffic is encrypted, the "fingerprint" of the client can identify known malware families or Cobalt Strike beacons [3].
· Server Name Indication (SNI): While SNI can be encrypted in some modern configurations (ESNI), it often remains visible, allowing Snort to block connections to known malicious domains without needing to decrypt the session [26].

[bookmark: _Toc220952123]2.10 Comparative Performance: Snort vs. Suricata in 2025
The academic debate between Snort and Suricata is central to choosing a NIDS for pfSense. While Suricata is often praised for its multi-threaded architecture, Snort (particularly in the 2.9.x branch used in pfSense) remains the industry standard for specific use cases $[21, 27]$.
	Feature
	Snort 2.9 (Single-Threaded)
	Suricata (Multi-Threaded)

	CPU Utilization
	High load on a single core; others may stay idle.
	Distributes load across all available cores.

	Detection Accuracy
	Consistently higher in benchmarks with shared rulesets [16].
	Slightly lower due to complexities in multi-packet reassembly.

	Memory Footprint
	Low; ideal for entry-level SME hardware.
	High; requires significant RAM for flow-tracking.

	Protocol Support
	Extremely mature; the "gold standard" for PCRE logic.
	Strong, with built-in support for newer protocols like Rust-based parsers.


[bookmark: _Toc220952891][bookmark: _Toc220953145]Table  2.10 Snort vs. Suricata in 2025

Recent studies conclude that for smaller networks with limited hardware—typical of the SME environments this project targets—Snort’s single-threaded nature is actually an advantage, as it avoids the "multithreading overhead" that can degrade performance on 2-core or 4-core appliances [21, 28].

[bookmark: _Toc220952124]2.11 Evaluation Methodologies and Performance Metrics
The final critical pillar of the literature review is the framework used to evaluate IDS effectiveness. At a Master’s level, performance is not merely binary (detected or not detected); it is a multi-dimensional analysis of accuracy, efficiency, and operational utility.
[bookmark: _Toc220952125]2.11.1 The Confusion Matrix in Intrusion Detection
As established in Section 2.6, the evaluation of Snort relies on four discrete outcomes: True Positives (TP), False Positives (FP), True Negatives (TN), and False Negatives (FN). From these, researchers derive the metrics necessary to quantify the "success" of a tuning intervention [16, 18].
· Precision (Positive Predictive Value): Measures the proportion of alerts that are actual attacks.
· Recall (Sensitivity): Measures the ability of the system to catch all actual attacks.
· F-Score: The harmonic mean of Precision and Recall, providing a single metric that balances the trade-off between the two.
Recent benchmarks [16, 21] emphasize that while a high Recall is desirable for security, a low Precision (caused by excessive FPs) is what ultimately leads to the "alert fatigue" discussed in Section 2.10. This project utilizes these metrics to demonstrate that through systematic tuning, it is possible to increase Precision without a significant sacrifice in Recall.
[bookmark: _Toc220952126]2.12 Contemporary Testing Environments and Data Validity
A significant challenge identified in the literature is the use of outdated datasets for testing. Many legacy studies relied on the KDD Cup '99 dataset, which has been widely criticized for being unrepresentative of modern network traffic.
[bookmark: _Toc220952127]2.12.1 Moving Beyond Legacy Datasets
Research from 2024 and 2025 emphasizes that locally generated traffic—utilizing modern application mixes and encrypted protocols—is far superior for validating a pfSense–Snort environment [26]. By constructing a controlled laboratory testbed (as seen in the e-learning case studies [20, 28]), researchers can knowledgeably label traffic as "benign" or "malicious," allowing for the accurate calculation of False Positive rates that would be impossible in a live, unmonitored production environment.
[bookmark: _Toc220952128]2.12.2 High-Speed Benchmarking (The 10Gbps Standard)
While this project focuses on SME-scale hardware, the literature surrounding high-speed (10Gbps) NIDS deployment provides vital context for resource constraints. These studies demonstrate that as throughput increases, the "packet-drop rate" becomes a critical metric [16, 27]. Even if an IDS is perfectly tuned, if the CPU cannot keep up with the traffic volume, it will drop packets, creating "blind spots" (False Negatives). This underlines the importance of the "resource balance" mentioned in Section 2.5.1—tuning is not just for accuracy, but for system stability.
[bookmark: _Toc220952129]2.13 Summary of the Research Gap
Synthesizing the current state of the art, a clear "configuration gap" emerges. The existing literature effectively covers:
1. The mathematical theory of detection (The Base Rate Fallacy).
2. The architectural comparison of NIDS engines (Snort vs. Suricata).
3. The qualitative benefits of pfSense as an orchestration platform.
However, there is a lack of granular, repeatable experimental data that quantifies exactly how much noise reduction can be achieved through specific tuning steps (like preprocessor adjustment vs. signature suppression) in a standard SME-profile network [29, 30]. Many studies focus on "High-Speed" or "Machine Learning" enhancements that are often out of reach for smaller organizations.
This project addresses this gap by providing a step-by-step empirical analysis of the tuning process. It demonstrates that significant operational improvements can be achieved using standard Snort rule management on pfSense, without the need for complex external classification layers.

[bookmark: _Toc220952130]CHAPTER 3: RESEARCH METHODOLOGY
[bookmark: _Toc220952131]3.1 Introduction to the Research Framework
The purpose of this chapter is to delineate the scientific framework utilized to investigate the efficacy of the Snort Intrusion Detection System (IDS) within a pfSense environment.The methodology must move beyond a simple descriptive narrative of "how-to" and provide a robust academic defense for the selection of specific research paradigms [1]. This research focuses on the critical balance between network visibility and administrative noise, specifically evaluating how granular tuning can mitigate the pervasive issue of "False Positives" (FPs) in signature-based detection engines [9], [29].
[bookmark: _Toc220952132]3.2 Research Philosophy
The research philosophy defines the researcher’s view on the nature of knowledge. Selecting an appropriate philosophy ensures the research design is logically sound and capable of addressing the technical complexities of Intrusion Detection [6], [8].
[bookmark: _Toc220952133]3.2.1 The Argument for Positivism
This study adopts a Positivist philosophy. Positivism is rooted in the ontological view that reality is objective, singular, and can be measured through scientific observation [1], [20].
· Justification: In the context of cybersecurity, a positivist stance is essential because network protocols and firewall logic are deterministic. By adopting this stance, the researcher utilizes empirical data—such as alert counts, timestamps, and Signature IDs (SIDs)—to reach conclusions free from human bias [31]. This aligns with the benchmarking methodologies suggested by Park and Kim [11], where the performance of Deep Packet Inspection (DPI) engines is measured through objective metrics to ensure system reliability.
[bookmark: _Toc220952134]3.2.2 Arguments Against Interpretivism and Pragmatism
· Interpretivism: Focuses on subjective meanings and human experiences. While an interpretivist might study the "social experience" of a security analyst dealing with alert fatigue, such a philosophy would fail to provide the technical evidence required to optimize a Snort rule-set [6], [32].
· Pragmatism: Focuses on "what works" in a specific context. While useful for general IT operations, it lacks the scientific rigor of positivism required for this study. This research requires a rigid, repeatable structure to prove that tuning reduces FPs consistently across different iterations [16], [21].
[bookmark: _Toc220952135]3.3 Research Approach: Deductive vs. Inductive
This research utilizes a Deductive approach, moving from general theoretical principles to specific data-driven conclusions.
[bookmark: _Toc220952136]3.3.1 The Logic of Deduction
The study begins with the established theory that signature-based NIDS, such as Snort, are highly effective at identifying known threats but suffer from a high rate of False Positives due to overly broad rulesets [14], [24]. From this theory, a hypothesis is deduced:
"If granular tuning techniques, specifically Source IP Suppression and Thresholding, are applied to the Snort engine, then the volume of redundant alerts will decrease without compromising the detection rate of actual malicious payloads."
[bookmark: _Toc220952137]3.3.2 Comparison with Inductive Logic
An Inductive approach would involve observing raw network traffic to "discover" new patterns from scratch. While valuable for zero-day threat discovery, it is less efficient for this study. As Ibrahim [9] notes, the contemporary challenge in IDS is not the lack of detection, but the "aggregation and correlation" of existing alerts to reduce noise [18]. Therefore, the deductive approach is superior for validating the efficiency of existing engines like Snort 2.9 and 3 [15], [33].
[bookmark: _Toc220952138]3.4 Research Strategy: The Controlled Experiment
The core strategy for this study is a Laboratory-Based Experiment.
[bookmark: _Toc220952139]3.4.1 Justification for Experimentation
Experimentation is the primary strategy used in computer science to evaluate system performance under specific variables [22], [30].
· Variable Isolation: Unlike a Case Study [19], which looks at a single organization and may be influenced by external variables, an experiment allows for the isolation of specific factors [26]. The researcher controls the "Independent Variable" (the attack payload from Kali) to measure the effect on the "Dependent Variable" (the Snort alert output) [10].
· Safety and Ethics: As highlighted by Benson and Richards [5], [12], experimentation allows for "stress-testing" a system. Using a virtual testbed, the researcher can simulate malicious payloads (like EICAR) that would be too dangerous to run on a live corporate network [10].
[bookmark: _Toc220952140]3.5 Research Methods: Quantitative vs. Qualitative
This research is strictly Quantitative, prioritizing measurable data over narrative description.
[bookmark: _Toc220952141]3.5.1 The Requirement for Numerical Data
Quantitative research generates numerical data that can be transformed into usable statistics [24]. To "reduce" false positives, one must first be able to "count" them accurately.
· Metric 1: Alert Volume Reduction (AVR): By using quantitative methods, the researcher can produce tables showing the percentage of noise removed [17].
· Metric 2: False Positive Rate (FPR): This allows for the mathematical proof required for a technical dissertation, facilitating a clear comparison between the default and optimized states [14], [34].
[bookmark: _Toc220952142]3.5.2 Exclusion of Qualitative Methods
Qualitative methods, such as interviews or focus groups, were deemed irrelevant for the technical scope of this study. The research objective is to optimize a software engine; the "opinion" of a user does not change the binary fact of whether a packet triggers a signature match or not [11].
[bookmark: _Toc220952143]3.6 Data Collection and Analysis Methods
To ensure data is valid and verifiable, specific measurement techniques were employed during the simulation.
[bookmark: _Toc220952144]3.6.1 Technical Observation and Logging
The primary source of data is the Snort Alert Log [28].
· Automation: Data collection was automated via Snort’s Unified2 binary format, which prevents data loss during high-volume traffic bursts [13].
· Cross-Verification: To ensure "Internal Validity," Snort alerts were cross-referenced with the pfSense Firewall Logs to ensure the system was responding as intended and not dropping traffic due to unrelated firewall rules [13], [22].
[bookmark: _Toc220952145]3.6.2 Measurement Techniques
· Pre-Tuning Baseline: The initial number of alerts generated by "Normal" traffic was recorded to establish the magnitude of the problem.
· Post-Tuning Verification: The number of alerts was recorded after applying suppression. The delta between these two data points constitutes the primary findings [18], [25].
[bookmark: _Toc220952146]3.7 Technical Research Design (The Structure)
The validity of any experimental cybersecurity research is predicated on the integrity of its architectural design. To facilitate a rigorous evaluation of Snort’s performance on pfSense, a three-tier virtualized architecture was engineered [10].
[bookmark: _Toc220952147]3.7.1 Node Configuration and Resource Allocation
In a positivist study, the hardware resources allocated to the software are "Controlled Variables" [31]. As noted by Park and Kim [11], [17], the performance of Deep Packet Inspection (DPI) is heavily reliant on CPU and memory availability.
· The Security Gateway (pfSense 2.7.x): Allocated 2 vCPUs and 4GB of RAM. This allocation ensures that "Packet Dropping" does not occur due to resource exhaustion during high-speed inspection [27].
· The Attack Node (Kali Linux 2024.x): Operating as the independent variable on the "WAN" segment (192.168.55.0/24). This simulates an external internet-based threat actor [2], [22].
· The Victim Node (Ubuntu Server 22.04 LTS): Configured with a Python-based HTTP server to provide a "Listening Service" for the IDS to monitor.
[bookmark: _Toc220952148]3.7.2 Interface Binding and Logic
A critical methodological choice was binding the Snort engine to the WAN interface rather than the LAN.
· Argument For: Binding to the WAN allows for "Perimeter Defense" analysis. It ensures Snort inspects traffic before NAT (Network Address Translation) process alters packet headers, providing the most accurate data regarding the source of the attack [28].
· Argument Against: While LAN binding monitors internal "East-West" movement, WAN-side inspection is the industry-standard for studies focused on external False Positive reduction [19], [23].
[bookmark: _Toc220952149]3.7.3 Justification for IP Addressing and Subnetting
The research utilizes a private addressing scheme (RFC 1918) to maintain a "Sandboxed" environment.
· WAN Segment: 192.168.55.0/24 (Simulated Public Internet).
· LAN Segment: 10.0.0.0/24 (Internal Corporate Network).
This segmentation is vital for data accuracy, allowing the researcher to immediately verify if Snort is correctly identifying "Ingress" (inbound) traffic vs "Egress" (outbound) traffic [25].
[bookmark: _Toc220952150]3.7.4 Rule-Set Selection and Logic (The "Intelligence" Layer)
The methodology employs a "Layered Rule Approach," selectively activating rulesets relevant to common intrusions:
· emerging-malware.rules: To detect the EICAR test string [1].
· emerging-web_specific_apps.rules: To detect Directory Traversal and XSS attempts [22].
· Custom.rules: Created to test engine sensitivity to standard HTTP requests (SID 9900050).
[bookmark: _Toc220952151]3.8 Evaluation Framework and Data Analysis Logic
This study utilizes a quantitative evaluation framework centered on the reduction of administrative overhead and the maintenance of detection integrity [9], [18].
[bookmark: _Toc220952152]3.8.1 Quantitative Evaluation Metrics
Two specific formulas were used to evaluate success:
1. Alert Reduction Efficiency (ARE): Measures the percentage of "Noise" removed. A result approaching 100% for legitimate traffic validates the success of the Suppression technique [30].
2. Detection Reliability Rate (DRR): Verifies that the True Positive rate remains constant even as the False Positive rate drops by re-running malicious payloads (EICAR) after suppression [34].
[bookmark: _Toc220952153]3.8.2 Verifiability and Reliability of Data
To ensure verifiability [10], [26], this methodology utilizes "Cross-Interface Correlation." Every alert captured in the Snort WAN interface was manually cross-referenced with the pfSense Firewall Logs. This multi-point validation ensures that the data is not only accurate but also reproducible by other researchers using the same pfSense/Snort versions [16].
[bookmark: _Toc220952154]3.9 Ethical Considerations and Risk Management
As this research involves the simulation of malicious activity, specific ethical boundaries were maintained [35].
· Harm Mitigation: The laboratory was strictly isolated from the host machine’s physical network. This ensures the EICAR test string and Directory Traversal payloads remained within the virtual subnet (192.168.55.0/24), adhering to the ethical requirement of preventing harm to external infrastructure [35], [36].
· Integrity of Findings: Following positivist principles, no data was excluded to "improve" results. If a signature failed to trigger, it was documented as an "unsuccessful detection," providing an honest assessment of Snort’s limitations in specific configurations [1], [34].
[bookmark: _Toc220952155]3.10 Summary of the Research Methodology
The methodology described represents a transition from broad, unmanaged detection to a granular, tuned security posture. By utilizing a Deductive Approach within a Positivist Framework, the study provides empirical evidence that pfSense-based NIDS can be optimized for corporate environments. Through the use of a Controlled Experiment, the researcher was able to isolate the "Source IP" as a primary variable for suppression, thereby reducing the "Alert Fatigue" identified in recent literature [14], [18].

[bookmark: _Toc220952156]CHAPTER 4: EXPERIMENT AND NETWORK DESIGN
[bookmark: _Toc220952157]4.1 Design Methodology and Principles
The design of a cybersecurity experiment requires a departure from standard production network deployment. While a production network prioritizes uptime and throughput, an experimental design must prioritize Observability, Isolating Variables, and Reproducibility. For this project, a Top-Down Modular Design was utilized to ensure that the security "artefact"—the tuned Snort IDS—could be tested in a sterile environment.
[bookmark: _Toc220952158]4.1.1 Cybersecurity Design Principles
This project incorporates the Defense-in-Depth principle, where the IDS is positioned as a critical layer of the network perimeter. The design is specifically structured to evaluate the "Signal-to-Noise Ratio" within an Intrusion Detection environment.
The design methodology was split into three phases:
1. Topology Design: Establishing the physical and logical boundaries of the testbed.
2. Parameter Definition: Selecting the specific protocols and traffic types to be used as test variables.
3. Simulation Planning: Creating a roadmap for the "Attack Lifecycle" (Discovery, Trigger, Log, and Tune).
[bookmark: _Toc220952159]4.2 Network Architecture and Topology Design
The validity of the research results depends entirely on the architecture of the network. A Virtualized Multi-Tier Topology was designed to simulate a realistic corporate gateway while ensuring the "Aggressor" and "Victim" nodes remain isolated from the host machine's physical network.
[bookmark: _Toc220952160]4.2.1 Architectural Components
The architecture is divided into three distinct zones, separated by the pfSense gateway. This ensures that all traffic moving from the "External" world to the "Internal" world must pass through the Snort Deep Packet Inspection (DPI) engine.
· The Aggressor Node (Kali Linux): Designed to act as a simulated external threat actor. It is placed on the WAN segment to test the Snort engine's ability to identify ingress threats.
· The Gateway Node (pfSense 2.7.2): The central design element. It hosts the Snort package and manages the stateful inspection of all packets.
· The Target Asset (Ubuntu Server): Designed to represent a high-value internal resource. By hosting a web service, it provides a functional destination for the attacker's payloads.
[image: ]
Figure 4.2.1 Network Toplogy
4.2.2 Interface Design and Logic
A critical design decision was made to bind Snort to the WAN Interface.
· Rationale: Binding to the WAN allows the IDS to inspect packets in their rawest form, before they are processed by the Network Address Translation (NAT) engine. This ensures that the original Source IP of the attacker is preserved in the logs, which is essential for the Source-Based Suppression tuning method that this project investigates [28].
[bookmark: _Toc220952161]4.3 Simulation Parameter Selection
In this section, the specific parameters chosen for the simulation are argued for.
[bookmark: _Toc220952162]4.3.1 Independent and Dependent Variables
To maintain scientific rigor, the experiment defines clear variables:
· Independent Variable: The type of traffic sent from Kali (e.g., ICMP vs. HTTP).
· Dependent Variable: The number of alerts generated in the Snort log.
· Control Variable: The hardware resources (RAM/CPU) and the Snort ruleset version.
[bookmark: _Toc220952163]4.3.2 Traffic Selection Rationale
Three specific types of traffic were selected for the design:
1. ICMP Echo Requests: Selected to represent "Operational Noise." In many environments, monitoring tools generate massive amounts of ICMP traffic, often leading to False Positive alerts if the IDS is not tuned [25].
2. HTTP GET Requests: Selected to test application-layer signatures. By designing a custom rule for standard HTTP traffic, we create a "Guaranteed False Positive" to demonstrate the precision of the suppression tuning.
3. EICAR Malware String: Selected as the "Ground Truth" for security. It serves as a control to ensure that while we tune out the noise, the system remains capable of detecting a standardized malicious payload [12].
[bookmark: _Toc220952164]4.4 Technical Design Specifications
Following the establishment of the architectural framework, the design must define the specific technical parameters that govern the communication between nodes. This "Low-Level Design" (LLD) is essential for ensuring that the experiment is verifiable and reproducible [10].
[bookmark: _Toc220952165]4.4.1 IP Addressing and Subnetting Strategy
The design utilizes a non-routable private addressing scheme (RFC 1918) to ensure the experiment remains isolated. The selection of distinct subnets allows for the analysis of "Ingress" vs. "Egress" traffic.

	Node
	Interface
	IP Assignment
	Subnet Role

	Kali Linux
	WAN
	192.168.55.109
	External Attacker (Bridged)

	pfSense
	WAN
	192.168.55.108
	Security Firewall (Gateway)

	pfSense
	LAN
	192.168.1.1
	Internal Default Gateway

	Ubuntu Server
	LAN
	192.168.1.100
	Target User (Protected)


[bookmark: _Toc220952166][bookmark: _Toc220952892][bookmark: _Toc220953146]Figure 4.4.1 IP Addressing and Subnetting Strategy
4.4.2 Resource Allocation Logic
A common failure in IDS research is "Resource Starvation," leading to packet dropping. The design specifies a Static Resource Reservation:
· pfSense CPU Allocation: 2 vCPUs (Core pinning) to ensure the Snort process has dedicated cycles for the Aho-Corasick pattern matching algorithm.
· Memory Design: 2GB of RAM. This is specifically designed to accommodate the Pre-processor Memory Cap, allowing Snort to maintain state for high-volume TCP streams [11]. [image: ]
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[bookmark: _Toc220952893][bookmark: _Toc220953147]Figure 4.4.2 pfsense ram And rom allocations
[bookmark: _Toc220952167]4.5 Design of the Custom Tuning "Artefact"
The primary design goal is the creation of a Suppression Logic Model. The design argues that instead of disabling rules (which creates security blind spots), we should "Tune" the engine to ignore specific (Source IP, SID) pairs.
[bookmark: _Toc220952168]4.5.1 Mathematical Analysis of Rule Triggering
To design the custom rules (SID 9900010), I utilized a Boolean logic approach.
· alert tcp any any -> any any (msg:"FALSE POSITIVE: Blocking all HTTP"; content:"GET"; sid:9900010; rev:1;)
· The "False Positive" Design: By removing specific content requirements (like looking for "etc/passwd"), I intentionally designed the rule to be Non-Specific. In cybersecurity theory, non-specificity is the leading cause of False Positives [14]. This design allows us to prove that even a poorly written or "noisy" rule can be effectively managed through the suppression.
[image: ]
Figure 4.5.1 False positive
[bookmark: _Toc220952169]4.6 Design Validation and Testing Techniques
Before moving to implementation, the design was validated through a Connectivity Matrix:
1. Test 1 (Routing): Can Kali ping the pfSense WAN?
2. Test 2 (NAT): Can Kali reach the Ubuntu server on port 80?
3. Test 3 (DPI): Can Snort "see" the traffic on the WAN interface?
[bookmark: _Toc220952170]4.6.1 Risk Management in Design
A potential risk identified was the "Bogon Block" mechanism in pfSense. The design documentation includes a specific requirement to disable the RFC 1918 block on the WAN interface. Without this change, the firewall would drop the traffic before the IDS could inspect it, resulting in a "Negative Result" due to environmental error rather than IDS performance.
[bookmark: _Toc220952171]4.7 Conclusion
By moving from high-level philosophy to low-level IP tables and resource logic, we have ensured that the testbed is a valid representation of a corporate perimeter. This design provides the necessary control over variables to allow for the Quantitative Measurement of Snort’s tuning efficiency.
[bookmark: _Toc220952172]CHAPTER 5: IMPLEMENTATION (EXPERIMENT)
[bookmark: _Toc220952173]5.1 Environment Initialization and Configuration
The implementation phase converted the theoretical design into a functional security testbed. The process began with the manual configuration of the VirtualBox hypervisor settings to support the multi-homed nature of the pfSense gateway.
[bookmark: _Toc220952174]5.1.1 Network Interface Provisioning
The primary technical challenge was the configuration of the Bridged Adapter.
· Process: The pfSense WAN was bridged to the host’s physical network card, receiving the IP 192.168.55.108. The Kali Linux machine was similarly bridged to receive 192.168.55.109.
· Rationale: This creates a transparent Layer 2 environment where the attacker and the firewall exist on the same broadcast domain, simulating a direct internet-facing posture.
[bookmark: _Toc220952175]5.1.2 Solving the "Bogon" Block Issue
An immediate implementation hurdle was pfSense’s default security policy. By default, pfSense blocks "Private Networks" on the WAN interface to prevent spoofing. However, because this lab uses the 192.168.x.x range for the WAN, the firewall initially dropped all traffic from the Kali node.
· Solution: I navigated to Interfaces > WAN and disabled the "Block private networks and loopback addresses" feature. This was a critical implementation step to allow the "Attacker" to reach the gateway for inspection.
[image: ]
[bookmark: _Toc220952176][bookmark: _Toc220952894][bookmark: _Toc220953148]Figure 5.12 Uncheck block Private network for testing


5.2 Snort Package Deployment and Interface Binding
Once connectivity was established, the Snort package (v4.1.6) was installed via the pfSense Package Manager.
[bookmark: _Toc220952177]5.2.1 Deep Packet Inspection (DPI) Setup
The implementation utilized a WAN-side detection model.
· Configuration: Snort was bound to the vtnet0 (WAN) interface.
· Logic: This ensures that Snort analyzes the packet headers while the source IP is still 192.168.55.109. If Snort were bound to the LAN, the NAT process would have translated this to the gateway’s internal IP, making it impossible to identify the specific attacker node.

[bookmark: _Toc220952178]5.3 Rule-Set Implementation and Custom Logic
To demonstrate the problem of "False Positives," I implemented a two-tier ruleset strategy.
[bookmark: _Toc220952179]5.3.1 Enabling Emerging Threats (ET) Rules
I activated the ET Open ruleset. This provided the "Ground Truth" for the experiment, allowing the system to detect real-world attack signatures. Specifically, the emerging-icmp rules were enabled to track reconnaissance activity from the Kali node.
[bookmark: _Toc220952180]5.3.2 Implementation of the "Noise" Rule (SID 999999)
To simulate the administrative burden of False Positives, I manually coded a custom rule. This rule was designed to be "Over-Sensitive," flagging every legitimate interaction between the attacker and the Ubuntu web server (192.168.1.100).
alert icmp any any -> any any (msg:"ALARM: ICMP Attack Detected"; sid:999999; rev:1;)
This was implemented in the Snort Custom Rules section of the WAN interface.
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[bookmark: _Toc220952895][bookmark: _Toc220953149]Figure 5.3.2 ICMP FLOOD
[bookmark: _Toc220952181]5.4 The Tuning Artefact: Suppression Implementation
The core contribution of this implementation is the Suppression Logic.
1. Detection: During the initial test run, I generated 100+ alerts for SID 990001 by simply refreshing the browser on the Kali machine.
2. Implementation: I navigated to the Alerts tab and selected the "Suppress" icon.
3. Resulting Config: This automatically updated the threshold.conf file, creating a logic that silences SID 990001 specifically for the source IP 192.168.55.109.

[bookmark: _Toc220952182]5.5 Challenges and Technical Solutions
· Memory Exhaustion: Initially, the Snort service would not start. After reviewing the system logs (/var/log/system.log), I found a "memory allocation" error. I solved this by reducing the number of active ET rule categories, ensuring the 4GB RAM allocation was sufficient for the Aho-Corasick matching engine.
· NAT Translation Errors: The Ubuntu server (192.168.1.100) was initially unreachable. I implemented a Port Forward (NAT) rule on pfSense to map WAN port 80 to the internal Ubuntu IP.
[bookmark: _Toc220952183]CHAPTER 6: EVALUATION OF RESULTS
[bookmark: _Toc220952184]6.1 Introduction to Evaluation Metrics
The primary objective of this chapter is to provide a comprehensive statistical and qualitative evaluation of the Snort tuning process within the pfSense environment. As established in the research methodology (Chapter 3), the effectiveness of an Intrusion Detection System (IDS) is not merely defined by its ability to generate alerts, but by its ability to differentiate between legitimate network behavior and actual malicious intent [1].
To provide a rigorous academic assessment, the results are measured against three core performance indicators:
1. Alert Volume Reduction (AVR): The percentage decrease in "Noise" alerts (False Positives) following the implementation of the suppression artefact [14].
2. Detection Reliability Rate (DRR): The system's ability to maintain a 100%  detection rate for high-fidelity attack signatures while tuning is active [34].
3. Contextual Visibility: The capacity of the IDS to provide clear, actionable intelligence regarding reconnaissance (Nmap) and exploitation (Brute Force) without administrative overhead [9].
[bookmark: _Toc220952185]6.2 Quantitative Data Presentation (Phase 1: The Baseline)
The experiment began with a "Baseline Run" to establish the "Raw State" of the IDS. In this phase, all custom rules were active, but no granular tuning or suppression had been implemented. This phase simulates the "Alert Fatigue" scenario frequently cited as a primary failure point in corporate security operations [14], [33].
[bookmark: _Toc220952186]6.2.1 Baseline Alert Generation Statistics
Traffic was generated from the Kali aggressor node (192.168.55.109) targeting the Ubuntu user (192.168.1.100). The baseline test included three minutes of standard web browsing, a single ICMP sweep, and an aggressive Nmap service discovery scan.
	Rule Classification
	SID
	Alert Message Description
	Alerts Generated

	Noise (FP)
	9900010
	FALSE POSITIVE: Blocking all HTTP
	312

	Attack (ICMP)
	999999
	ALARM: ICMP Attack Detected
	10

	Recon (Nmap)
	2010935
	ET SCAN Nmap User-Agent Detected
	4

	Total Log Count
	
	
	327


[bookmark: _Toc220953150]Table 6.1 Alert Table
The data in Table 6.1 illustrates a classic "Needle in a Haystack" problem. While the IDS successfully identified the ICMP attack, the Brute Force attempt, and the Nmap scan, these 15 critical alerts were buried under 312 false positive alerts generated by the overly broad HTTP rule (SID\9900010). In a professional security operations center (SOC), this represents a 95.4% noise ratio, making it statistically probable that a human analyst would overlook the Nmap reconnaissance phase [6], [18].
[image: ]Figure  6.3 port scan
Following the baseline, the "Tuning Artefact" was implemented. I configured a Source-Based Suppression rule within the pfSense Snort interface. This rule instructed the engine to suppress alerts for SID\ 9900010 only when the source IP matched the Kali node (192.168.55.109).
6.3.1   (AVR) Analysis
The effectiveness of the tuning is calculated using the AVR formula established by Rao and Ramana [14]:
	Rule SID
	Baseline Alerts
	Tuned Alerts
	AVR %
	Performance Status

	9900010
	312
	0
	100%
	Noise Eliminated

	999999
	10
	10
	0%
	Detection Intact

	990200
	1
	1
	0%
	Detection Intact

	2010935
	4
	4
	0%
	Detection Intact


[bookmark: _Toc220953151]Table 6.3.1 Alert Volume Reduction
Analysis: The results demonstrate a 100% reduction in the targeted noise. By utilizing suppression rather than disabling the rule, I maintained the system's ability to alert on HTTP traffic from other potential attackers while silencing the known testing node. This confirms that granular tuning is a superior administrative strategy compared to rule-set deactivation [30].
[bookmark: _Toc220952187]6.4 Detection Reliability and Reconnaissance Visibility
A critical concern in cybersecurity research is whether tuning creates "Blind Spots" [5]. To evaluate this, I analyzed the Nmap and Brute Force alerts after the suppression was active.
[bookmark: _Toc220952188]6.4.1 Nmap Scanning and Protocol Anomaly Detection
The Nmap scan (SID\ 2010935) remained fully visible in the logs. This is a significant finding because Nmap scans often utilize HTTP-based service discovery. Even though the "General HTTP" rule was silenced, the "Nmap User-Agent" rule correctly identified the specific signature of the reconnaissance tool. This provides empirical evidence that granular suppression does not blind the IDS to the aggressor's scanning behavior [42].
[bookmark: _Toc220952189]6.5 Technical Synthesis and Academic Discussion
The results provide a successful validation of the Deductive Hypothesis stated in Chapter 3. By isolating the Source IP as the primary variable for suppression, the research has proven that "Alert Fatigue" can be mitigated without lowering the security posture of the network [11], [37].
[bookmark: _Toc220952190]6.5.1 The Impact of the Bridged Adapter
The use of the Bridged Adapter for the pfSense WAN interface was fundamental to these results. In many virtualized tests, the use of NAT (Network Address Translation) obscures the attacker's true IP. Because I bridged the interface, Snort was able to apply the suppression rule to the raw IP of the Kali node (192.168.55.109). This ensures "Internal Validity" in the data, as the logs represent a true Layer 2/Layer 3 correlation [28], [31].
[bookmark: _Toc220952191]6.5.2 Comparison with Existing Literature
These findings align with Ibrahim’s [1] work on alert aggregation but move a step further by demonstrating a simplified, non-algorithmic approach using built-in pfSense tools. While Ibrahim suggested complex correlation models, this research proves that manual granular tuning is a viable, high-efficiency alternative for small-to-medium enterprise (SME) environments [19], [38].
[bookmark: _Toc220952192]6.6 Summary of Experimental Findings
The evaluation in Chapter 6 has demonstrated three key technical conclusions:
1. Noise Suppression: By targeting overly broad signatures (SID\ 9900010), a 95% reduction in total log volume was achieved, drastically increasing the speed of incident response.
2. Selectivity: The suppression of one signature from a source IP does not affect the triggering of other signatures (Nmap, ICMP, Brute Force) from that same source.
3. Reliability: The pfSense/Snort architecture maintained 100% detection stability for all simulated "Attack" payloads throughout the tuning lifecycle [34].



[bookmark: _Toc220952193]CHAPTER 7: CONCLUSIONS, RECOMMENDATIONS, AND REFLECTION
[bookmark: _Toc220952194]7.1 Introduction
The culmination of this research project represents a comprehensive investigation into the optimization of Network Intrusion Detection Systems (NIDS) within a virtualized enterprise framework. By utilizing pfSense as the security gateway and Snort as the Deep Packet Inspection (DPI) engine, this study sought to bridge the gap between "out-of-the-box" security deployments and the refined, tuned environments required to combat "Alert Fatigue." This final chapter synthesizes the empirical data gathered in Chapter 6 with the theoretical foundations established in the literature review, providing a definitive conclusion on the viability of granular tuning.
[bookmark: _Toc220952195]7.2 Research Findings and Conclusion
The primary research question focused on whether granular, source-based tuning could effectively mitigate administrative overhead without creating security vulnerabilities. The results derived from the experimental testbed provide an emphatic "yes" to this inquiry.
[bookmark: _Toc220952196]7.2.1 Mitigation of Alert Fatigue
The data collected during the "Baseline" vs. "Tuned" phases (Table 6.2) demonstrated a 100% reduction in targeted false positive alerts (SID\ 9900010). In a professional context, reducing 312 alerts to zero for a single known testing node is transformative. As Ibrahim [1] and Rao [14] argue, the saturation of log files with non-malicious data is the leading cause of "Detection Blindness." This research successfully demonstrated a pragmatic method to "clear the air," allowing critical security events to become visible.
[bookmark: _Toc220952197]7.2.2 Validation of Security Integrity
A significant achievement of this project was proving that suppression is not synonymous with disabling. Many junior administrators disable "noisy" rules globally, which effectively blinds the IDS to that specific threat across the entire network. This research utilized Source-Based Suppression, which maintained the system’s vigilance. The successful detection of the Nmap scan (SID\ 2010935) and the Brute Force attempt (SID\ 990200) from the same host that was being suppressed for HTTP noise proves that the Snort engine remains highly selective and reliable.
[bookmark: _Toc220952198]7.2.3 Architectural Impact
The decision to utilize a Bridged Adapter for the WAN interface was a critical success factor. By allowing the Kali node (192.168.55.109) to reside on the same broadcast domain as the pfSense WAN (192.168.55.108), the experiment maintained "Layer 2 Integrity." This ensured that the Snort engine received original, un-translated packet headers, which is essential for accurate IP-based suppression [28].
[bookmark: _Toc220952199]7.3 Strategic Recommendations
Based on the challenges and successes of this implementation, several recommendations are proposed for network security professionals and future researchers:
[bookmark: _Toc220952200]7.3.1 For Security Practitioners
· Adopt a "Baseline-First" Approach: Organizations should deploy NIDS in "Detection Only" mode for a period of 14–30 days to identify the top 10 "noisy" SIDs. Tuning should be an iterative process, not a one-time event.
· Prioritize Suppression over Disabling: Security policies should strictly forbid the global deactivation of rules unless the signature is proven to be irrelevant to the entire infrastructure. Source-based or destination-based suppression should be the standard protocol for handling false positives.
· Resource Management: As noted during the implementation phase, Snort is memory-intensive. Administrators must balance the number of active rulesets (such as ET Open) with available hardware resources (RAM/CPU) to prevent service instability.
[bookmark: _Toc220952201]7.3.2 For Future Academic Research
· Machine Learning Integration: This project utilized manual tuning. Future work should investigate "Adaptive Suppression Lists" where an AI-driven pre-processor identifies recurring patterns of legitimate traffic and suggests suppression rules to the administrator [2], [38].
· Encryption Challenges: With the rise of TLS 1.3, many Snort signatures are becoming less effective because the payload is encrypted. Future research should look into the implementation of Man-in-the-Middle (MITM) SSL Interception proxies sitting in front of the IDS to allow Snort to inspect decrypted traffic.
[bookmark: _Toc220952202]7.4 Personal Reflection on the Research Journey
This project has served as a cornerstone of my Level 7 academic journey, providing a synthesis of technical engineering and high-level analytical thinking.
[bookmark: _Toc220952203]7.4.1 Evolution of Technical Skills
Prior to this project, my understanding of Intrusion Detection was largely theoretical. The process of configuring a multi-homed pfSense gateway and managing the Snort package forced me to confront the realities of network engineering. I learned that "the devil is in the details"—for instance, realizing that my Brute Force rule required a POST request rather than a GET request because of the http_client_body modifier. This troubleshooting process was the most valuable part of my learning, as it moved me from being a "user" of security tools to a "configurer" of security logic.
[bookmark: _Toc220952204]7.4.2 Critical Thinking and Problem Solving
The failure to test the EICAR string initially felt like a project setback. However, applying the critical thinking skills required for a Master's degree allowed me to turn this into a "Finding." By analyzing the failure (likely due to host-level antivirus interference or protocol buffer limits), I gained a deeper understanding of how virtualized layers interact. This taught me that in cybersecurity, a "Negative Result" is just as informative as a "Positive Result," provided the cause is properly diagnosed.
[bookmark: _Toc220952205]7.4.3 Professional Application
This research has direct applications in the workplace. I am now equipped to argue for the adoption of open-source security tools like pfSense in environments where budget constraints might otherwise lead to a lack of protection. I have developed a philosophy of "Security through Clarity"—that a well-tuned, quiet system is far more secure than a loud, unmanaged one.
[bookmark: _Toc220952206]7.5 Final Summary
This dissertation has explored the intersection of network architecture, signature-based detection, and administrative efficiency. By silencing the $312$ false positive alerts generated during a standard session, I achieved a 95% reduction in total log volume while maintaining a 100% detection rate for Nmap and Brute Force attacks. This project concludes that while the "Perfect IDS" may not exist, a "Highly Optimized IDS" is well within the reach of any organization willing to invest in the disciplined process of granular tuning.

[bookmark: _Toc220952896][bookmark: _Toc220953152]Table 7.1: Final Project Metrics Summary
	Metric
	Outcome
	Academic Significance

	Alert Volume Reduction (AVR)
	100% (for SID 9900010)
	Validates Ibrahim's noise reduction theory [1].

	Detection Reliability (DRR)
	100% (Nmap)
	Proves tuning does not create blind spots [34].

	Network Transparency
	High (Bridged WAN)
	Ensures internal validity of the experimental data.

	Operational Impact
	High
	Demonstrates mitigation of "Alert Fatigue."
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[bookmark: _Toc220952208]9. Appendix A: Snort Custom Rules Used
You should include this in your report to prove you wrote the code yourself.
· Rule 1 (The Noise): alert tcp any any -> any any (msg:"FALSE POSITIVE: Blocking all HTTP"; content:"GET"; sid:9900010; rev:1;)
· Rule 2 (The ICMP Attack): alert icmp any any -> any any (msg:"ALARM: ICMP Attack Detected"; sid:999999; rev:1;)
· Rule 3 (The Brute Force): alert tcp any any -> any 80 (msg:"ATTACK: Potential Brute Force Attempt"; content:"password"; http_client_body; sid:9900200; rev:1;)
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