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Emerging and Future Trends in Cloud Computing 


Report Summary

This report will explore the various technologies and methods used in cloud computing. Platform as a service (PaaS) and container as a service (CaaS) are both methods of delivering a cloud computing solution that fits an organisation’s needs. PaaS and CaaS will be compared and contrasted. The role that Docker has to play in both the PaaS and CaaS environment will be discussed along with the advantages and disadvantages of Docker. 

	The report will also critically evaluate the future usage of Infrastructure as Code (IaC). IaC is a method of controlling data centres through the use of machine readable code. The code can utilise data centre hardware such as servers, virtual machines and storage to put together and run a specifically tailored service.

	Kubernetes is a method of managing Docker containers. Kubernetes allows the user to automate deployment of applications, services and other container related tasks. Kubernetes technology will be investigated to understand the impact on cloud computing. A scenario demonstrating the purpose of Kubernetes will be provided to best show the strengths of the technology.
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Introduction

Many businesses are turning to Cloud Computing as a backbone of their IT services. The benefits to a company in using a cloud based service over investing in potentially tens of thousands of pounds worth of hardware can be huge. Companies are realising that having monthly payments for cloud services that fit their business size and scale as closely as possible, while also being flexible in terms of dealing with increased load on the services at different times, can way outweigh the costs of implementing a full system on site. [1,2]

	For a company to build even a small onsite data centre, there are a lot of required costs. Below are some of the costs to a business of implementing a full on site data centre:

· Hardware 
· Software 
· Security
· Property space 
· Room conditioning (cooling, fire systems etc)
· Maintenance (contracts and/or salaried workers)
· Contingency

	As well as the costs of implementing a data centre, the company will be sitting on hardware that is constantly becoming outdated as newer hardware is being developed. This results in more costs to replace aging hardware or losses when trying to sell hardware if it is no longer required. [1,2]

	On top of the related costs to an onsite data centre, there are many downsides of investing in an onsite data centre. An onsite data centre may experience down time due to hardware/software problems or even natural disasters. This results in the business losing money/customers during the time it takes to get the services up and running again. As the liability of the cloud service is on the cloud service provider, the business will rarely experience the effects of downtime due to hardware/software or natural disasters. In the event of hardware/software failure or natural disasters, the cloud service would seamlessly fall back to a backup cloud server resulting in minimal downtime. [1,2]

	As businesses are more and more interested in implementing a cloud solution to meet the needs of their operations, there is an increasing need for varying methods of implementation for cloud services. This is where emerging technology such as Docker, Kubernetes and other cloud management services come in to play. These services offer businesses an efficient and easily implemented cloud service solution that can be tailored to their specific needs. [1,2]

Services that offer a cloud computing service implementation strategy can be categorised into [2]:

· Platform as a Service (PaaS)
· Container as a Service (CaaS)
· Infrastructure as Code (IaC)

Each of these methods will be explored in detail throughout this report.
Platform/Container as a Service (PaaS/CaaS)

PaaS and CaaS are very similar models. CaaS is essentially a branch of PaaS in the sense that PaaS offers a platform for a range of services to build upon, whereas CaaS offers specifically container based services backed by Docker and its repository of available images.[3]

	The first instance of “Platform as a Service” appeared in 2007 with Heroku, Salesforce.com and Amazon Web Services (AWS), and later on in 2008 with Google app engine. Since then it has grown into the huge sector of cloud computing solutions that are widely utilised by various businesses of different sizes. [3]

	Vendors that offer PaaS services provide access to low cost, efficient, and scalable service that is tailored to the needs of the business. The services offered can be implemented at speeds unobtainable through other means such as building an onsite data centre. To build a data centre on site can take at minimum a couple of weeks, providing that certain infrastructure such as floor space/room, electricity and network fittings are ready to go. [1-3]

	There are “off the shelf” service packages available that may suit a business at a lower cost than a package that may need some work before it is launchable. The speed and cost of these services is currently unmatchable in the cloud service space. The services can also be run for a limited time for example during offers or high load periods such as holiday seasons. The services can be cancelled at any time with no money lost in sunk costs related to hardware/software. [3]

	The services offered in a PaaS solution give the user all the functionalities required throughout the life cycle of the deployment. Services may be altered on the fly to deal with extra loads, functionality or any other needs required of the service. These modifications to the service may incur extra costs or be covered in the service plan. But compared to modifying an on site data centre the costs are extremely reduced. For example, if a data centre is implemented and meets the needs of the business as predicted for 3 months, but after 3 months the hardware is struggling to deal with the increased load due to more customers or more data being handled. The company has to decide if they want to update their recently bought hardware or add new hardware due to the increased load. That same load may drop in another 3 months resulting in the newly bought hardware being wasted. The result is the company either has to overspend their budget to cover the extra load and potentially waste the new or old hardware, or simply request extra load capabilities from the PaaS solution provider. PaaS services are very flexible in terms of required needs and capabilities. [3,4]

	The use of a PaaS solution also passes a lot of the burden of liabilities such as maintenance, quality assurance, uptime from the business to the PaaS provider. This means that all the costs associated with those mentioned above are also passed onto the supplier. These costs of course will be factored into the PaaS monthly costs but will result in lower costs incurred should the business own an on site data centre. If the PaaS provider suffers hardware failure or natural disaster, it is likely that they will have backup servers ready to go, providing seamless transition and almost uninterrupted service. Whereas if a business experiences the same problems it is likely that they will experience long downtimes while hardware is replaced, or worse have to spend weeks/months recovering from a natural disaster. [3,4]


	An emerging technology in Docker containers is allowing businesses much more freedom and control over their cloud services. Docker is a lightweight virtualisation technology that runs containers using Linux kernel features. Whereas before businesses may be limited in the services offered by cloud service providers, Docker make is possible for all the headwork to be completed by the business then pushed forward to be hosted on the cloud. This provides more control and flexibility to the business. [3,4]

	Businesses can pre-configure containers to include all the required software such as web servers, mail servers and other software or server capabilities. These containers can also be tested, analysed and improved locally before being pushed forward to be hosted on cloud services. This helps to save on the cost of cloud services by ensuring the container is working as required and ready to go rather than fixing problems while the server is not working correctly while running on the cloud. [3,4]   

	Docker makes use of Docker Hub as a repository of public and private Docker Hub is used to store and distribute images efficiently and safely. This cuts down on development time and costs to a business. An already available configuration may be implemented, or the closest fit may be adapted to meet the needs of the business. [4,5]

	While docker offers a lot of advantages to a business, due to being a relatively new technology there are some drawbacks. Docker has to be configured by a knowledgeable user, using mainly command line interfaces. Not as many people are trained in using it as it is a new technology. This problem will be reduced as more users get comfortable using it and receive more training. It may take some services or organisations time to accept the new technology to allow usability and compatibility issues to be resolved. As Docker becomes more reliable and widely used, the technology will be able to overcome a lot of the problems it currently faces. [4,5]


Infrastructure as Code (IaC)

Infrastructure as code is a technology that capitalises on the need of businesses to be able to start and implement projects at faster and faster speeds to deal with demands and increase growth rates. Shorter development cycles due to fast and lightweight software integration allows the business to resume normal activities faster than developing a system from the ground up. [6]

	Infrastructure as code uses a range of configurations scripts to manage readily available resources provided by services such as AWS (Amazon web service) to setup an environment from where the businesses services can run on the cloud’s virtual machines. Everything from hardware devices and software are just variables available to fit the needs of the business. IaC takes manual configuration standards and automates it to allow streamlined setup of hosting services. [6]

	IaC systems can be managed remotely using certain available scripts and functions to be modified by the business if the requirements and needs have changed focus or demands on the service have fluctuated. IaC as a whole is quite flexible in that the service can be tailored to meet any needs and limitations of a business. IaC allows on the fly scaling through recruiting extra hardware/software resources, reducing costs and increasing efficiency. [6,7]
	As IaC is relatively new technology, there may be some compatibility issues with different scripting/infrastructure programming languages. However, as the technology grows and adapts to the various needs of different types of problems, these initial problems will be overcome. As the technology progresses, a more widespread reliance will result in more functionality and performance levels can be increased. [6,7]

	If the technology is slow to adapt and fix the compatibility issues in the future, it could completely stub growth in those areas such as windows/Linux and mac environments. While IaC has proven to be a very capable technology, it is prone to human errors when creating bespoke systems rather than off the shelf configurations. Human errors and bad coding practices may reduce performance or connectivity of a system. These performance drops may not be realised until later as even a 50% drop in performance would still be more efficient and faster than manual configurated systems as seen where Ambient Energy experienced increased deployment frequency by a factor of 1,200. [8]

	Script defects can manifest through the whole system and potentially create points of failure for the system. As experienced by Wikimedia where a defective script erased around 270 users cloud instances home directories. Again, as mentioned previously, as the technology is more widely accepted, these problems and inefficiencies will be discovered and patched as the technology advances and is moulded to perform in wider ranges of capabilities. [8]

	The very nature of IaC systems allows detailed monitoring of services and performance. As such, defects can usually be spotted rather quickly and resolutions rolled out at impressive speeds. As more defects are discovered, scripts can be created to detect them in the future increasing reliability and testing capabilities. [8]

	Security in IaC systems could be a major issue. The normal practices of IaC partly involves the use of off the shelf configurations which may be used by thousands of users. The problem lies where a popular system spreads in use covering a wide user base. Each user could be harbouring thousands of clients/employee’s confidential data and/or confidential company data and intellectual property. [9]

	Using the above example of Wikimedia losing 270 users’ cloud instances, assuming each instance was managing the data of 1000 users (and the number could potentially be way higher depending on the type of businesses employing these cloud services) that’s potentially over 270,000 users worth of data that could be exposed in the event of a vulnerability being exposed. [8]

	A real world example of the damage such a vulnerability could cause on a cloud platform is the Spectre and Meltdown vulnerabilities, which affected the CPUs being used on cloud servers. The vulnerability allowed the data passing through the memory to be read by through rogue processes without authorisation. This vulnerability not only affected the security of the systems which required security patches, but eventually led to lower performance from the affected CPUs due to the applied patches. This affects a wide range of users. Namely, cloud providers who have purchased mass amounts of the CPUs to power their virtual clouds, Businesses who rely on these services to perform demanding tasks, and even home users who had spent money on high performance hardware to find out the performance had dropped by up to 30% in some user cases. [10]

Kubernetes

Kubernetes is an open source container management system incorporating backed by the capabilities of Docker. Kubernetes is designed to allow businesses to create cluster environments ready to be pushed and deployed on a cloud service. Its main goal is to provide easy deployment of complex cluster environments. [11]

	Kubernetes enables hugely scalable services supported by resiliency and elastic capabilities. Kubernetes allows the management of both singular and large groups of containers (Pods), while maintaining the shared network and storage infrastructure. Kubernetes may also be used as a testing mechanism for application developers to simulate how the performance of their software/hardware configurations can perform in various configurations using containers. Support capacity management allows the users to scale-up or scale-down the performance, features and capabilities to match the ever changing needs of an application user or service.  [12-14]

	Kubernetes utilised the use of two Pod models. Service pods are configured to support a permanent (until no longer required) service. The service pods allow rapid availability and utilisation speeds for high demand services. Job/batch pods are run only when required to complete the tasks they are configured to perform. Job/batch pods are deployed when needed to launch certain services or complete tasks and are then brought down until they are needed again in the future. This saves on running costs as they are only running when they are being used.  [12-14]

	The lightweight running and deployment of Kubernetes systems is of great benefit to users. Kubernetes systems are designed to run on minimal barebones operating systems, installed with only the necessary software and features. This reduces the required power and resource usage to run and maintain the system, as well as increasing efficiency. Due to this, start-up speeds, migration speeds and restart speeds are much faster than usual virtual machine systems. [15]
[image: ]
The lightweight and performance levels of a Kubernetes implementation can be visualised in this image. The use of containers cuts out the “middle man” being the guest OS. Containers utilise the hosts operating system kernel to drive the services installed on the container. This greatly reduces the resource usage and increases performance due to the reduced steps of communication between the layers of virtualisation. The reduced latency between layers allows services to run smoothly and at greater speeds than hypervisor virtualization speeds with reduced input lag.  [15]





Kubernetes can be used as a central container management system, allowing containers to be created and pushed towards any available cloud service such as Azure, AWS (Amazon Web Service), public clouds, private clouds, physical machines as well as any other cloud solutions. This normalises the creation and management of a potentially wide range of different services with different requirements and goals in mind. [11-15]

	With the capabilities of Kubernetes in mind, a scenario that best illustrates the purpose of Kubernetes could include a software development company. A software development company that offers a wide range of services as well as managing their own services can utilise Kubernetes almost to its full potential. [11-15]

	Assuming the software development company offers a range of services to its customers such as:

· Web hosting 
· Web development
· Application hosting
· Application development
· Software testing
· Software auditing
· Software maintenance
· Vulnerability checks

	Kubernetes can offer a solution to each of these services in the form of tailored container environments making use of the above mentioned Service Pods and Job Pods. 

	Tasks that require a one time task performance per customer such as vulnerability checks, testing and auditing will best make use of the short running time high performance Job Pods to perform he tasks and then shut down while it waits for its next task. Such tasks can be delegated to more powerful hardware which more accurately reflects the needs of the short tasks, whereas long time service hosting requires a consistent availability of hosting rather than large bursts of performance to perform tasks. [11-15]

	For the long running services such as web hosting and application hosting, Service Pods would be perfect for running long time services for clients. The manner of containers will allow for images to be created of customers web or application systems which can allow for speedy recovery times in the event of crashes or failures. A simple relaunch of a new container to seamlessly transition the service with minimal downtime can be performed while the failures are resolved. [11-15]

	A software development company may be working with a range of cloud service providers, so a Kubernetes solution provides a centralised container management system that is able to push containers using a range of images from a large amount of customers to any desired cloud service provider that fits the needs of the client the best. [11-15]
 
	


Conclusion

This report concludes that services such as PaaS, Caas, IaC and the emerging technology in Docker and Kubernetes provide clear advantages to businesses in designing, implementing, monitoring and maintaining a cloud system solution. 

	The speed in which these services can be deployed is massively faster than methods of the past where manual configuration and on site deployment was required. The scalability of these services also offers the absolute best efficiency and cost benefit to a customer as the services are flexible and may be modified at any point to deal with extra loads or requirements.

	While there are some compatibility issued and potential security vulnerabilities, these issues are likely to be overcome as the services are more widely used and have performed in a larger range of environments that will push the technology to its limits, which will result in progression and more wide spread acceptance of the technology.

	Kubernetes is a powerful emerging technology offering a centralised container management system with a lot of capabilities. The wide range of capabilities offered a solution to almost any service to be deployed on a cloud system. The costs and time saved by utilising such a system are unmatched. Services can be deployed in a matter of minutes providing containers are ready to be pushed to the cloud using already configured images.
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