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[bookmark: _Toc235198383]Introduction
Modern multinational organisations depend on reliable and secure network infrastructures to support communication, resource sharing and centralised administration across different geographical locations. This report examines the proposed virtualised enterprise network for NOSSLONDON2026, which operates in Birmingham and London. The network environment combines Windows Server 2022, Windows 10 and Debian-based systems, creating a heterogeneous infrastructure that requires appropriate virtualisation, addressing and routing decisions. The research critically considers hypervisor architectures, IP addressing, routing approaches and essential network services. These areas are evaluated in relation to the current topology and its planned expansion, with particular consideration given to scalability, security, efficient resource utilisation and future network management requirements.
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Task 1
[bookmark: _Toc235198385]1 (a): Research on Hypervisor: 
Virtualisation architecture has a direct influence on performance, security and scalability. Type 1 hypervisors operate directly on physical hardware, which reduces dependency on a general-purpose host operating system and provides stronger resource control. This architecture is commonly associated with enterprise platforms because virtual machines are managed closer to the hardware layer. In contrast, Type 2 hypervisors operate as applications within an existing operating system. Although this introduces additional overhead, their simpler installation and hardware accessibility make them suitable for development, education and smaller virtual environments [1].
For the NOSSLONDON2026 topology, the selection of a hypervisor should reflect both the current deployment and the enhanced network planned for Coursework 2. A Type 1 solution could provide stronger scalability and isolation for production use; however, it may require dedicated hardware and more complex administration. A Type 2 hypervisor such as VirtualBox provides sufficient compatibility to host Windows Server 2022, Windows 10 and Debian systems on one physical workstation.
Therefore, VirtualBox is suitable for the proposed coursework environment because it balances hardware availability, operating system compatibility and virtual network configuration. Nevertheless, a Type 1 hypervisor would be more appropriate if NOSSLONDON2026 expanded the infrastructure into a production environment with higher availability and stronger isolation requirements[2].

[bookmark: _Toc235198386]1 (b): Research on IP Addressing: 
Effective IP addressing is fundamental to the performance and manageability of an enterprise network because data packets require logical source and destination addresses to travel between devices. When a destination exists outside the local subnet, traffic is forwarded to a default gateway and routed towards the appropriate network. Therefore, the addressing scheme influences not only connectivity but also routing, troubleshooting and future network expansion.
IPv4 uses a 32-bit addressing structure represented in dotted-decimal format, such as 172.16.1.10. Although IPv4 remains widely used, its limited address space has encouraged techniques such as Network Address Translation. IPv6 uses 128-bit hexadecimal addressing and provides a significantly larger address space. However, migration to IPv6 may increase administrative complexity where legacy systems require dual-stack configurations[3].
Subnetting improves address utilisation by dividing a larger network into smaller logical networks. In the NOSSLONDON2026 topology, Birmingham and London require separate subnets because they represent different network locations. The /24 networks shown in the original topology provide simple administration but allocate significantly more addresses than the current number of devices requires.
A Variable Length Subnet Mask addressing scheme would provide greater efficiency by allocating subnet sizes according to actual host requirements. For example, smaller LAN subnets could use /28, while the point-to-point connection between the servers could use /30. This approach reduces address waste and creates a more structured and scalable addressing design[4].

[bookmark: _Toc235198387]1 (c): Research on Routing: 
Routing is essential when devices located in separate IP networks need to exchange data. Routers and routing-capable systems examine the destination IP address of a packet and use routing tables to determine an appropriate forwarding path. The effectiveness of routing therefore depends on accurate network information and the selected method of maintaining routes.
Static routing requires an administrator to manually configure network paths. This provides predictable traffic forwarding, minimal protocol overhead and direct administrative control. However, static routes become increasingly difficult to maintain when a network expands. Dynamic routing protocols, such as Open Shortest Path First, automatically exchange routing information and can adapt when network paths change. This improves scalability and resilience but introduces additional configuration and processing requirements[5].
For the current NOSSLONDON2026 topology, static routing is the more appropriate approach. The network contains Birmingham and London LANs connected through a point-to-point network between the Windows and Debian servers. The small number of networks means that manually configured routes can provide the required connectivity without introducing a dynamic routing protocol.
The enhanced topology must also consider the Debian Server's role as a DHCP Relay. DHCP discovery traffic initially relies on broadcasts, which are not normally forwarded between routed networks. The relay therefore enables DHCP communication between the London network and the central DHCP service. If NOSSLONDON2026 later expanded to multiple locations and redundant routes, a dynamic protocol such as OSPF would become a more scalable solution[6].

[bookmark: _Toc235198388]1 (d): Research on Network Services: 
Enterprise network services should operate as an integrated infrastructure rather than as isolated technologies. In the enhanced NOSSLONDON2026 topology, VPN, DHCP, Active Directory Domain Services and Certificate Authority services contribute to connectivity, centralised administration and security.
Active Directory Domain Services provides centralised identity and access management, allowing users and computers to be managed within a domain environment. This simplifies administration and policy enforcement, although dependence on central domain infrastructure requires appropriate security and recovery planning. DHCP complements this environment by automatically distributing network configuration, reducing manual addressing errors. A DHCP Relay is particularly relevant to the London subnet because it can forward DHCP communication across the routed network to a central DHCP server.
A Virtual Private Network can protect communication between Birmingham and London when traffic crosses an untrusted network. A site-to-site VPN would therefore provide encrypted inter-site connectivity and reduce the risk of traffic interception. However, VPN security depends on appropriate authentication and cryptographic configuration[7].
Certificate Authorities establish cryptographic trust by issuing and managing digital certificates. Certificates can support secure authentication and encrypted network services, but compromise of the CA could affect the trust of the entire infrastructure. Consequently, private key protection and certificate lifecycle management are essential.
Together, these services create a centralised architecture in which DHCP provides configuration, AD DS manages identity, VPN technology protects communication and certificate services establish digital trust[8].
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Task 2
[bookmark: _Toc235198390]2.1. Choose your Hypervisor:
Oracle VirtualBox was selected as the hypervisor for this project because it supports Windows Server 2022, Windows 10 and Debian virtual machines within the same environment. As a Type 2 hypervisor, it provides sufficient functionality for educational purposes while allowing flexible virtual networking, snapshots and hardware configuration. The platform offers an efficient environment for deploying and testing the enterprise network before implementation in a production environment.
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2.2. Download and Setup:
The required installation media for Windows Server 2019, Windows 10 were downloaded before creating the virtual machines. Using official ISO images ensures system integrity and compatibility throughout the deployment process.
Windows Server 2019 was successfully installed and booted into Server Manager. This confirms that the operating system was correctly deployed and ready for further network configuration.
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2.3. Configure IP Addressing:

From the Local Server section in Server Manager, the Ethernet Properties window was accessed by selecting the Ethernet link. This allowed the network adapter settings to be configured for the virtual enterprise environment.
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Server A Machine
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Server B Machine




The network adapter was right-clicked to open the context menu, and the Properties option was selected. This provided access to the adapter configuration settings required for the next stage of the network setup.
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Server A Machine
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Server B Machine




Internet Protocol Version 4 (TCP/IPv4) was selected from the Ethernet Properties window to configure the IP address settings.
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Server A Machine
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Server B Machine

The "Use the following IP address" option was selected, and the static IP address and subnet mask were entered according to the proposed network addressing scheme.
[image: ]Server A was configured with the static IP address 192.168.100.2 and the subnet mask 255.255.255.0 as defined in the proposed network addressing scheme.
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Server B was configured with the static IP address 192.168.100.3 and the subnet mask 255.255.255.0 as defined in the proposed network addressing scheme.
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The required installation media for  Debian were downloaded before creating the virtual machines. Using official ISO images ensures system integrity and compatibility throughout the deployment process.
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PC A - The Settings option was selected from the context menu by right-clicking the virtual machine. This provides access to the virtual machine configuration options.
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PC A - From the Network menu, the settings icon beside the wired network connection was selected to access the IP configuration menu. This allowed the network interface to be configured with the required static IP settings.
[image: ]
PC A - In the IPv4 settings, the Manual option was selected to assign a static IP configuration. For PC A, the IP address was configured as 192.168.100.20 with the subnet mask 255.255.254.0, ensuring reliable communication within the enterprise network.
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PC B - The Settings option was selected from the context menu by right-clicking the virtual machine. This provides access to the virtual machine configuration options.
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PC B - From the Network menu, the settings icon beside the wired network connection was selected to access the IP configuration menu. This allowed the network interface to be configured with the required static IP settings.

[image: ]
PC B - In the IPv4 settings, the Manual option was selected to assign a static IP configuration. For PC A, the IP address was configured as 192.168.100.30 with the subnet mask 255.255.254.0, ensuring reliable communication within the enterprise network.
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2.4. Test and Troubleshoot:
After assigning the IP address and subnet mask, the Command Prompt was used to verify the network configuration. The ipconfig command confirmed that the correct IP address, subnet mask and default gateway had been successfully configured.
[image: ] 
The Command Prompt was opened to verify the network configuration and perform connectivity tests.
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Server A - Using the >ipconfig command, the current network configuration was displayed. The results confirmed that the IP address and subnet mask were correctly configured, ensuring that the device was properly connected to the enterprise network.
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Server B - Using the >ipconfig command, the current network configuration was displayed. The results confirmed that the IP address and subnet mask were correctly configured, ensuring that the device was properly connected to the enterprise network.

[image: ]
The >ping command was executed on Server A to test connectivity with Server B. The successful responses confirmed that both servers were able to communicate across the network and that the IP configuration and routing were correctly configured.
[image: ]
The >ping command was executed on Server B to test connectivity with Server A. The successful responses confirmed that both servers were able to communicate across the network and that the IP configuration and routing were correctly configured.
For the Debian virtual machine, the Terminal was used to verify the network configuration. Commands such as >ip addr were used to confirm the assigned IP address and subnet mask, while the >ping command was used to test network connectivity with the other devices in the enterprise network.
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 PC A - The >ip a command was used to display the current network configuration. The output confirmed that the IP address and subnet mask matched the values configured during the previous network setup, verifying that the Debian system had been correctly configured.
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PC B - The >ip a command was used to display the current network configuration. The output confirmed that the IP address and subnet mask matched the values configured during the previous network setup, verifying that the Debian system had been correctly configured.
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The ping command was used to test connectivity between PC A and PC B. The successful replies confirmed that both devices were able to communicate with each other, indicating that the IP configuration and network connectivity were correctly configured.

[image: ]
The ping command was used to test connectivity between PC B and PC A. The successful replies confirmed that both devices were able to communicate with each other, indicating that the IP configuration and network connectivity were correctly configured.



[bookmark: _Toc235198394]2.5. Network Configuration:
To configure the network settings, the Machine menu was selected from the top menu bar, followed by the Settings option. This opened the virtual machine configuration window, where the network adapters could be configured according to the proposed enterprise network topology.
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Server A - In the Network tab, Attached to was set to Internal Network, and Promiscuous Mode was configured to Allow All. The configuration was saved by selecting OK, completing the network setup for the virtual machine.
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Server B - In the Network tab, Attached to was set to Internal Network, and Promiscuous Mode was configured to Allow All. The configuration was saved by selecting OK, completing the network setup for the virtual machine.
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Server A -  From the Windows Defender Firewall settings in the Control Panel, the firewall was temporarily disabled for both the Private and Public network profiles. This was done in the isolated virtual lab environment to prevent the firewall from blocking connectivity tests between the virtual machines.
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Server B -  From the Windows Defender Firewall settings in the Control Panel, the firewall was temporarily disabled for both the Private and Public network profiles. This was done in the isolated virtual lab environment to prevent the firewall from blocking connectivity tests between the virtual machines.
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PC A - In the Network tab, Attached to was set to Internal Network, and Promiscuous Mode was configured to Allow All. The configuration was saved by selecting OK, completing the network setup for the virtual machine.
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PC B - In the Network tab, Attached to was set to Internal Network, and Promiscuous Mode was configured to Allow All. The configuration was saved by selecting OK, completing the network setup for the virtual machine.
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[bookmark: _Toc235198396]3.1. Reflect on the following:
The following reflections evaluate the technical aspects of the network deployment and the knowledge and practical skills developed during the completion of this assessment.
[bookmark: _Toc235198397]

3.1.1. Write a Technical reflection covering network deployment and testing:
The deployment of the virtual enterprise network successfully demonstrated the process of building and testing a heterogeneous network environment using Oracle VirtualBox. Windows Server 2019, Windows 10 and Debian virtual machines were configured according to the proposed network topology. Static IPv4 addressing was implemented to provide consistent network identification and ensure reliable communication between all devices.
Throughout the deployment process, the virtual network adapters were configured using the Internal Network option, allowing secure communication within the isolated virtual environment. The Windows Defender Firewall was temporarily disabled during testing to prevent connectivity issues while verifying the network configuration. Network settings were validated using the ipconfig command on Windows systems and the ip a command on Debian systems. Connectivity testing was then performed using the ping command, which confirmed successful communication between Server A, Server B, PC A and PC B.

[bookmark: _Toc235198398]

3.1.2. Write your Personal Reflection:

This assessment has significantly improved my understanding of enterprise networking and virtualisation technologies. Before completing the practical tasks, I understood the theoretical concepts of IP addressing, routing and network services, but configuring the virtual environment provided valuable practical experience. Building the network from the beginning allowed me to understand how different operating systems communicate within the same enterprise infrastructure.
During the deployment, I developed greater confidence in configuring network adapters, assigning static IP addresses and troubleshooting connectivity problems using diagnostic tools such as ipconfig, ip a and ping. Testing the communication between the virtual machines also reinforced the importance of accurate network planning and systematic verification.
Overall, this project strengthened both my technical knowledge and practical skills in network administration. The experience gained from deploying and testing a virtual enterprise network has prepared me for more advanced networking tasks and will be valuable for future academic projects and professional development within the field of information technology.
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Conclusion
This assessment successfully examined the research, deployment and testing of a virtualised enterprise network for the proposed NOSSLONDON2026 environment. The research demonstrated the importance of selecting an appropriate hypervisor, designing an efficient IP addressing scheme, implementing suitable routing methods and integrating essential network services such as Active Directory Domain Services, DHCP, VPN and Certificate Authority services.
The practical deployment confirmed that Oracle VirtualBox provides a suitable platform for creating and managing a virtual enterprise network in an educational environment. Windows Server 2019, Windows 10 and Debian virtual machines were successfully configured using static IPv4 addressing and an isolated internal network. Network connectivity was verified using standard diagnostic tools, confirming successful communication between all configured devices.
Overall, the project demonstrated the importance of careful planning, accurate configuration and systematic testing when deploying enterprise network infrastructures. The knowledge and practical experience gained throughout this assessment have strengthened my understanding of virtualisation technologies, network configuration and troubleshooting, providing a solid foundation for future study and professional practice in network administration and enterprise networking.
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