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A Hypervisor is a piece of software which enables the user to create and manage virtual machines that allow one computer to run several operating systems independent of each other [1], each with their own resources such as a CPU and memory. There are two different types of Hypervisors, these are
(a) A Type 1, or Bare Metal Hypervisor runs directly on the host hardware and uses physical resources to run each Virtual Machine [2]
(b) A Type 2, or Hosted Hypervisor runs on top of the host operating system using an application [3]
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Figure 1: Example of Hypervisors running four VM's
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The reference model for open systems communication (OSI) is a 7-layer protocol stack [4]. The OSI Model shows the steps taken for two systems to communicate. 
The layers are as follows [5][6];
1. Physical Layer – This layer refers to the physician connection between the device and the network, such as an ethernet cable or Wi-Fi.
2. Data Link Layer – This layer transmits data from node to node and detects and fixes errors.
3. Network Layer – This layer uses IP addressing and routing to create a path for the data.
4. Transport Layer – This Layer ensures the delivery of the data packets using end-to-end communication between the source and the destination.
5. Session Layer – This layer is what allows the user(s) to maintain communication across the network.
6. Presentation Layer – This layer formats the data into so it can be presented accurately when received, such as a text message or a picture.
7. Application Layer – This is the layer the user(s) interact with, such as an email or messaging app.
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Figure 2: How data goes through OSI layers
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IP addressing is used to assign IP addresses to the systems within a network so that they can be identified. This can be done manually or automatically using DHCP. 
There are two versions of the IP address, IPv4 and IPv6. For this assignment I will only be focusing on IPv4.
The following is a brief explanation of the IPv4 address [7]. 
The IPv4 address is presented as numbers, from 0-255 in 4 blocks separated by dots, e.g. 123.123.123.123. Each of the blocks of 4 numbers represents 8 bits, for a total of 32 bits for the IPv4 address. The address is further separated into two sections, the network and the host. One of the IP addresses in the topology is presented as ‘172.16.1.10/24’. The ‘/24’ is a prefix number tells me that 24 bits of the address represent the network portion, leaving 8 bits for the host portion. 
When assigning the IP address to a device, I will also need to give the subnet mask, which further shows how the IP address is separated. As previously stated, the numbers can be 0-255, this means if a full 8 bits is being used, the number will be 255. With that said, if the prefix number tells me that 24 bits are needed for the network portion, then the subnet mask will be 255.255.255.0, showing that the first 3 numbers in the address represent the network, and the final number represents the host. A further example would be, looking at the IP address ‘172.16.1.10’, the other device on the same network has an address of ‘172.16.1.1’, notice that the first three numbers, the network portion, are the same on both IP addresses, showing that all devices on that network would share the same pattern in their IP address.
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Figure 3: IP Address breakdown
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Much like planning a journey, routing consists of mapping out the most efficient path for a packet to take to reach its destination. It involves choosing the quickest path between routers, while avoiding congestion and considering bandwidth limitations and buffering [8].
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A Virtual Private Network (VPN) uses encryption to privatise your network [9]. It masks you IP address by replacing it with the VPN servers IP address instead.  VPN’s are commonly used to ensure privacy and protect users online [10].
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Dynamic Host Configuration Protocol (DHCP) is used to automatically configure the IP information for devices within a network [11].
[bookmark: _Toc233372880]AD DS
Active Directory Domain Services (AD DS), created by Microsoft, stores information about a network that can be accessed and managed by network administrators [12]. 
[bookmark: _Toc233372881]Certification Authority
The purpose of a Certification Authority (CA) is to provide a digital certificate of authenticity to the owner(s) of a public key to show who they are and that they are trusted [13].
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The four virtual machines required for this task were a Windows server, a Windows client, a Debian server and a Debian client. The required operating systems were downloaded as ISO files from the following sources.
Windows Server -
Windows 11 (client) -
Debian Server -
Debian Client –

[bookmark: _Toc233372885]Windows Server Configuration
The Windows Server was named 'B-DC' as instructed on the network Topology and configured with the ISO file previously downloaded. I also configured three network adapters. 1 NAT adapter and two internal network adapters named 'intnet – Birmingham' and 'intnet – WAN'.[image: ]
Figure 4: B-DC Configuration
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Figure 5: B-DC Network Adapter 1
[image: ]
Figure 6:  B-DC Network Adapter 2
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Figure 7: B-DC Network Adapter 3
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The Windows Client was named ‘ClientS1’ and configured using the Windows 11 ISO file. The client only has one internal network adapter, named ‘intnet – Birmingham’
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Figure 8: ClientS1 Configuration
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Figure 9: ClientS1 Network Adapter
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The Debian server has been named ‘L-CD’. I used the Debian server ISO file and configured three network adapters. Similar to the Windows server there is one NAT adapter and two internal network ones. The two internal network adapters are named ‘intnet – London’ and ‘Intnet – WAN’
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Figure 10: L-CD Configuration
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Figure 11: L-CD Network Adapter 1
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Figure 12: L-CD Network Adapter 2
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Figure 13: L-CD Network Adapter 3
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Finally, the Debian OS ISO file was used for the Client named ‘Client1’ and was also set up with one internal network adapter which was named ‘intnet – London’
[image: ]
Figure 14: Client1 Configuration
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Figure 15: Client1 Network Adapter
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After beginning installation and selecting the correct operating system and installation type (figures 16,17,18) I also created a new hard drive partition for the OS (figure 19). Following this, I just had to wait for installation to complete.
On completion, I was asked to choose an administrator password which, as instructed, I set as ‘NotebooK@123’ (figure 20). The server was then installed and ready for use (figures 21,22).
[image: ]
Figure 16: Windows Server installation start screen
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Figure 17: Windows Server OS selection
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Figure 18: Windows Server installation type
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Figure 19: Windows Server partition selection
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Figure 20: Windows Server admin password creation
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Figure 21: Windows Server sign in screen
[image: ]
Figure 22:Windows Server home screen
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With the server OS installed, I now needed to configure the network adapters (figure 23).
After opening the properties menu for connection 2, I selected IPv4 and clicked ‘properties’ (figure 24). I entered the IP address shown in the topology and subnet mask (figure 25) and repeated the same steps for connection 3 (figure 26).
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Figure 23: Network Connections
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Figure 24: Selecting IPv4 in network properties menu
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Figure 25: Inputting IP Address and Subnet Mask for Connection 2
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Figure 26: Inputting IP Address and Subnet Mask for Connection 3
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The Installation of Windows 11 (figure 27) was very straightforward. I once again created a new partition for the installation (figure 28), used my own name and the password ‘NotebooK@123’ for the user account and the client was ready to go (figure 29).
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Figure 27: Windows 11 Installation Screen
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Figure 28: Windows 11 Partition Selection
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Figure 29: Windows 11 Home Screen
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The Windows Server only has one network connection to configure, so after finding the network connection properties (figures 30,31) I input the IP address shown in the topology, the subnet mask, and the default gateway, which was the IP address of the server (figure 32). 
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Figure 30: Finding Network Connections menu
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Figure 31: Network connections screen
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Figure 32: Inputting IP Address, Subnet Mask and Default Gateway
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The Debian Sever will not have a GUI, but selecting ‘Graphical Install’ allowed me to follow a similar installation process than what I’m used to (Figure 33). As with the other VM’s, the password was to be set to NotebooK@123 (Figure 34). I chose to use guided partitioning, which seemed to be the best option for a first time user, this gave me an overview of the configuration and allowed me to be sure I wanted to write the changes before continuing (Figures 35,36,37,38). I was given the choice to scan more media, however the ISO file was all I needed for installation, so I selected ‘no’ (Figure 39). When asked to select an archive mirror, I chose to select the option that the installer suggested (Figure 40). Next, I was asked to select which software to install (Figure 41). Since there was to be no GUI, all I needed was the basic system utilities. Finally, I chose to install the GRUB bootloader, which will boot up the operating system (Figure 42).
With installation complete, I was then presented with the home screen, which is just a command line interface (figure 43). I entered the required login credentials, which was ‘root’ for the login name and ‘NotebooK@123’ for the password and (Figure 44) shows login was successful.
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Figure 33: Selecting Installation Type
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Figure 34: Password Entry
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Figure 35: Partitioning Options 1
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Figure 36: Partitioning Options 2
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Figure 37: Partitioning Options 3
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Figure 38: Partitioning Options 4
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Figure 39: Choosing not to scan more media
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Figure 40: Selecting Archive Mirror
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Figure 41: Selecting Which Software to Install
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Figure 42: Installing GRUB Boot Loader
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Figure 43: L-CD Home Screen
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Figure 44: L-CD Home Screen Following Login
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Inputting the command ‘ip addr’ brought up the network adapters I configured earlier (Figure 45). It showed that the first one was active, shown with the word ‘UP’ in green, and the other two showed ‘DOWN’ in red, meaning they were inactive. The first step in fixing this was to open up the Network Interfaces options using NANO, Linux’ text and file editor. I first tried the command ‘sudo nano /etc/network/interfaces’  (Figure 46), the ‘sudo’ command allows the user to use admin privileges, however since I was already logged in as the admin, it wasn’t required, so I removed ‘sudo’ and tried again with ‘nano /etc/network/interfaces’ which took me to required destination showing me which Network Interfaces were configured in the system (Figure 47), which was only one. I then had to type in the IP addresses and Subnet Masks from the topography to overwrite the information for the inactive adapters ‘enp0s8’ and ‘enp0s8’ (Figure 48). The command used in (figure 49), ‘systemctl restart networking’ is then used to restart the adapters and using the ‘ip addr’ command again shows in (Figure 50) that all three network interfaces are now up and running.
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Figure 45: Network Configurations shown after using command 'ip addr'
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Figure 46: Command to Open Network Interface Information in NANO
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Figure 47: Network Interfaces Screen
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Figure 48: Overwriting the Two Inactive Adapters with Relevant IP Information
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Figure 49: Command to Restart the Network Interfaces
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Figure 50: Using 'ip addr' command again to show new results
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After selecting to start the installer from the opening boot menu (Figure 51). I was asked to choose a password (Figure 52) which, like the others, I would set as ‘NotebooK@123’. I also had to choose a name and username for the system, so I just used my own name (Figure 53) and ‘sjones’ as the username (Figure 54). I used the guided partitioning options just like I did with L-CD, to simplify the installation (Figures 55,56,57,58). I chose not to use a network mirror (Figure 59) since I would be configuring the network myself. After once again choosing to install the GRUB bootloader (Figure 60), installation was completed and I was able to login to the client (Figures 61,62).
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Figure 51: Debian Client installer boot menu
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Figure 52: Password entry
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Figure 53: Setting up a user account in my own name
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Figure 54: Username entry
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Figure 55: Partitioning options 1
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Figure 56: Partitioning options 2
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Figure 57: Partitioning options 3
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Figure 58: Partitioning options 4
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Figure 59: Opting not to use network mirror
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Figure 60: Installing GRUB bootloader
[image: ]
Figure 61: ClientL1 Login Screen
[image: ]
Figure 62: ClientL1 Home Screen
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As there is only one network adapter for ClientL1, all I had to do was open the network settings and input the IP information shown in the topography (Figure 63) and everything was ready to go.
[image: ]
Figure 63: Inputting IP information for ClientL1
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For this section I will check the connections between my virtual machines. The topology shows the following:
B-DC is connected to ClientS1 and L-CD
ClientS1 is connected to B-DC only
L-CD is connected to ClientL1 and B-DC
ClientL1 is connected to L-CD only
Using the CLI on ClientS1, I used the command ‘ping 172.16.1.1’ to connect to B-DC, the connection failed (Figure 64). I opened up the ‘Windows Defender Firewall with Advanced Security’ menu (Figure 65) and enabled file sharing for ICMPv4 and ICMPv6 in both the inbound and outbound rules sections (Figures 66,67). I then attempted to ping B-DC again, but again, it failed (Figure 68). Next, I opened the ‘Windows Defender Firewall with Advanced Security’ menu using B-DC and enabled file sharing in the same way on the server (Figures 69,70). I tried pinging B-DC a third time and this time the connection was successful (Figure 71). Next I tried pinging ClientS1 from B-DC and this connection was also successful (Figure 72).
ClientS1 could connect to B-DC
B-DC could connect to ClientS1

[image: ]
Figure 64: Failed connection between ClientS1 and B-DC

Using the CLI on ClientS1, I used the command ‘ping 172.16.1.1’ to connect to B-DC, the connection failed.
[image: ]
Figure 65: Windows Defender Firewall menu
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Figure 66: Firewall Inbound Rules
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Figure 67: Firewall Outbound Rules
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Figure 68: Second failed attempt to ping B-DC
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Figure 69: Firewall Inbound Rules in B-DC
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Figure 70: Firewall Outbound Rules in B-DC
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Figure 71: Successful connection from ClientS1 to B-DC
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Figure 72: Successful connection from B-DC to ClientS1
Using the CLI on ClientL1, I used the command ‘ping 172.16.2.1’ the connect to L-CD. This connection was successful first try (Figure 73). I then used L-CD and attempted to ping ClientL1, this connection was also successful on the first attempt (Figure 74).
ClientL1 could connect to L-CD
L-CD could connect to ClientL1
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Figure 73: Successful connection from ClientL1 to L-CD
[image: ]
Figure 74: Successful connection from L-CD to ClientL1
Finally, I used the CLI in B-DC to attempt to ping L-CD. This connection was successful on the first try (Figure 75).
B-DC could connect to L-CD
This means all the machines in my network are connected successfully.

[image: ]
Figure 75: Successful connection from B-DC to L-CD
After making sure the connections were successful, I used clientS1 to try and ping ClientL1 and L-CD. Both connections were unsuccessful (Figure 76), meaning the network behaves as it should according to the topology
[image: ]
Figure 76: Unsuccessful connections from ClientS1 to ClientL1 and L-CD
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Set up users and passwords
‘Some account needs to be avallable with administrative super-user privileges. The password for that account
Should be something that cannot be guassed.

o allow direct password-based access via the 'root’ account, you can set the password for that account hore.
Aternatively, you can lock the root account's password by leaving this setting empry, and instead use the.
Systems iniial user account (which will be set up in the next step) to gain administrativ privileges. This will
b enabled for you by adding that initia user to the ‘sudo’ group.

Note: what you type here willbe hidden (unless you select to show .
Root passmord

Notsbooka12>
% Show Password n Clar

Please nter the same roo password agaln t vrlfy that you have typed I correctly.
Renter pasword tovry:

(Rotebooka1z3]

2 Show Password n Clar

\
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Partiton disks

“The inscaller can guide you through parttioning a disk (using different standard schemes) or, If you prefer,
you can da it manually. With gulded partitoning you will il have 3 chance later o review and cuscomise the
Tesults,

1 you choose guided partitioning for an entire disk, you will nex be asked which disk should be used.
Parttioning methoct

Guided - use entire disk

¥ | Guided - use entire disk and set up (VM

Guided - use entire disk and set up encrypred LV
Manual

Screenshor |

elp
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Partiton disks

Selected for partiioning:
5CSI13(0,0,0)(sda) - ATA VBOX HARDDISK: 215 GB.

“The disk can be partitioned using one of several diferent schemes. Ifyou are unsure, choose the fist one.
Parttoning scheme:

Al les in one partiion (recommended for new users)

Separate fome partition

Separate Mome, ar, and nmp partitions

Separate var and [srv, swap < 168 (or servers)

‘Small-disk (< 10G8) parcicioning scheme

Screenshor |

elp
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Partiton disks

This i 3n overvien ofyour currenty conigured partons snd maunt ponts Select 3 parttion t modiy s setings (e
system. mount pont, etc.. e pace to crest partons, o a deuce (o niialze £ partion tale

Configure software RAID
Configure the Logical Volume Manager
Configure encrypted volumes.
Configure ISCSi volumes.

i Guided partiioning

= SCSI3 (0,0,0) (da) - 21.5 GB ATA VBOX HARDDISK
> s primay 20368 f exs
> 45 logical 1268 f swap  swap

Undo changes to partitions £ 1
Fnkh packioning and wrkechanges to ik i
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1fyou continue, the changes listed below will be written to the disks. Otherwise, you il be able to make.
B} | furcher changes manualy

g The partiion table o the fllowing devicesare changed:
SCS13 (0,0,0)(sda)
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Configure the package manager
Scanning your Insallation media inds the label:
Debian GHU/Linux 13.5.0_Trixie._ - Ofcial amd64 NETINST with irmware 20260516-10:08

You now have theoption of scanning addiiona mediafor use by he package manager ap. Normally these

Zhould be from the me sex a4 the ane you booted from. 1 you 4o not have any ddiional medis, this Step
can just be skipped.

i
i W you wish 0 scan mors modia lease inst anathr ane now.

Scan extrs instatstion medis?

4

\

screenshor | [ Gonack | [ continue |
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Configure the package manager

Please select 2 Debian archive mirror. You should use a mirror In your country or region If you do not know
hich mirror has the best Intermet connection o you.

Usually, deb.dobian.org is 3 good choice.

‘Debian archive miro.

.

mirrorox.ac.uk
frp.icklers.org

mirrorservice.org

deblan.mirrors.uk2.net
mirro.cov.ukservers.com
wmirors.clouvidernst
mircorvinehost.net
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Software selection

At the momen, only the core of the system Is nstalled. T tune the system to your needs, you can choose to
Instal one or more of the following predefined caliections of software.
Choose sotwaro o nsal

i 5 bebian deskzap emvronment

xtce
.. GNOME Flashback
KOE Plasma
.. Cinnamon
<. Lx0E
oo

oooooog

£ web server
) ssh server

%) standard system utilties

£ Choose a Deblan Blend for Inscalation
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Inscal the GRUB boot loader
It seems that this new installatlon Is the only operating system on this compute. If 50, It should be safe to
Inscal the GRUB boot loader 20 your primary drive (UEF! parcitin/boot record).

Warning: If your computer has another operating system that the installr failed to dotect, ths will make that
operating system temporarily unbootable, though GRUB can be manually configured later to boot t.
insallthe GRUB bootlosder toyour primry drive?

\
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Set up users and passwords.

! Some account needs to bo available with administrative super-user privileges. The password for that account

oS g ot b oo

g To allow direct password-based access vi the ‘root account, you can set the password for that sccount here.
Systerm's inifaf e account (which wil e set up in he next Step) to gain administrative privieges. This will

B enabled or you by adding that initial user to the ‘udo’ group,

Note: what you type hore will o hidden (unles you selec to show ).

| Root passwor:

3

Notehook@123 )

2/ Show Password in Clear

Please enter the same root password again to verlfy that you have typed it correctly.
Reenter password tovery:

WorebooKe1z3 ) {

21 Show Password in Clear 1
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2 & user account willbe created for you 1o use nstead of the root account for non-administrative activtis.

Set up users and passwords.
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! Seloct a username for the new account. Your fist name i 3 reasonable chaice. The username should start
i e which o b o o o ComBia o o ot v owe <
Usrrame for your et

et ]

Set up users and passwords.
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! parition disks

The Installe can guide you through partitloning a disk (using different standard schemes)or, If you profer,
you can do it manually. With guided partiioning you will il have 3 chance later 1o review and Cuskomise the
Tesuies,

1 you choose guided parcitoning for an entire disk, you will next bo asked which disk should bo used.
partoning methoc:
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! parition disks

Selected for partitioning:
SCSI1(0,0,0)(sda) - ATA VBOX HARDDISK: 215 GB

e
e
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Guided partitioning

Configure software RAID

Configure the Logical Volume Managor
Configure encrypred volumes
Configure iScS1 volumes

 SCSIL(0,0,0) (sda) - 215 GB ATA VBOX HARDDISK
> s pimay 0368 exs
3 > #5 lgical 1268 swap  swap

Undo changes to partitions.

Finish partitioning and write changes to disk
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Configure the package manager

8 A notwork mirror can be used to supplement the software that i included on the instalation media. This may
g T R S
i CorE

3

Yes
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Instal the GRUB boot loader

I e hat i e st i oy apaing pstam o s cmpue. s, shold b s 0
! oo R oo ondo oy oy S R oot e

Warning: f your computer has another operating system that the installer faled to detect,this il make that
operating systom tomporarily unbootabls, though GRUB can be manualy configurad lator to boot t.
Installthe GRUS boot loader t your prmary drve?
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C:\Users\Stephen Jones>ping 10.8.8.2
o) o ping
“ B pinging 10.0.0.2 with 32 bytes of data
9 Request tined out
# | Request tined out
7 Request tined out.
3 Request tined out
2 ping statistics for 10.6.0.2
Packets: Sent = 4, Received = 8, Lost = 4 (100% loss),
C:\Users\stephen Jones>ping 172.16.2.18
Pinging 172.16.2.10 with 32 bytes of data
} Request tined out
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. Request tined out

Request tined out.

Ping statistics for 172.16.2.16
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